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RANSOMWARE
STAGES OF RANSOMWARE INFECTION :

DELIVERY

ENCRYPTION
EXTORTION

COMMAND 
 CONTROL

The network is compromised by a phishing
email, exploit or worm.

The virus searches for files to encrypt—both
on the local workstation and on any networks
it has gained access to through lateral
movement. Cybercriminals begin to exfiltrate
and/or encrypt local and network files. The
attacker demands payment to have them
decrypted or released back to the business.

STEP 1:

STEP 3:

Once inside network, the ransomware
establishes a connection with the attacker's
command and control server to receive
instructions. Still undetected, the malware
continues to set the stage for its attack by
stealing credentials and gaining access to
more accounts across the network.

STEP 2:
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Disable ActiveX content in MS
Office applications

Keep OS & applications 
up-to-date with latest

patches
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