dofel day @Ca nara Bank

Corricendum-7 to GeM Bid ref: GEM/2024/B/5406710 dated 17/09/2024 for Selection of System
Integrator for End-to-End implementation of Next Generation Security Operations Center (NGSOC)
in Canara Bank.

It is decided to amend the following in respect of the above RFP:

a. GeM bid document (Bid End date/ Bid Opening Date, Page no. 1 of 7):

Description | Existingdetails | Amended details
Bid End Date/Time . 25/11/2024, 15:00:00 29/11/2024, 15:00:00
Bid cpening Date/Time 25/11/2024, 15:30:00 29/11/2024, 15:30:00
b.
Sl. | Section/ Annexure/ | Clause No. | Existing Clause Amended Clause
Mo | Appendix of GeM Bid | |
1. | Annexure-9 | Functional Functional and Technical | Amended Functional and |
i | and Technical Reguirements | Technical Requirements '
| Requirements .
2. | Annexure-17 ' Bill of | Bill of Material | Amended Bill of Material

Material |

All the other instructions and terms & conditions of the above RFP shall remain unchanged.

Please take note of the above amendments while submitting your response to the subject RFP.

Date: 20/11/2024 o

Place: Bengaluru Deputy General Manager
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Annexure-9

Amended Functional and Technical Requirements
(Should be submitted on Company’s letter head with company seal and signature of the
authorized person)

SUB: Selection of System Integrator for End-to-End implementation of Next Generation Security
Operations Center (NGSOC) in Canara Bank.
Ref: GEM/2024/B/5406710 dated 17/09/2024.

Note: |
The specifications of proposed NG SOC system/ solution are detailed below. These specifications |
are only indicative but not exhaustive. i
If the bidder feels that certain features offered are superior to what has been specified by the
Bank, it shall be highlighted separately. Information regarding any medification required in the
(b) | proposed solution to meet the intent of the specifications and state-of-the-art technology shall
| be provided. However, the Bank reserves the right to adopt the modifications /superior features
| | suggested/ offered. ST P~ e
| The bidder shall provide all other required equipment's and/or services, whether or not
(c) | explicitly mentioned in this GeM bid, to ensure the intent of specification, completeness,
| | operability, maintainability, and upgradability.
The bidder shall own the responsibility to demonstrate that the solution offered are as per the
(d) | specification/performance stipulated in this GeM bid and as committed by the bidder either at
‘ site or in bidder's work site without any extra cost to the Bank.

(a)

The bidder should provide their response to the Technical and Functional Requirements by giving the
compliance as Yes/ No. Explanations/ suggestions of the bidder against each requirement should be
given in the Remarks column. If more explanation of a point is needed, documents can be attached to
Remarks Column of the respective requirement.

All the below points are Mandatory/ Essential Technical/ Functional/ Features requirements. Non-
compliance to any points shall lead to disqualification of the Bidder.

1. Technical Specifications of each SOC Solutions

I.  Security Incident and Event Management (SIEM):
Sl |

| No Technical and Functional Requirements

(Yes/No) |

i ) Architecture ||
| 1. | The proposed solution shall be hardware or software based with logically |
segregated into Collection, correlation, and Management layer. If the
software appliance is proposed, the OEM shall provide all the required
. hardware to implement the solution N ) S
2. | The solution shall be sized for 1,00,000 EPS for DC & DR each and
sustainable up to 150,000 EPS per site during contract period without
dropping or queuing of logs on any proposed 5IEM components as per
bank requirement and any additional Hardware, software, and storage |
except EPS licenses. There should not be limitation on the number of |
devices like servers, network devices, virtual machines or any other data
source(s) that is required to be integrated. | |
Bidder must provide pricing for extra EPS required by bank during the
| contract period in bundle of 5000 EPS. il -
| 3. | The proposed solution shall be capable of dual forwarding/ streaming/
replicating of raw logs from DC to DRC and vice versa. Storage must be
| arranged accordingly. -
' 4. | SIEM solution should suppart Disaster Recovery and sized for the DR site
| as well. The solution shall be sized to consider dual forwarding/
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20.

' The proposed solution must support the data replication /dual

' The solution must integrate with 3rd party directory systems as an

' tenure of the contract
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streaming/ replication from DC to DR and vice versa. Bidder shall provide
necessary load balancer to distribute log ingestion across proposed log
collectors (in DC and DR).

forwarding without relying on other third-party replication technologies
on the operating system or storage level. It should also admin to decide
on replication factor within DC and replication factor for DR. DR should
always be active and should be updated with artifacts for any incident
analyst is working on.

authentication method. Solution should be integrated with LDAP or
Active Directory solution for access provisioning to the SIEM system.
SIEM should provide out of box Cloud integrations to retain full visibility
into cloud security stack and support hybrid integration (On prem and
Cloud).

If the parser is not available the bidder/ OEM should develop the parsers
without any extra cost to bank. |
SIEM solution should provide MITRE framework mapping and suggest TTPs |
across rules, alerts, and incidents |
The solution must provide an open APl mechanism to forward events
/incidents /alerts to other platforms such as ITSM, SOAR, and any other
SIEM solutions

The solution must use distributed computing to scale data collection and

analytics and co-locates analytic processing with collection engines.
SIEM solution should have High Availability across all components within
the system e.g., log collection, log correlation, management console
etc. If it is required to have a LB to achieve the requirement, the OEM
should factor the same also must have RAID redundancy (hard drives),
Metwork Redundancy (Mgmt. interfaces), and Power-Supply module
redundancy and 4x1G/10G network interfaces per server. (Bidder to
explain architecture) B 3 |
High Availability should use cluster set-up so that data could be shared
between the nodes. .
The solution collector must support the automatic load balancing and
load sharing

The solution must have automated internal health checks and notify Bank
in case of problems o -

The solution should have out of the box bi-directional integration with |
proposed SOAR solution. |
The solution should not require additional license to deploy additional
nodes/SIEM components i1.e., for collection, processing, or HA
requirements of the proposed solution. |
Proposed solution should support both automatic and manually
escalation of incidents to proposed SOAR and should allow the proposed |
SOAR to query data fromthe SIEM _

The Proposed solution should have the capability to sync the use cases,
configuration from DC to DR automatically.

The proposed solution must provide for secure user access via HTTPS,
SSH.

The solution shall have out of the box parser for the log sources bank |
would ingest. If the solution does not have a parser for custom |

| application/ log source the bidder / OEM shall develop and implement

the same within the agreed timelines. The bidder shall ensure the
relevancy of the custom developed parser are maintained throughout the
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If the proposed solution has data replication functionalities, the same
has to be achieved without relying on other third-party replication
technologies on the operating system or storage level.
The solution should be able to integrate with incident management and
ticketing tools like Service now, BMC, Proposed SOAR, UEBA, and TIP etc.
but not limited. ) - -
The solution should have the ability to gather information on real time
threats and zero-day attacks from anti-virus, IPS and IDS and analyses
data against the information for any threats
The solution shall be able to provide the contextual enrichment for the
parsed data to help triage alerts faster, This information can include
details about the user, asset, IP address, geolocation, threat intelligence
and vulnerability scan results. B _
The OEM must provide the sizing approach during the technical
presentation. _ — _ _
The OEM shall provide Premium/Enterprise Support.
Solution must support STIX/TAXIl and APl method for consumption of
threat intel feeds from different platforms. Also, it must have capacity
to ingest custom threat intel feeds manually.

Log Stc Sturage N
The bidder shall provision hardware to retain six months events
online and 1 year Archival (5ix months + 12 months). The online
storage shall be stored in enterprise class SAN and separate enterprise
class NAS should be considered for Archival.

SAN storage Systems should support Native Storage virtualization for '

centralized management and 5AN Storage should support 99.99% Data
Availability.

SAN storages should be an end-to-end NVMe SSDs storage with dual
controllers in Active-Active architecture and must support Scale Up &
—scale DUt. - . — B — S — il - — -

No single point of failure, The SAN system should deliver Industry
leading Performance at least 4 Lakh+ IOPS and should be expandable.
NAS system should deliver performance of at least 50,000+ IOPS.

End to End SAN Storage monitoring from a single management suite.
SAN system should support native remote replication for backup/DR
 purposes, i.e., 2-way replication with Synchronous and Asynchronous

' SAN system should allow intelligent compression & de-duplication
without degrading the performance. =11’ :

The NAS system should be active-active architecture and should have
unified capability i.e., should support block and file access with host
connectivity for FC, iSCSI, CIFS and NF5. If external appliance
required, it should be proposed with necessary licenses.

The NAS capacity should be fulfilled by providing minimum 10% on
| SSD tier and the rest with 10K/ 7.2K drives. .

The MAS serving node should be purpose-built appliance and should not
be a host based or running on general purpose QS or a simple SMB/ NF5
configured file server. .,

The system must be dedicated appliance with specifically optimized 05
to provide both flash and NAS functionalities. The architecture should
allow modular upgrades of hardware and software. The system should be

| suitably configured for achieving enhanced performance and throughput |

The system must have dual controller and file system heads with
| automatic failover capabilities in case of one controller or head failure.
| The united component must be redundant against power supply, disk,

| cooling fan and data path failures. The central storage system must
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| as Firewalls, IPS, WAF, EDR, Switches, Routers etc.

| supports both short-term (online) and long-term (offline) event storage
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support multi path automatic load balancing with no single point of
failure, |
At any time during contract period technological advances w.r.to
solution (Application/ Software/ Hardware etc.) introduced by the OEM/
Bidder for information technologies originally offered by the supplier in
its bid, the bidder and OEM shall be obliged to offer to bank the latest
version of the available technologies having equal or better performance
or functionality throughout the contract period without any extra cost
to bank.
During performance of the Contract, the bidder shall offer to bank all
new versions, releases and updates of standard software/ hardware/
application etc., as well as related technical support within 30 days of
their availability from the OEM.
Storage should support in built Data at rest Encryption, FIPS.
Minimum usable storage 1PB across SAN and NAS systems after RAID6/
DRAID with 2 Nos of disk hot spare and later it should be expandable
up to minimum of 2PB.
Connectivity of Host and SAN should be through redundant 5AN Switches
(with SFP's) only as a part of Solution. :

Log Management

The Proposed solution should have capability to collect logs from
different platforms like Microsoft Windows, Linux (All flavers) UNIX, MAC
05, AIX, Solaris, Firewalls, EDR, AV, WAF, Tenable - Nessus, Network
devices, other security devices or solution, identified database servers,
endpoint security management servers, web application firewalls,
network firewalls ,Active Directory servers, Web servers, Private cloud
(VMware, OpenStack) & cloud services (Aws/Azure/GCP/OCIH), SAAS
Solutions, 0365, etc. as required by the Bank.

The solution must support auto discovery of assets that are being
protected or monitored and make them available in an asset database
within the system with critical fields like server IP, Server hostname, 05
Name, O5 Version, Criticality, Date of discovery etc. to be populated
automatically

The network assets are often changing IP addresses. The solution must
maintain the asset database correctly even when IP address changes.
Solution must support industry log collection methods (syslog, WMI,
JDBC, SNMP, IPsec, ODBC etc.) .

The solution must support information (users, groups, etc.) collecied
from Directories (i.e., AD, LDAP) products.

The solution must not block, drop, or place grace period when system
exceeds purchased EPS license/subscriptions limit

The solution must integrate with other security and network devices such

Solution must have a log collection and archive architecture that

Solution must be able to store logs in a separate system which would not
be required to perform any real time correlation thereby minimizing the
load on the Real time analysis.

| Solution must provide agent-based collection of event logs preferably '

wherever not possible agent less log collection has to be provided |
without any additional license cost. Agent must be single lightweight
agent. Solution must have a light footprint and agent based / agentless

| solution must have minimal/ no impact on performance of endpoints.

Solution must provide the ability to distribute both event collection and |
processing across the entire SIEM deployment. -
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| 54. | SIEM shall support Connector Development tool/SDK /API availability for
developing collection mechanism for home-grown or any other
unsupported devices/ applications. The respective tool should be
provided without any extra cost to Bank _

55. | The solution must ensure the communication between the SIEM
i components are encrypted =

56. | SIEM solution collector should forward the data to processing
| unit/component in real time without any delay.
‘ 57. | The solution must normalize common event fields (i.e., usernames, IP | o
addresses, hostnames, and log source device, etc.) from disparate
devices across a multi-vendor network
‘ 58.  The system shall be able to capture all details in raw log, events and |
alerts and normalize them into a standard format for easy
| comprehension. |
| 59. | The system should be able analyze logs with different event formatse.g.,
_ well-structured logs, natural language logs, multi-line logs etc. |
| 60, The solution must provide a common taxonomy of events.

61. | The solution must provide the ability to normalize and aggregate event

fields that are not represented by the out-of-the-box normalized fields

—h

| 62. The SIEM must provide searching & data/log management, including free
fﬂrm SEarChl - . T e R — .
63. .[ The solution must provide near-real-time analysis of events.
64.  The solution must provide maore advanced event drill down when
required. | - it o
The solution must provide a real-time streaming view that supports full
| filtering capabilities B
66.  The solution must provide a mechanism to capture all relevant aspects
| of a security incident in a single logical view. This view should include
relevant events, network activity data, correlated alerts, etc..
67. The solution must allow for custom defined tagging of events o
68. | The proposed solution should be horizontally scalable to support increase
in EPS and should have global correlation capability on raw or
metadata/normalized events (i.e., correlation of events if processed on
multiple hardware/appliances)

65.

i 69. | The solution must support user extended taxonomy of events and fields.
; The user must be able to add their own unique event names =
70. | Solution should be able to define purging and retention rules for log
storage.

71. | The solution must monitor and alert when there is a disruption in log
collection from a device. In other words, if logs are not seen from a
server in X minutes, then generate an alert (report / SM5 /email). In the
event of same device generating multiple device types of logs (For
Example, same device generating Application logs and System logs), the
| log disruption should be identified properly without any false positives.
_ Please describe how your solution meets this requirement. i
' 72. | The solution must provide an out of the box mechanism to discover and
| classify assets by system type (i.e., mail servers vs. data base servers)
| to minimize false positives associated with poor asset classification.

| Please describe how your solution meets this requirement.
73. | The platform shall help to explore current and potential log source type
MITRE-mapping coverage per rule, and suggest how the rule coverage
| ! can expand if new log source types are added to the environment.
74. | Solution should do baselining of normal log ingestion rate regularly and
alert for any unusual log ingestion rate(dips/spikes) per log source using
! ML/AI models.
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The solution must allow the adding/modifying/removing of log parsers |
from Ul console without impacting log collection.

The prc—pﬂsed solution must support the decoding of the cnmmun|
protocols/ports: HTTP, FTP, DNS, MySQL, SMTP, SNMP, SMB, TCP, UDP,
NFS, Oracle (TNS), LDAP/AD, PostgreSQL, Sybase/SQL Server (TDS),
IMAP, POP3, RADIUS, IRC, SIP, DHCP, AMQP, DIAMETER, MAPI and not
limited to the above-mentioned ports/ protocols

The proposed solution must allow access to the rules written in |

Sigma/Generic SIEM and EDR/XDR query languages. It supparts common |

data schemas of SIEM along with the integration with content service to |
directly deploy rules from threat detection marketplace.

[ solution should have ability to restore / replay older logs for reporting, |

| analysis, correlation, investigation, and forensics.
' Solution should support IPV6 format.

Analyms
| The solution must provide alerting based on observed anomalies and |
| behavioral changes in network and security events.
The solution must support and maintain a history of user authentication |
activity on a per asset basis. !
The solution must support a web-based GU| for management, analysis,
and reporting.
Solution should offer a global threat feed which must allow the analyst |
to perform search across various parameter like IPv4, IPv6, URL,
vulnerability, Applicaticns name, Malware, Spam.
Solution should allow analyst to perform manual ad-hoc check to
determine if the organization is infected with any Zero-day attack.
There should be provision available to create complex searches by means |
GUI, to support advance investigation on the data available in the
platform. .
The platform should provide a search experience which shall guides
analysts in defining what they want to search for with ability to change,
The solution must provide alerting based on observed security threats
from monitored devices and network activity
The solution must support a distributed model for correlation such that
counters, sequences, identity lookups, etc. are shared across all
collectors/loggers/aggregators. |
Sl proposed should provide capability to add the following systems for |
effective incident detection and correlation post completion of the |
SIEM deployment. .
a) Flow and packet-based threat Detection
b} User Behavior analysis by Integration with flow analysis/ packet
capture tool
c) Threat Intelligence e .
The solution must provide the ability to correlate information across
potentially disparate devices and flows information.
The solution must provide alerting based on observed anomalies and
behavioral changes in network activity (flow) data. Describe any pre-
packaged alerts and method for adding user-defined anomaly and
behavior alerts. '
The solution must observe anomalies other than just simple threshold
basis
The solution must chain alerts into ane single incident record, so when
different rules are triggered and these activities are related with one
single offense, then these triggers will generate only one incident record |
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The solution must provide alerting based upon established policy. (e.g., |
IM traffic is not allowed. )

The solution must generate and alert when a new service appears on the
network or when new assets appear where they shouldn't or are not
planned

' The solution must provide the ability to transmit alerts using multiple
protocols and mechanisms to other management solutions
The solution must provide Ul based wizard/ capabilities to minimize false
positives and deliver accurate results. Please describe how your solution
meets this requirement.

The solution must limit the presentation of multiple similar alerts. |

Describe the solutions ability to minimize duplicate alarms,

The solution must support the ability to take action upon receiving an
alert. For example, the solution should support the ability to initiate a
script or send an email message. Please describe how your solution meets
this requirement.

The solution should also have feature to capture analyst details who have

worked analyzed/ investigate the alerts l
1EID]| The solution must support the ability to correlate against 3rd party
security data feeds (i.e., geographic mapping, known botnet channels,

known hostile networks, etc.). These 3rd party data feeds should be
updated automatically in the proposed SIEM solution. Please describe
how your solution meets this requirement.

The solution must support correlation for a m‘issing seguence. Eiampte -

service stopped not followed by the service restarting within 10 minutes, |

Please describe how your solution meets this requirement. |

The solution must support correlation for additive values over time. For
example, alert when any SRC |P sends more than 1GB of data to a single
port on a single DST IP in a one-hour period of time. Please describe how
your solution meets this requirement.

The solution must provide a mechanism, to optimize rule tuning, which
allows for the grouping of similar input values of a correlation rule that
can be used by multiple rules. This grouping mechanism should allow for
both static groups and groups that are dynamically created by other
correlation rules. For example, the user of the system can define a group
of banned ports/protocols that should be used across multiple
correlation rules that monitor for inappropriate network activity. Please
describe how your solution meets this requirement.

The solution must support historical correlation so users can re-run past
events and flows on historical data, so new rules can be tested more
precisely. Please describe how your solution meets this requirement.

‘The solution must be able to be updated regularly, to stay aware of the
latest threat information and research available.

The solution must be able to anal-,rze user activity to detect malicious
insiders and determine if a user’s credentials have been compromised.
The platform should Visualize alerts, network data, threats, malicious
user behavior, and cloud environments from around the world in
geographical maps, and auto updating charts. _
The platform should offer an interface to help user in browsing the
existing rule mapping across MITRE Framework & enabling them to map
their custom rules to MITRE ATT&CK tactics and techniques.

The platform should offer user to tune their environment with the help
of built-in analysis capability.

The platform should suggest new insights to prioritize the rollout of new |

| use cases/apps to effectively strengthen the security posture.

" Canara Bank, CP&VM Wing, Carrigendum-7 to GEM/2024/B/5406710
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The platform must automatically detect any logical or performance
issues in the default or custom use cases/rules and provide a visual
interface indicating the issue,

The platform must detect logical or performance issues, such as when a
rule calls referenceable data but the object is blank for example: when
a rule calls referenceable data of a bad process but the object/folder
does not contain a list of bad processes.

The platform must detect logical or performance issues such as no rule
referring to a data/object/folder.

The platform must detect any logical or performance-related issues.
Such a rule uses a normalized event property/field, but the field is
deactivated at the system level.

The platform must detect logical or performance jssues, such as a rule
that uses a performance-intensive test condition, such as regex or
unparsed raw payload content, and so on.

The platform must provide information about the rules that are available
with OEM (as part of the OEM update or content packs) but not deployed
on the platform, as well as the name of the content pack and the
coverage of the use case/rules from MITRE perspective.

Platform must be capable of Identify the topmost alert generating rules
or event generating rules, and then provide the guide/steps to tune
them.

Platform must help in Reducing the number of false positives by
reviewing the most common configuration features like update network
details, common reusable content, and server discovery based on
recommendations -

Should support integrating to Bank's existing VA tools (i.e., Tenable)
bidirectionally to tag the offenses with list of vulnerabilities present in
| the associated assets of that offense.

Reporting & Dashboard

The solution must provide a ‘Dashboard’ for quick visualization of
security and network information.

The solution must support the automated distribution of reports

The solution must support the capah111t1.r to prmude historical trend
reports.

Platform must provide capability to generate rules related reports from
predefined templates, such as searches based on rule response and
| actions, log source coverage, and many others.

| The platform shall support provision for dashboard specific to a single
incident, which can offer various widgets, provision for sharing notes,
representation of data in a graphical manner gver a certain period and
various rules triggered, rule s, model responsible in trigeering of the
offense.

| The platform should allow to Import and export dashboards or share
dashboard links with colleagues.

The platform should allow user to create dashboard items that use the
full power of native query language, dynamic search, and generic APIs.

; The platform should allow user to fine-tune there with complete
| flexibility in dashboard layout and dashboard item refresh rates

The platform should allow user to Assign thresholds.

The solution must offer all the below built-in compliance modules out
of the box at no additional cost but not limited to:

a) PCI-DSS Compliance Module

b) NIST

¢) GDPR Compliance Module

d) IS0 Compliance Module and other regulatory bodies which is

| applicable to Bank

Canara Bank, CPEVM Wing, Corrigendum.-7 to GEM/2024/B/5406710




dotel da @Ca nara Bank

130/ The proposed solution must offer all the reports out of the box at no

131,

additional cost _ ‘
The proposed solution must have real-time visualization options, |
features and capabilities of the dashboard.

A) Blacklist-based caorrelation.

B) Whitelist based correlation

' 132] Proposed solution should have a dashboard to see the real time and |

133,

history of EPS, Data sources integrated for the last 6 months .
Solution should have option to check non reporting event sources and
non-triggered/ zero hit use cases within the given timeframe

| 134/ In case OEM supports Ingestion per day licensing then bidder has to

' 135,

136,

137,

138

139

| ® Classifying protocols and applications.

provide scientific calculation sheet for EPS to Ingestion per day
conversion by taking the average event size as 500 bytes for the sizing

. of solution on OEM Letter Head.

Packet Capture _

The proposed Packet capture solution shall have capabilities to integrate
with the proposed SIEM solution in both DC and DR. The OEM shall have
the capacity to capture traffic at 10 Gbps and retain packet-like data,
associated metadata and logs for 7 days. The proposed packet capture
solution should also support future expansion of up to 20 Gbps using same
hardware by only adding software license. Adequate storage shall be
provisioned accordingly. The PCAP solution should also support
selectively filtering packets based on their security relevance (e.g.,
customer PIl, SPDI, or other classified information as per the Bank or
Regulatory guidelines}, to optimize storage. o B
The proposed packet capture solution should ensure full packet and
payload capture with network inflow/ outflow of data in DC & DR.
Proposed solution should be a dedicated hardware with 2 X 1G/10G RJ45
and 6*10 Gig SFP+ slots for Fiber transmission and 1*1/10G management
port.

The proposed packet capture solution should also support future
expansion of up to 20 Gbps using same hardware by only adding software
license. There should not be any restriction forcing buying of new stack
from scratch to support expansion up to 20 Gbps. This reguires the
solution to have a modular architecture with separate components for
collection, data storage, reporting and correlation.

The bidder shall provide unit software price which can be leveraged by ‘

Bank to procure additional software licenses as and when required during
the tenure of the contract. . o |
The proposed packet capture solution should be a dedicated Hardware,
all Core Appliances for different layers should have hardened OS to
provide optimal performance. All disks of the appliance and the storage
should utilize Self-Encrypting Drives (SED). Should have OEM provided
storage or in case of Storage expansion solution should be compatible
with the SAN storage to extract/ forward to data archives using HBA/
FC/ SFP+ dedicated ports. -

The proposed packet capture solution should be able to perform Real
time monitoring of Network traffic analysis to identify threats. Solution
should have Deep Packet Inspection (DPI) to provide visibility in all layers
of the 05 stack L2 to L7 layer conversations including application
payload data in the network and for sharing of network data (Packet +
Meta data) in real time.

Solution should create indexes for payload objects and not just rely on
header information
The solution should provide netwark traffic insight by,
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system files.
« Full & Deep-packet inspection.
« Cross correlation for Analysis & Aggregation.
= Reconstruct sessions and analyze artifacts.
* Preview artifacts and attachments.

' JavaScript and .Net files from Deep packet Inspection. Post
reconstruction, solution should be able to do object extractions from
- sessions like pcaps, zip files, office documents, media, embedded
malicious attachments etc.

The PCAP solution should support for capturing and storing data from
{but not limited to) multiple network segments, VLANs, network
locations, etc. The solution must be capable of supporting Public or
Private Cloud infrastructure deployment using industry standard
ecosystems. A |

The solution should have the capability to extract data/ files from the
captured network packets

complete packet analysis of the network packets which will help to
identify the entire transaction.

Solution should have the ability to support analysts by creating on the
fly parsers from raw packet data captured and generate meta to trigger
an incident (e.g., a future detection) without understanding how to
create the parser.

Security Orchestration and Automation (SOAR):

Technical Requirement

' Architecture, Integration & General Reqmrement

(1.

2.

G aw
I

o

The proposed platform shall be hosted on-prem that integrates with all
an-premises and hybrid, multi cloud architecture security components.
The bidder shall provide all the required hardware which includes
compute and storage to retain the data defined by the Bank

All the hardware/ software etc. required for the solution shall be |

provisioned by the Bidder.

| The solution must be able to support multl tenancy.

| The proposed solution should support ngh Availability in DC and DR site,
| the same shall be offered as part of the solution.

The solution should auto replicate all the rules, data, etc., to DR site

- and vice versa for continuing the operations without any loss in data
|The proposed solution should have Development environment where
'integration and playbooks shall be tested before deploying it to the
. production deployment.
' The solution should be able to consume security alerts/incidents from

SIEM, EDR, TIP, directly from any other Next Gen SOC and Cyber security
| solutions.
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8. | The solution should be able to provide bidirectional integration with All
the solution and tools proposed as a part of Next Gen 50C |
9. | The solution shall have 400+ out of the box integration available from ‘
day one. 5l to develop any new integration as and when required by the
Bank with no extra cost. ‘

10. | Solution should include 100+ out-of-the- box playbooks for incidents like .
Ransomware Attack;, Data lLeakage, Malware Attack, Do5 and DDo5
attack, Phishing Attack, etc. and should support creation of multiple

| playbooks without any additional cost to Bank .

11. | In solution there should not be any limit on number of playbooks and

| playbook steps or playbook execution or action execution

112. | The solution should have the capability to integrate with banks Ticketing '
" tool and ITSM tool (Service Now) to auto-assign incidents/tickets based

| on the type of alert/incident, asset owner/department, based on the
- availability of personnel in shift. |
13.  All the basic and advanced integrations with required playbook and
connectors have to be provided by the Bidder/ OEM without any extra
charge to bank.

In case of new customizations, OEM has to provide, required professional
services for 10 customized integrations with required playbooks and
connectors every year or 50 customized integrations with required
playbooks and connectors during contract period without any extra cost
to Bank.

14.  Solution should support Realtime ticket/incident mirroring feature Q0B |
- with Major ticketing systems like ServiceNow, Jira etc. |
[15.  Workflow and playbook capabilities: |

a. The solution should auto assign playbooks for each alert along with |
recommendation to a particular analyst.
b. The solution should provide simulation environment to test playbooks
without any dependency on real environment,
c. The solution should repeat workflow until all assigned tasks are
| completed and the solution should be able to raise alert in case of

failure.
d. The solution should provide exception report, detailed analysis of
failure and corrective steps.
e. The solution should have a versioning mechanism to save and maintain
multiple versions for the playbooks.
f. The solution should allow for viewing version history for all or selected
. playbook and provide option for restoring to an older version.
'16.  The solution should provide contextual analysis / quick reference into
an indicator/object/event when viewing incident investigation data by
auto-correlation with TIP, VM, EDR etc. without requiring navigating
away from incident investigation.
17. | Al Capabilities: - The solution should have capability to auto assign
incidents/ tickets based on type of incident, asset owner, concerned
department etc. ‘

18, | Chat/ Messaging capabilities: g B e
a. The solution should pravide platform for users to discuss and
collaborate.
b. The solution should support auto documentation of chats/ actions.
19. | The platform must provide capability to quickly integrate the existing
security tools to generate deeper insights into threats, orchestrate
actions and automate responses-all while leaving the data where it is
i.e., using federated searches i |

- E }

Tarder :
procesed 15| o
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{20.

[11.

37, |
23,
24, |

25, |

26.

37

33,

(27, |

' Analysis and Incident Management

28. | The platform should provide a single, integrated platform for analyzing |

29.
30.

31

34,

35.

36.

drolel du @Cmm ra Bank

Solution must be an open platform i.e., must connects tools like Qradar,
ArcSight, Net witness, Splunk, ELK, CrowdStrike, carbon black, Azure
Sentinel, Darktrace, GCP chronical, LogRhythm etc. for executing
federated searches using prebuilt integration or/and have capability to
build custom connections using an open-source python library.
The solution should be able to parse all necessary fields from proposed
SOC solutions (SIEM, UEBA, NBA, PCAP) alerts, including but not limited
to creation time, update time, source/destination IP, source country,
category, system, rule-name, severity, etc.
The proposed solution should take response actions to Users like
- Password reset, Force Sign out, Disable User Account, etc.
The solution should provide visual representation of an incident,
correlation of its elements, history of investigation and so on.
The Platform must support the integration with multiple 3rd party
directory systems for authentication via SAML 2.0 etc.

The Platform must offer API's so that 3rd Party solutions such as ITSM
tool can integrated with the platform and fetch/update
 alerts/cases/offense

The Platform must support Granular Role based access control. The
administrator must be able to define role-based access to various
functional areas of the solution. This includes being able to restrict a
user's access to specific functions of the solution that is not within the
scope of a user’s role including, but not limited to, administration,
reporting, incident assignment, playbook creation. Please describe how
your solution meets this requirement.

Bank shall have 15 user licenses and 2 read only licenses from day ane.
The bidder shall provide unit price which can be leveraged by Bank to
procure additional license as and when required during the tenure of the
contract

log, flow, vulnErability‘, user and asset data providing full visibility into

and presented it in chronologically order.
csv format.

quickly understand the source and impact of an attack, enabling teams
to respond more effectively

organization vertical/Geo and then run automated searches for related
indicators of compromise across different datastores in the organization
like SIEM, EDR, NDR, Data Lake etc.

The Platfc-rrn must suppurt documenting Irwest.zgatmn notes/outcome |
The Platform must support export Investigation notes/outcome in pdf or -

The Platform must piovide information in such a way that analysts can

Platform must have inbuilt Ability to gather actionable IOC based on the |

OEM should integrate the threat Intelligence feeds with SOAR to check |

threat score, reputation etc.

The Platform provides a visual representation of enriched information ‘

- HTML, markdown, feature-rich GUI.
The Platform must support Evidence retention, case notes, and attached
artifacts should be retained retain six months events online and 1 year
Archival (Six months + 12 months). The bidder shall size the hardware
accordingly. There should be a mechanism for Bank to configure Data
retention and archival settings through console/cli as in when required.
The Platform must support the creation of custom incident types,

| artifact tagging and any additional custom fields as you see fit

Canara Bank, CPEVM Wing, Corrigendum-7 to GEM/ 2024/ 8/5406710
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|37.

38. |

139. |
40.

41,

42,

43,
44,

45,

46,
147, |
‘43. |
49,

50.
5t

52,

54,

55.

56.

57.

58.

53
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The proposed platform must have built-in MITRE ATT&CK alignment for
all the Automated/ manual based investigation and should overlay the
playbooks depicting the coverage against MITRE ATTRCK TTPs. !
The solution must be able to create incident by parsing email
notification.
The solution must provide Ul based wizard to manually create incidents.
The solution must be able to support creation and deletion of automated
incidents via APl, Web URL, SIEM, Ticketing System.
The solution must be able to automatically extract email attachments
- from emails and store that for the related incidents as attachments.
The solution must be able to support storing of incident related files not
limited to malware specimens, logs, screenshots.

The solution must include out-of-the-box playbooks based on SANS and
MIST for incidents like Malware, Phishing, DOS and should support
creation of multiple playbooks based on the SOC's Use case.
The solution must be able to provide incident response playbooks that
consist of phases and tasks that guides the user on how to adequately
response to the incident; integrating people, processes and technology. |
| The solution must provide a visual workflow editor to enforce
‘ sequencing of incident response activities.

| The solution must include an in-product script editor with autocomplete '

| and syntax highlighting/ GUI Driven Engine, to support automation of
incident response workflow. |
The solution must include an in-product script editor with run |
buttons/GUI Driven Engine to facilitates debug and perform tests on |
SCripts. : |
The solution must allow organizations simulate incidents, to test
response plans, allowing them to identify gaps and refine processes

| before a real incident happens.

The Proposed Solution should have out-of-the-box bi-directional [
integration with the proposed SIEM solution & App on both platform
| (SIEM & SOAR) B [
The proposed solution should have out-of-the-box provision of closing |

incident simultaneously on SIEM and the proposed SOAR platform.
The proposed solution should have out-of-the-box capability to query or
| add 10C/ Artifact to existing watchlist of the deployed SIEM solution.
The Proposed solution should have web-based application store which
should host latest integrations available from the QEM this integration
' can be downloaded with no additional cost. -
| The proposed solution should have community portals and
knowledgebase which can be used to learn about sample integration and
forum to discuss issue or use cases, J
| The solution should have bidirectional integration capability with
proposed SIEM solutions i.e., create case/ ticket/ incident from the alert
raised by SIEM/ EDR, pull raw logs from SIEM/EDR, pull information
related to rules triggered the alert, pull asset vulnerability details,
update alert in SIEM/ EDR and close SIEM/ EDR alert.
The solution should have capability to create flexible, multi-conditional
and complex workflows
The solution should allow creation of manual tasks, automated tasks,
combination of both and conditional tasks in playbooks

The solution should also allow scheduling and customization of tasks.
The solution should provide capability to embed scripts (Python or any |
| other language) in the playbooks.

— _—1 o o - S =, ‘;I
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59,

|68

69.

70.

{71,

172.

73.

&60.

61.

6.

63.

64.

[B5:

66.

67.

| of your milestone.
74,

75.
| Incident artifacts. Please describe how your solution meets this
| requirement.

doolel ddo Canara Bank

The solution should be capable to provide automated detailed post
incident report about all the actions taken, root cause, collaborative
actions/chats etc.

The solution must support creation of workflow which can have multiple
task which can be executed sequentially or parallelly where parallel task
can be executed independently while sequential task will depend on
closure of previous task. In case any task or workflow encounter any |
issue, same should be displayed on the tool as part of status. .
Solution should provide analysis about failed tasks/workflow in the Ul
itself .
SOAR solution must allow analyst to create multiple playbeoks and allow |
them to be manually or automatically saved with different names or ‘
versions .
The solution should allow for viewing playbook name/version history for
all or selected playbook either within the system or outside the system
and provide option for restoring to an older playbook.

The solution must provide central management of incidents and
administrative functions from a single web-based user interface. Please
describe how your solution meets this requirement. .
The solution must support the ability to correlate against 3rd party
security data feeds (i.e., geographic mapping, known botnet channels,
known hostile networks, etc.). These 3rd party data feeds should be
updated automatically by the solution. Please describe how your

~solution meets this requirement. ) - |
The solution must dynamically augment incident playbooks in real time

to support a specific incident response workflow. Please describe how
your solution meets this requirement.

' The solution must provide the ability to contextually link incidents with |

similar artifacts.

The solution must provide the means for analysts to review the
enrichments performed on the incident to arrive at conclusions about a
security incident. '

The solution must out-of-the-box integrate with external threat
intelligence feed providers to provide data enrichment of incident
artifacts.

The solution must, out-of-the-box, must provide visualization of incident
correlation across 10Cs and other artifacts automatically with timeline
Support. - - — - .
The solution must allow users to take remedial steps directly from within
the visualization of incident correlation enabling a rapid and efficient
response.

The solution should offer graphical representation of all the artifact
associated to a particular incident along with the timeline. It should
enable the analyst to take action from withing the graphical view on any
artifact i.e., this could be blocking a IP address or doing further
investigation using any of the threat service available to solution.

The Solution should offer Timeline graph for each incident allowing
display that can be set to display days, weeks, and months. It should
also allow analyst to add milestones to call out important events within
the timeline. Where the analyst can add a date, title, and description

The solution should allow adding custom table to incident layout
allowing organization to track relevant fields based on use case. Such as
Approval flow, Response time, Actions performed to name a few.

The solution must offer out-of-the-box support for auto creation of
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76.

7.

78.

79.
80.

B1,

82.

' The solution must be able to support creation of Knowledge portal. This

| describe how this requirement is met by the solution.

drotel da @Gﬂna ra Bank

The solution must be able to support logical segregation of incidents.
This will be used to assign a specific group of incidents to a specific
group of users/analysts

The solution must enable to delegate tasks to another user and to assign
due dates

enables organizations to add important information, guidelines, and
reference material for the Incident Response team.
The solution must provide long term trend analysis of incidents. Please |

The solution must provide more advanced incident drill down when
required. Please describe how this requirement is met by the solution.
The solution must provide the ability to correlate artifacts across
potentially disparate incidents. Please describe how your solution meets
this requirement.

The solution must support the ability to tngger action on external
systems, for a related to an incident. For example, the solution should
support the ability to block an intruder. Please describe how your |
solution meets this requirement, !

' Reporting & Dashboard

83.

24,

'B5.

86. |

87.

88

‘39.

91,

92,

93.

94,

“?ﬁ.

' The solution must support and maintain a history of user activity per

The solution must support a web-based GUI for management, analysis |
and reporting, Please describe how your solution meets this
requirement. L R s |
The solution must provide the ability to deliver multiple dashboards that
can be customized to meet the specific requirements of different users
of the system. Please describe how your solution meets this |
requirement. |

' Provide automated reports and dashboards for real-time measurement |

of key performance indicators (KPls) such as MTTD and MTTR for overall
S0C

The solution must deliver sample dashboards out-of-the-box (not limited |
to - Incident Over Time by Type, Open Incidents by Phase, Close Incident
by Duration). Please describe how your solution meets this requirement.
The solution must deliver customizable dashboard widgets that can
present relevant incident information to the users. Please describe how
your solution meets this requirement. ) o

The solution must maintain a database of incidents. The user must be
able to search this database.

incident. Please describe how your solution meets this requirement.
The solution must provide reporting templates, to report on incident
information, for the management team as well as the IT Security team
via the GUI. Describe how the solution provides the ability to configure
reports. : =, S
The solution should support reporting templates where users can add
content blocks with preconfigured text or visual elements, such as
charts, images, tables, and saved graphs, or placeholder sections that
users can fill in after they create a report from the template
The solution must provide configurable reporting engine for customized
report creation. Please describe how your solution meets this
requirement. — -}
The solution must support importing and exporting of configuration
settings, |
The Selution must support a flexible dashboard environment that allows
users to leverage searches and views that can easily be deployed to a

user’s workspace.. !.
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5.

5|

57t

98,

99.

100.

sl.
No

Architecture & General Specifications

' Proposed UEBA should be from the same OEM of the proposed SIEM

dolel dio @( anara Bank

| The solution should serve as end-to-end incident management, incident
' response, investigation platform and single evidence repository

The Solution should provide ticketing functionality for the security
team/IR team _

The Solution should be able assign an incident to a user or a team

The solution shall have feature to configure SLAs pertaining to MTTD,
MTTR, MTTC and have capabilities to notify respective incident owner/
manager for any potential SLA breach through SM3, email

The solution should be able to set remlnders for tasks

The solution should be able to group incidents (e.g., Malware outbreak
with time delay, every incident with this malware in one parent
incident)

. The solution should have customizability available for incident

management

.| The solution should offer any auto-casing / auto-population based on the

incident type or other relevant incident attributes

.| The solution must provide tagging capabilities on tickets. Tags must be

customizable.

.| The solution must be able to aggregate_ihfurmatiﬂn from past

investigations on the ticket (such as link to a data source, comments,
involved analyst, etc.)

apgregate duplicates in one and only ticket (Number of aggregated
tickets must be displayed)

User Entity Behavioral Analysis (UEBA):

Technical Requirement

The proposed solution is required to be deployed at on-premises. The
bidder is required to size all the component for the solution proposed.
If there is any performance issue during the contract period, bidder is
required to provide software / hardware at no additional cost to the
Bank

2 - solution.
The solutions deployed should be modular, scalable and should be able
3. | to address Bank's requirements for the next five years, with the
 deployed hardware and software.
The architecture should have High Availability in inbuilt into the
4, | product. The solution shall be deployed at Data center and Disaster
Recovery Center of the Bank in high availability
"The solution shall have 90,000 User & Entity licenses and procure
additional licenses as per the reguirement without compromising on
5. | system functionality or performance and OEM to provide unit price
which shall be leveraged to place additional order as required during
~ the tenure of the contract
6. | The solution shall be sized to maintain six menths data online
The solution shall have native integration available with existing AD,
/. | ServiceNow ITSM and proposed SIEM, SOAR.
8 The solution should have role-based access control. It should support
| 5MS, Email and App based MFA DT
~ Analysis
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9, | The solution should leverage Artificial Intelligence and machine
learning for detecting anomalies.

10. | The solution shall be able to detect risky and potentially abnormal user |
activity within the Bank's network such as but not limited to privilege
- escalation, lateral movement etc. w 'y
11. | The solution shall be able identity threat behavior such as account
| hijacking and abuse of user accounts J.1_N W
12. | The solution must be able to detect when strange users access a
specific host, learn what users connect with specific assets such as a
. point-of-sale terminal and then alert when new users login.
13. | The solution shall provide high privilege access anamaLy detection for
misuse, sharing, or takeover user accounts
14.| The solution shall have self-learning behavioral analysis and
dynamically model to identify any anomalous activity that falls outside
of the normal pattern L |
15.| The solution shall use unsupervised or supervised machine learning
algorithms for anomaly detection mentioned below
(a)Access high-value assets such as User starts accessing and
downloading high-value assets with increased frequency.
(b) Usage changes over time such as User activity deviates from normal
over a shart period of time or a gradual change over an extended period
of time.
(¢} Assess frequency of assets such as User's volume of activity suddenly
spikes or access to number of assets increases rapidly.
{d) Usage deviates from peer group such as User pattern of activity
starts deviating from the peer group.
(e) Change in account privileges such as User attempts to change
privileges on existing account or open new accounts on other systems.
(f)Application misuse by sequence of actions: User performs a sequence
of actions which no other user is performing.
(2) Sensitive data |leakage such as User manipulates http request/
| response parameter to download sensitive data.
(h) Application misuse by malware or bots such as A bat or malware
attacks an application or access sensitive data.
(i) Dynamic adjustment of risk scores such as Dynamically adjust the
risk score of rules when triggered against particular user or users.
16. | UEBA should activate a rule for a set of users until a specified condition
or specified time window.

17. | The solution should leverage Machine learning to perform analytics to |

gain additional insight into user behavior with predictive modelling. |

18. | UEBA should perform the below mentioned scenario's as well.
' | Use Case for UEBA: Access and Authentication
Account accessing more high value assets than normal _
' More data being transferred then a normal to and from servers and / |
| or external location
| Privileged account accessing high-value servers from a new location for |

the first time

- £

| Account used for the first time in a long time
' Rare privilege escalation
| Accounts being used from peculiar locations
User involved in previously malicious or threatening behavior
' User an outlier within their peer group.
Exfiltration:

‘ ‘ Data Exfiltration hy Print
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20,

EZE

72. |

23

24.

6.
27.
| 28.

' 29.

| 30.

31.

| 32. |

33.

25. |

deotvl difs Canara Bank

Data Exfiltration by Removable Media |
Data Loss Possible '
Initial Access Followed by 5u5p1c1:::u5 Actmty on critical servers
Large Outbound Transfer by High- -Risk User
Multiple Blocked File Transfers Followed by a File Transfer
Browsing behavior:
Browsed to Entertainment Website
Browsed to Gambling Website
Browsed to Information Technology Website
Browsed to Mixed Content/Potentially Adult Website

DNS Analysis
' Potential Access to Blacklist Domain
| Potential Access to DGA Domain
| Potential Access to Sguatting Domain
' Potential Access to Tunneling Domain
Admin/Activity Based
" Anomalous Account Created from New Location
" User Access from Multiple Locations '
' User Geography Change
' User Geography, Access from Unusual Locations

= T

Dashboard and Reports

| The solution shall provide customizable dashboards, configurable |
policies, and risk model optimization

| The solution shall provide various visualization options for deep-dive

investigation, compliance, and reporting

The solutions shall have a “Single-pane-of-glass’ view into high-risk

user/ entity showing behavior pattern with respect to activities,

locations, devices, sessions, usage, and risk trends !

The solution shall enable bank to export report in CSV, Email, PDF |

format

The solution should have ability to schedule the report. |

UEBA Ul/panel should be integrated in SIEM dashboard. Thus, which will |

help in monitor desired elements of users' behaviors, risks, and trends

from a single screen.

The solution should provide Privilege Access Intelligence via Access

information & Activity Log to alert most Risky events as per device,

User, Access, and behavior.

The solution should support contextual natural language search for

guery, investigation & threat hunting purpose. It should provide

baselines, Peer Groups (Static & Dynamic) Analysis and User contextual

Data wh:le doing the mvestmanon

mr user/entity activities across a!.l resources using linked analysis. The
tool should be capable to provide Risky Activities, Anomalies/Qutliers,
Risk profiling, Asset & Device Usage, Transaction Timeline, MITRE
ATT&CK Mapping information, Incident Information, Access & Peer
Group Information as a single view, for guick analysis. This 260-degree
view should be exportable as a Report with above mentioned
information. |
The solution should provide Cyber Kill chain mapping using the MITRE
| ATTRCK framework and suggest remediation. |
| The solution should provide analytical capabilities pertaining to ML
| models such as Outliers, Peer- Group Analytics, Time-Series Analytics,
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Predictive Analytics, Geo-location & ISP Analytics, Pattern Match |
Analysis etc.

34. | The solution should support the creation of personalized Dashboards &
| Sharing of Dashboards & Queries with specific Users & Roles (SOC
- Analyst, Auditor etc. ). o (1)) S
35. The solution should detect slow attacks, advance persistent threats,
and file less attacks, zero-day attacks, in-memory attacks, leveraging
| in-built self-learning and analytics leveraging Al / ML.
36. The solution should support bidirectional integration with core NGSOC |
solutions (SIEM, SOAR, threat Intel etc.) 12114 B
| 37, | The OEM shall be able to support Premium/Enterprise Support,

IV.  Endpoint Detection and Response (EDR):

5.
No

Technical and Functional Requirement

Architecture & General Requirement

1. | The solution offered as SaaS platform with DC and redundant site shall |
‘ be hosted in India to ensure data localization

2. | The platform shall offer for 99.90% uptime
3. | The vendor shall provide the list of telemetry data EDR agent collects
| on their letter head. It shall have a feature for Bank to disable sensor
to control data callections as necessary

| 4. | The OEM shall have necessary compliance certifications such as 150 |

27001:2022 ar SOC 2 Type Il. The certification copy shall be produced
if requested by the Bank
' The OEM shall provide the Premium support
6. | OEM shall perform half-early review of the deployed solution to
cover the following but not limited to and provide a report
suggesting the best practices
1. Architecture Review
2. Policy review
3. Agent Management Review
4. Exception reviews
All the observations from OEM assessment/ regulatory audits/ internal
audits shall be closed by the bidder within the defined SLA mentioned
in the RFP, if there is any dependency on OEM, OEM shall support
. closing the identified issues without any additional cost to bank.
7. | The solution shall size to store all telemetry data (including applicable |
| forensic data) for 30 days and for incidents & alerts data 180 days on
cloud
' 8. | The OEM shall provide licenses for 85,000 endpoints and 5000 servers |
{which can be used interoperable) and have the fixed unit price for
the entire duration of the contract which can be leveraged by the
| Bank to place additional order based on the requirement
9. | The proposed OEM should have full-fledged operations along with a
| dedicated Technical Support Center running in India |
10. | The proposed OEM should have a comprehensive XDR approach with
correlation across multiple layers like endpoint security, email
security, server security, network security and mabile security.
11. | The proposed OEM offers comprehensive product lines/integration
| from hybrid cloud, endpoint, email and network security solutions
geared towards layered security approach

1Z. | The proposed solution should be hosted in India region to address the
data sovereignty and localization. OEM or Bidder should have

b
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18.

19.

| 20.

21,

| 22.

23,

26.
27.

13.

4.

|15,

16.

17.

24,

25,

28,
29.

30. |

3.

1

' The solution should identify and block usage of common attack tools |

l
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alternate infrastructure support arrangements available in India in
case primary facilities are not available.

The proposed solution should not allow the user to uninstall or disable '

agent and should have password protection to disable configuration
changes/ uninstall by unauthorized personnel/ malware.
The proposed solution should also support to install/ uninstall
supported 3rd party security agents,
The proposed solution should have capabilities to distribute the local
threat intelligence to all the endpoints immediately after the local
threat intelligence ingested by the existing sandbox.

Threat Detection and Prevention

The solution should identify malicious files and prevent them from
execution, including viruses, trojans, ransomware, spyware, crypto
miners. ot P ¢ T T

The solution should identify malicious behavior of executed files,
running processes, registry meodifications, or memory access and
terminate them at runtime, or raise an alert (exploits, file less,
Macros, Powershell, WMI, etc. )

The solution should support the creation of rules to exclude specific
addresses/|P ranges. Configure detection rules, policies, and response
actions within the EDR solution.

The solution should identify and block privilege escalation,
reconnaissance attacks (scanning).

The solution should identify, and block credential theft attempts
occurring in memory (credential dump, brute force) or netwark traffic
(ARP spoofing, DNS Responder).

The solution should identify user account malicious behavior, |

indicative of prior compromise, malicious interaction with data files,
data exfiltration.

(Metasploit, Empire, Cobalt etc.).

The solution should support the display of entity and activity data, |

dynamic analysis (sandbox) and the means to execute forensic
investigation.

The solution should support isolation and mitigation of malicious
presence and activity on the endpoint, via remote operations.
| The solution should support incident response automation,

The solution should include threat hunting

The solution should collect endpoint, file, process, user activity and
network traffic in a fully self-sustained manner.

| The solution should rate the severity of security alerts,

The solution should automatically assign a risk score/severity to all
objects in the protected environment.

The Endpoint Security Solution should be using a blend of Al/ML based

advanced threat protection & detection techmigues to eliminate
threats entering in to bank network services to be delivered via an
architecture that uses endpoint resources more effectively, preserve
and optimize CPU, network utilization to their lowest value.

The selution should have Early Detection and Response capabilities '

with insightful investigative capabilities, Solution to have centralized
visibility across the network by using an advanced EDR, strong SIEM
integration, with open APl integration features and threat intelligence
sharing capabilities.
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32.

34.

| 35.

36.

37.

38.

| 39.

| 40.

45.

| 46,

47.

42.

43.

dofel da @ Canara Bank

The solution should be able to identify vulnerabilities with highly

accurate machine learning - pre-execution and runtime, application |

control & EDR features. B T T
The solution should support scheduled or on-demand scanning of
endpoints/servers to detect known and unknown viruses and threats.
The Selution should have Automated Malware Analysis capabilities and
real-time threat detection. = —
The solution should be able to detect and prevent hidden exploit
processes that are more complex than a simple signature or pattern
and evade traditional AV,

The solution should have strong anti-evasion capabilities. It should
also accurately identify evasion capabilities of malware such as
evasion by detecting sandbox environment.

The Solution should be able to perform the following correlations
(but not limited to) based on analysis rules mapped to various threat |
categories and provided with criticality information.
The various threat categories to be covered include:
» Vulnerability based.

= Statistical based.

« Historical based.

= Heuristics based.

- Behavior based on source entity, applications etc.
« Information Leak.

« Unauthorized Access.

« Denial of Service.

«» Service Unavailable. |
« Phishing attack |
« Pattern based rules

» Profiling ‘
« Whitelist/ Blacklist/ Reference List .
The solution should identify and block privilege escalation attacks |
Specially root level attacks like rootkit, boot kit or any other such
malwares and provide Process monitoring mechanism.

| The solution should be able to pinpoint the origin of attack and |

 provide the entire attack path.

| additional devices.
41, |

' The solution should detect and prevent memory based and/or file-less

' The solution should be able to provide a full attack process tree to

The solution should collect endpoint, file, process, user activity and
network traffic in a fully self-sustained manner such as Eliminate the
need of manual configuration of rules or policies or reliance of

The solution should support isolation and mitigation of malicious
presence and activity, locally on the endpoint.

The solution should allow Ingesting or fetch Indicators of Compromise
(10C) from third-party sources automatically. ol N
The solution should Utilize both signature or signature-less detection
and prevention techniques

attacks

The solution should Contain the incident at the endpoint via
automated actions and/ or manually implemented by security analyst
or other appropriate personnel

track/identify all affected machines/patient zero 1_
The solution should continuously record events on the endpoints and |
provide appropriate means of storage for later retrieval and forensics
investigation

Analysts should be able to conduct RegEx, File, Hash, and value search 1:

| across all endpoints.
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49,

| 50.

| 51,

‘51.'

| 53

: 61.
62.

1'63:

| 64,

dotel dy -:ﬁ Canara Bank

| Analysts should be able to review malicious activity and validation
| including analysis, tagging, notes, and workflows

The solution should be capable of basic forensic capabilities such as

| memaory analysis, disk analysis, user and entity behavior analysis, and
 historical process mapping

' The solution should provide SECURE LOG-IN using Multifactor |

Authentication

used by the malware to evade detection and accelerate the time to

| force the malware into execution

The solution should be able to detect when system sleep functions are '

The solution should have a stateful attack analysis to detect the entire

infection lifecycle and trace stage by stage analysis of the advanced
attacks from system exploitation to outbound rmalware
communication leading to data exfiltration. Tl N
The solution should detect and handle the presence of malicious files
that have been written to the systems but not executed.

The solution should have capability to analyze obfuscated and

- encrypted malware.

The solutien should have the ability to specify a list of alert exclusion
rules for the selected objects.

The solution should provide protection from key loggers.

The solution should allow to configure different policies for different
set of processes.

The solution should leverage file repudiation service such as

65.

b6,

&67.

prevalence, source, and age etc. to detect and prevent execution of
malware files.

The solution should support device control to allow/ block USB devices |
that are connected to endpoint.

The solution should provide policy inheritance exception capabilities.
The solution should have the ability to lock down a computer (prevent
all communication) except with management server.

Memory footprint -~ cache and signature database size should be

' limited and minimum, solution should have ability to deal with agent

bleat problem, should have capability to take optimal use of network
resources (for updates and intra VM communication for intelligence
sharing (if any).

behavior is observed to decide if it could be a virus.

Solution should support Single integrated workflow to analyze and
respond to threats within Endpoint Security. Solution should support
Enterprise Security Search to rapidly find and illuminate

The solution should support Data Acquisition to conduct detailed in-
depth endpoint inspection and analysis over a specific time frame.

The solution should automate the complex, multi-step investigation
workflows of security analysts from Historic data.

68.

69.

70.

The solution should support to build Al / ML based intelligent models
and databases to quickly expose suspicious behaviors, unknown
threats, lateral movement, and policy violations

The solution should have outbreak prevention feature by blocking on
the propagation techniques.

{ - ;

| The solution should support remote shell to the machine to mitigate

| a malicious activity this includes netwaork isolation, and remote access
etc.
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71.

72.

3.

74,
75.
| 76. |
| 77. |
| 78.

| 79.

80.

81.

| 85

| B6.

doter day @Cmmm Bank

The solution should support the scanning of all the endpoints

immediately after deployment of any new model/engine and

signature on all the endpoints for presence of the malwares hitherto.

The solution should also support various scanning options to clean

dormant malwares - Real time scan, Scheduled Scan and on Demand

Scan

The solution should have capabilities to detect/ prevent/ block/

guarantine/ clean all kind of cyber threats by EDR such as

« Anti-malware

= Rootkits/ grayware scanning for file system to prevent or stop
spyware execution,

« Should have capabilities to restore spywarc/grayware if the
spyware/ grayware is deemed safe.

= Behavior Monitoring.

» Device Control.

* Real Time Scan Suspicious connection services

document file like OLE & Macro extraction, Shell code & exploit
matching.

Percentage/severity in the ML based detection logs.

monitor endpoints for unusual activity in operating systems and
installed applications.

IP ranges and provide capability for Blacklisting malicious
IPs/domains.

relay, pass the hash) -
' Solution must have a Vulnerability visibility and Protection feature,

patched, unpatched threats with pattern/ signature based, behavior
monitoring.

suspicious file samples which includes but not limited to Executables,
microsoft Office files, PDFs, Scripts, and binaries to sandbox for
further analysis. If required, the Bank shall be able to submit unknown
samples to OEM's research team for deeper investigation

Solution should deliver the multi-vector protection in the industry |

across a variety of endpoints, including end-of-support (EOQS)
operating systems.

The proposed solution shall be able to submit suspicious file samples '

| manually for automated analysis.

| The proposed solution console should support automatic sweeping |

tasks based on curated intelligence and manual sweeping tasks against
custom intelligence to search the environment for loCs.

| The proposed solution shall be able to view information that has been |

obtained by analyzing the objects in the sandbox from EDR console
Management Server, Agent and Reporting

| The solution should support rapid and seamless installation across all |

| endpoints and servers in the environment.

' The solution should support automated distribution on

endpoints/servers after the initial installation. Also, should
automatically report newly deployed agent to management console
with the agent’s status.
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The solution should be able to identify suspicious embedded object in

The solution should show the assigned confidence/score in terms of

The solution should have behavior monitoring module to constantly
Solution must support creation of rules to exclude specific addressed/ |
Solution must identify and block/alert on lateral movement (SMB |
Solution must have multiple techniques to address known, unknown, |

The solution shall have the feature of manualiy submitting the |
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87. |
|

ga.

89.

90.
91,

92.

93.

94,

| 95,
| 96,
97.

98.
99.

101,

|
102,

100.

Mbolel dib @Cauam Bank

The solution should have a light footprint for minimal impact on the
endpmnt /server performance.
| The solution should provide encrypted communication between the

| central EDR server and the agents on the endpoints or servers.

The solution must have control over the Endpoint version push across |

bank infrastructure
The solution should support connection to Active Directory.

software on the endpoints\servers and provide seamless operation of
the protected endpoint/ server without bluescreens or process
crashes.

proxy servers or broker. The proxy server/ broker shall be provided by
the OEM.

The solution should provide full protection for endpoints and servers
that are roaming and connected over internet. | .
The solution should ensure roaming agents should also report to the
central console over internet all the time.

The solution should suppart deployment on multiple sites that report
into a single management console.

The solution should co-exist with all commodity and proprictary |

' The solution shall have feature to route all the agent traffic via a |

The solution should support exporting the current configuration and '

import it later to the same or another computer.

The solution should allow enable/disable certain types of |

notifications.
The solution should centrally collect and process alerts in real-time.

The solution should support central distribution of updates with no |

user intervention and no need to restart endpoint or server.

The solution should support the 100% logging of events, alerts and "

updates.

The solution should support integration with email infrastructure to |

notify security personnel in case of alert
The solution should support integration with bank on premises
proposed SIEM for ingesting all logs, proposed SOAR for getting all

| alerts and incidents, Bank's ITSM solution (Service Now) etc. products.

103.!

The solution should have feature to install/ enable and uninstall/

| disable agents from the console.

104.

105.

106. |

The proposed solulion should have the process for reviewing and
redeploying malfunctioning agents must be ensured.

The solution should have option to configure policies based on the
location of the endpoint, Desktop-wise and Server-wise. It should also
have capability to create department wise or application-wise policy
groups for servers and endpoints.

The solution should have feature to configure client communication
interval which defines how often endpoints report their status and

| policy updates to central management console,

| 107.

|TDB
|

| 109.]

The solution should provide proactive, immediate notifications of
serious system health issue for the solution.

The solution should facilitate manual or automatic quarantining of the |
system from the rest of the enterprise network, as well as kill and
quarantine specific processes and malicious artifacts

The solution should provide functionality to automatically backup and

| restore files changed by the suspicious program,

110.!

The solution should continuously collect data on all the entities and |

their activities within the environment.
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111.] The solution should ensure all the binaries from the OEM (Vendor or
system) that are Downloaded and distributed must be signed and
.  signature verified during runtime for enhanced security.
112.) The solution should protect all Servers, Endpoints, Physical, Virtual,
having Windows/Non-Windows Operating Systems (Windows 10 and
above, Windows server 2008 and above, RHEL, Oracle Linux, Ubuntu,
Cent OS, Suse Linux etc.). The solution should protect all latest and
upcoming/upgraded 05 in the Bank's IT ecosystem during the contract
period.
113.| The solution should provide all listed features of proposed Endpoint
security solution in a single lightweight agent. Solution must have a
light footprint and agent based / agentless solution must have mimmal
. /na impact on performance of endpoints.
114.| The solution should be able to defend endpoints on or off the Bank's
network against ransomware, malware, Trojans, worms, spyware,
ransomware, and adapts to protect against known / unknown variants
and advanced threats like crypto malware, fileless malware and
macro-based malware in order to detect and respond to the ever-
growing variety of advanced malware threats, including file and
| fileless attacks and ransomware. _
115.| The solution should provide agent self-protection/Tamper-Protection
| to be configured via GUI or CLI. .
116. The solution should support Central Management server of the
Endpoint Security should be able to monitor the status of EDR service
| on the endpoints. wl | ). |
117. The solution should ensure Management console should have an option
of various alerting methods such as SIEM, Email / SMS etc.,
_ | integration. _ _
| 118, The solution should ensure Management console should support API
integration., .
119.| The solution should support Reporting options such as Scheduled/ on
demand/Custom in CSV / PDF, or any other format desired by the |
Bank.
120.| The solution should have ability to forward events to bank’s on-prem
SIEM system or centralized logging server for eventual correlation,
reporting and archiving. _
121.| The solution should ensure Log Inspection rules should allow setting
of severity levels to reduce unwanted event triggering.
' 122. The solution should have the ability to enable/disable certain types
of notifications and must provide a central collection and processing
| | of alerts in Realtime. =y = " )
123.| The solution should ensure Supporting common security integrations
such as APIs etc.
124.| The solution should provide timeling threat graphic views to deliver
guided investigations for analysis of a wide range of skillsets along
| with virtual asset tagging

Incident Management and Compliance
125.| The solution should provide the means to conduct Inventory |
| Management. - Lila
126. The solution should cover incident response processes and workflows. |

127. The solution should correlate endpoint detections with network and ‘
 threat intelligence and vice versa.
128.| The solution should ensure that the data at rest and data in transit |
should be encrypted as per best practices and also in line with Bank’s
| Information Security Policy guidelines.
129.| The proposed SaaS solution shall be SOC 2 Type 2 certified. The OEM |
shall provide valid certification copy to Bank for valid verification. |

Canara Bank, CP&VM Wing, Corrigendum-7 to GEM/2024/B/5406710 Page 26 of 74




dolel deo @G{-‘ma ra Bank

The proposed Sandboxing component should have the capability to |
130. scan the file size up to 50 MBE.

' The solution should have the capability for sandbox/ without sandbox /
Al-ML model-based malware detection. The proposed sandbox can be
deployed in either on cloud or in Bank's datacenter.
The Al-ML model-based or sandboxing should be able to overcome
malware evasion techniques like staling code, blind spot, and
environmental checks. |
: The proposed sandboxing solution should have tight integration with
proposed EDR platform to support automated sample submission and
loC exchange to detect threats. Also, it should continuously analyze
current and historical metadata and correlates these with related

threat events into a single view for full visibility of the attack cycle.

131,

138

133.
V. Privileged |dentity Management (PIM)

sl. Technical Specification Compliance | Remarks
No. (Yes/No)
Architecture & General
1. The solution shall be deployed onsite in Bank's data center. The solution
.| shall be cloud ready for future use
2. The proposed solution shall provide multi-tier architecture where the
| database and application level are separated
3. | The solution shall be sized for 10000 servers and 1500 privileged users
from day one. The bidder shall plan for 10% YoY growth and size the
hardware accordingly along with the bidder shall pravide unit price which
can be leveraged by Bank to procure additional license as and when
| required during the tenure of the contract

4., | The Solution should have Indian Common Criteria Certificate (IC35)

issued by MeiTY, Govt of India
OR
The Solution should certified with Common Criteria Evaluation
~Certificate with a minimum assurance level of EAL 2.

5. | The solution shall have redundancy to failover in DC and DR both in HA
in case the primary solution goes down. All the required hardware, '
software, 05, storage and required licenses shall be provided by the
bidder.

6. | The bidder shall maintain 99.90% uptime and ensure all the hardware and

| software are part of the solution to meet the requirement

7. | The proposed solution shall provide scalability where it is not limited by
the hardware. Also, the solution shall provide modular design for

| capacity planning and scalability metrics

8. | The solutions should use minimum FIPS 140-2 validated cryptography for

 all data encryption

9. The licenses shall only be applicable to the number of servers and the !
privileged users count asked in the RFP, there should not be any licensing
limitation on the concurrent connections or password rotations. |

10. | The solution shall retain six months logs and video recording ' I

|
I

11. | The solution shall have feature to integrate with external storage such

| as SAN and NAS to store logs / video recordings |
12. | The solution shall have a secure password storage/vault and should have
limited remote access to vault
13. | All communication between system components, including components
| | residing on the same server should be encrypted. |
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14.
15,
16.
17,

| 18:

19.

| 20,

. minimal intervention required from OEM.

dbotel dw @Ca nara Bank

The solution should support common protocols to connect to PAM servers
to ensure the best interoperability with environments
The solution should provide a method for creating new connectors with

The solution shatl have a single console for unified administration and

- management of accounts/devices configured in DC and DR

The access to administrative console shall be restricted only from

_ authorized client |P addresses.

The solution should enfarce segregation of duties ensuring Administrators
do not have access to view the password by default. The bidder has to
configure a workflow to ensure necessary approval has been obtained
before invoking show password.

The solution should have Auto-Onboarding/ discovery Feature for both |

User and Devices without having to do any manual activity and perform

| two-way reconciliation

"The proposed solution shall have built-in options for backup or |

M. |

22.
| 23.

24,

25. |

26.

27

28.

integration with existing backup solutions

The proposed solution shall handle loss of connectivity to the centralized
password management solution automatically

The proposed solution shall not require any network topology changea in
order to ensure all privileged sessions are controlled by the solution
The proposed solution shall support distributed network architecture
where different segments need to be supported from a central location

The proposed solution shall support both clients based (in the case where

browser is not available) as well as browser-based administration without
any extra cost to bank.

The solution should support multiple active instances with load balancing
and fully automatic failover at each component level to another active
instance.

| The solution should be able to integrate with enterprise authentication

29.

30,

31.

3.

33

34,

35.

methods e.g., LDAP, RADIUS, and a built-in authentication mechanism.

The solution should have MFA capabilities of 5MS, Email or Application
based authenticator (TOTP). If the solution does not have in-built
feature, then the OEM should provide additional tool to meet the
objective without any additional cost.

The solution should provide for self-service portal for users and devices '

for ease of on boarding both users and devices.

The solution shall have feature to manage system and application-level
privilege accounts. OEM to support application integration

The solution should have feature to integrate with hardware and
software tokens

The solution should have feature to integrate with SIEM, SOAR and ITSM
systems

The solution should have an ability to eliminate, manage and protect
privileged credentials in applications, scripts, configuration files etc.
The solution should be able to integrated with applications like VA
Systems, performance monitoring applications to eliminate hard coded
passwords

The solution should be able to onboard various systems including
operating system accounts (Windows, Unix/Linux, Customized O5) and
other infrastructure assets like Network devices, databases, application
servers, etc.

The Solution Should support integration with devices like, Routers, |

Switches, Firewalls, UTM devices, NIPS, DDoS appliances, SIEM, HSM, WAF
devices and Load Balancers for Web Ul, GUI and CLI.
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36.  The solution should be able to integrate with a solution that provides a |
ready stack of APIs to help integrate with any HR or other such solutions
that is the source of truth for identities within the organization. .
37. | The solution should be able to onboard the Organization structure from
a directory store for ease of administration and be able to automatically
onboard users into the privilege access management solution. The auto-
onboarding capability should also be available for public cloud directories |
. like AWS, Azure, GCP etc.

38. | The solution should be able to identify arphan accounts on any target
assets including auto-discovery of privileged accounts and reconciliation
39. | The solution should be able to map privileged and personal accounts on
. various target systems
| 40. | The solution should be able to identify private and public SSH keys,
' including orphaned SSH keys, on Unix/Linux machines, extracts key-
! related data, and ascertain the status of each key. |

41. | The solution should be able to integrate w1th public cloud infrastructure.

42. | The solution should provide access to end-users based on least privilege |
principles. and then grant the user the ability to elevate users access
based on certain roles and access approval methodologies with inbuilt
| dynamic workflows.
' Secret Management .

43. | Secured Vault platform - main password storage repository should I::E
| highly secured (hardened machine, limited and controlled rr:mntr_' ‘
| access, etc.) i
44, | "The solution should provide a robust and mature vault to manage
credentials, passwords, Keys secrets, certificates and such other
artifacts as one would like tovault
45. | The solution should provide out of box connector integrating all standard
systems (like HP tandem, Guardian etc.) to the Vault.
| 46. | The solution should provide for auto vaulting features as soon as the
. | system is on- boarded. B )

47. | The solution should be able flexible to configure the policies and

| procedures of the organization, especially for passwords and secrets.

48. | The solution should provide features to create local or general exceptions

 to the rules or policies. ;

49, The solution should be able to provide rotation capabilities at scale
. | (across technologies)
| 50. The solutions should be able to create a sequence or automate events or

actions based on technology reguirements to ensure that any rotation

| activity is conducted without any manual intervention .
| 51, | The solution should be able to provide features for JIT {Just in time), on-
! demand, and time-based rotations of passwords _
| 52. | The solution should be able to automatically sync any out of sync
passwords without wusing any external utilities (on target
_ systems/applications) |

53. | A single person/user should not be able to check out any credentials,
always two or four eyes' principles should be applied {
54. | Offline access of managed credentials in case of vault failure should
generate audit logs that are synced with the Vault once it's back online
(break glass facility). -
The solution should provide a high-velocity vault that is agile and ‘
dynamic to generate not only unigue passwords/secrets but also unique
credentials especially for cloud assets that are auto-scaled
55. | The solutions should be able to onboard and support credential |
management for cloud and containerized environment
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56. |The solution should provide a secure method to facilitate access to
managed assets in case of PAM failure for identified users (local vault)
. ' like fail safe features -
57. The solution should have a central administration console for unified
‘ . administration _

58. | The PAM solution must have the capability of secrets management
(passwords, PINs, Application passwords, certificates, SSH keys etc) and
from day 1 it should maintain at least 50 application passwords The
bidder shall provide unit price which can be leveraged by Bank to procure
additional license as and when required during the tenure of the contract

Workflow & Notifications
The solution should have an inbuilt workflow to manage:

‘ 59. | i) Electronic/Dual Approval based Password Retrieval
fi) Onetime access / Time Based / Permanent Access
| 60 Multi-level approval workflow with E-mail and SMS notification and
" | delegation rules
61. | Ability to provide for the delegation at all levels in the workflow ‘
| The solution should support a workflow approval process that is flexible
62. | to assign multiple levels of approvers based on product or model (i.e.,
require 2 or more approvals before access is allowed). |
The solution should support a workflow approval process that requires
approvers to be in sequence before final approval is granted,
| 64, | The solution should support workflow delegation capabilities
The solution should provide ready integration with service now and other [ = |

63.

_ 63, | ticketing ITSM tools for workflows | |
66 The solution should have the capability to provide alerts and notifications | 1
" | for critical PAM events over SMS & Email |
67, The solution should have the capability to provide alerts and notifications

for all administration/configuration activities over SMS & Email |
The solution should have the capability to integrate with banks ITSM |
68. | (Service Now, BMC Remedy, JIRA etc.), ATM Solution (Guardium 0S),
proposed SIEM, SOAR, Tenable and UEBA solutions for validating access.

| User and Password Management

£9. | The solution should set password options as per Bank's policy in days,
| months, years and compliance options via the use of a policy. After
‘ predefined configuration solution should rotate password.

The solution shall perform password change options which is parameter

driven.
71, | The solution should enable an administrator 1o define different password
formation rules for target accounts on different target systems and
| supports the full character set that can be used for passwords on each
| target system. __N
| 72. | The solution enables an administrator to change a target-account
password to a random value based on a manual trigger or automatic
schedule
73. | The solution should be able to authenticate and trust the application
requesting the privileged password based on various authentication
| methods | o A |
74. | The solution should allow user the option to provide read, write access
based on time/days B |
75. | The solution should support changing a password or group of passwords
! according to a policy (time based or ‘on-demand’) .
| 76. | Ability to generate ‘One-time’ passwords as an optional workflow '
77. | The solution should automatically reconcile passwords that are detect?:ft g B
| ‘out of sync’ or lost without using external restore utilities
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78. | The solution should automatically verify, notify and report all passwords
| which are not in sync with PIM

79. | The solution should have the ability to automatically “check-out” after a
_ | specific time and "check-in” within a specified time.

80.  The proposed solution should restrict the solution server administrators
from accessing or viewing passwords or approve password requests.
Solution should have Workflow based approach for providing viewing
passwords and approve password or Server access requests.

81.  The solution should have provision for secure offline access of managed
credentials in case of vault failure (break glass scenario)

82. Offline access of managed credentials in case of vault failure should
generate audit logs that are synced with the Vault once it's back online

83. | The passwords and keys shall be stored in the vault with minimum AES
_ | 256-bit encryption

84, | The solution shall be capable of managing the entire Software Key
| Lifecycle i.e., initiation, key generation, maintenance, supply, rotation,
renewal, backup and restore, recovery, publish, revocation and
destruction in automated manner
85. | The solution must enforce auto- rotation for each password before the
expiry of password.

B6. | The system shall allow Key caching, Key rotation and Key versioning
without any downtime.
87. | The solution should be able to create seamless single sign-on for various
technologies such as Operating Systems, Databases, Network and
: Security Devices, etc.
88, | The solution shall allow single baseline policy across all systems,
applications and devices (e.g., one single update to enforce baseline
| policy. It should support multiple policy also based on the requirement
89. | The solution should restrict execution of n'sl'q,.r commands execution (as
per the regulatory guidelines) if the session is initiated with PIM. The PIM
solution should have the list of Risky commands available out of the box.
| If not, the bidder shall build such list and configure it in the platform. |
90. | The solution should provide  secure mechanism for
| blacklisting/whitelisting of commands for any combination of target
| account, group or target system and end user.
Logging & Reporting
91. | The proposed solution shall support correlated and unified auditing for
shared and privileged account management and activity. _
92. | The solution should be able to support a session recording on any session
initiated via PAM solution including servers, network devices, databases,
| and virtualized environments etc. |
93. | The proposed system shall support full color and resolution video
 recording |
94, | The proposed system shall support video session compression with no
impact on video guality. |
95. | The solution shall have the ability to replay actual session recordings for
forensic analysis
96. | The solution should provide separate logs for commands and session
recordings. Session recordings should be available in image/ video-based
formats |
97. | The solution should be able to log/search text commands for all sessions |
of database even through the third-party utilities .
98. | All logs created by the solution should be tamper proof and should have
legal hold
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89. | The solution shall restrict access to different reports by administrator,
| group, or role _ _
100. The tool generates reports in at least the following formats: HTML, CSV,
and PDF

101. The system shall have the ability to run all reports by frequency, on- |

demand, and schedule

102.
| attempts)

The solution should be able to report password lockouts (failure logon |

103.| Ability to report password checkouts on systems and users requesting
| passwords

' 104.| The solutions should provide advanced analytics capability and provide

risk score on all the sessions and tasks done by users.
105. The PAM solution has automated report query capamhtyr
106. The solution shall rotate/change the password automatically when it is
| shared/viewed by Administrator !
107.| The solution shall balance the load between session managers. Any
hardware or software or license required to achieve the functionality
 shall be provisioned by the OEM/bidder
108. The proposed solution shall have filesharing capabilities to share file
| using PAM )
109.| The solution shall have workflows which can be leveraged to build for
managing third-party accesses
The solution shall record the transcript capturing all the activities

The removal of user account from PAM solution shall not delete the
historical logs associated with the user which includes Past sessions video
recording, audit train logs etc.
112. | The solution shall have integration available for leading vulnerability
management solutions such as Tenable, Qualys etc. to provide just in
| time privilege access to perform scans across the enterprise netwark

113. ‘ The bidder shall provide an UAT environment to test custom |

integration/policies as necessary

VI,  Threat Intelligence Platform (TIP):

SL. | Technical Specifications of TIP ' Compliance
(Yes/No)

No
| I -.... " .1 S :
1. The proposed solution shall be deployed at on-premises components
that permits the organization to store 10Cs and investigations
| confidentially on their physical premises in local HA in DC & DR.

_ 2. General Feature and Functionality -
2. The proposed solution automatically researches and scores each 10C |
imported using machine learning or other unsupervised techniques

3. | The proposed solution must normalize input data into structured |
formatting. ) ) o 0N el
4. The proposed solution must support creation of any number of

collaborative groups and subgroups between any members or
stakeholders, in order to share any intelligence including |0Cs,
threat actor profiles, bulletins, etc

5. The proposed solution must support search across all 10Cs, reports,
threat actors, etc, including across any created or held by
collaboration partners who provide trusted access to any intelligence
they choose to share

6. The proposed solution must have the ability to integrate with Bank's
third-party threat Intel vendor feeds
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| 10.
11.

‘12,|

|13,
14,

- Time Protocol (NTP) and Active Directory (AD).
The proposed solution must allow the organization to utilize the

i 8

16.
7.

18.

19.

| positives, risk scoring, and aging out of 10C’s.
a

' The proposed solution can perfarm  retrospective data

' The proposed solution must provide the ability to have intelligence

20.

' The proposed solution offers more than 100+ open-sourced

‘ 21.
22.
23.

‘ 24,

45,

26.
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The propesed solution must have an automated means to curate |
Threat Intelligence Data. That is, the removal of duplicates, false

The proposed solution should be able to match keywords in
Observables, Sandbox, Bulletins, Vulnerabilities and Signatures and
will be able to trigger various actions. _ -

The proposed solution allows instant visibility on the Threat/Risk
with further pivot capabilities into granular Tactical and Strategic
contextualized and enriched reporting.

The prupused solution should prnﬂde out-of-the-box reports of
threat activities related to the events data. Such as indicator
matches, real-time forensics reports.

retrieval/search against all events received in the platform.

The solution must assist the organization's threat analysts by
providing managed threat analytics algorithms to provide a high
accuracy confidence score on new threat intelligence with no
configuration requlred

" The solution needs to seamlessly integrate with the Bank s Network

solution's AP| to automate data processing using scripts and/or other
data stores

- imparted quickly and easily into the system in all common formats
The proposed solution must allow the adding of analyst comments to
threat intelligence including indicators and threat bulletins

| The proposed solution must support the creation of tags on public or '

shared intelligence that are visible only to the organization. le. To
allow tagging of shared intelligence that is unknowable to other
organizations |

3. Data Ingestion o
The proposed solution can automatically parse 10Cs from
unstructured source documents such as PDF, DOC, XLS, as well as
web pages and blog posts

+

intelligence and also provide Free Feeds' cantent as well. |

The proposed solution must support the ability to automatically
parse indicators from a phishing email sent to an assigned email
inbnx —d i i i

The proposed solution must support the ability to automatically
detonate any malware attached to a phishing email sent to an
assigned email inbox, and capture any |0Cs generated by the
detonation as linked to the email .
The proposed solution should generate a ticket or case for an analyst
to assess, when phishing malware is detonated

The proposed solution must support either manually defined
confidence scores or analytics-derived confidence scores, based on
analyst preference.

The proposed solution's browser extension can import scraped
contents into solution as indicators, report or create investigation. |
The proposed solution must include suppart for ingesting all major |
OSINT and commercial intelligence sources with no configuration |
effort |
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33

34.

35,

36.

37.

38.

39.
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41.

42.

| 43,

44,
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' The proposed solution must be able to ingest not only syslog,

' The proposed solution provides out-of-the-box enrichments and

network traffic (NetFlow, Sflow) and events forwarded from SIEM but
also support the ingestion of Threat Intelligence in multiple formats
as well.

4.Threat Intelligence Management

integration.

' The solution must be feasible for fntegrafian_with the Bank’'s ﬂevﬂ}'

proposed sandbox solution.

' The proposed solution includes an analyst workbench with on-

demand enrichments and link-analysis features to allow analysts to
conduct detailed investigations

The proposed solution must allow creation of threat models including
as a minimum, threat reports, malware entities, actor profiles,
campaign notes, with the ability to associate |0Cs and other relevant
entities, in-line images and rich text formatting _
The proposed solution’s browser extension allows leveraging of
MITRE ATTECK Framewark in investigations within the platform.
The proposed solution must support Threat Modelling such as
Diamond, STIX, Kill chain, MITRE ATT&CK and allow users to assign
phases during investigations.
The proposed solution must provide the : ability to alert users of new
additions to the platform regarding certain keywords hits and also
automatically tag I0C's/ Threat Bulletins that meet the requirements

- of the alert.

| a security system

The proposed solution can create a snapshot of threat intelligence
data based on a search filter and can integrate to third party services
for consumption.

The proposed solution must provide a Threat Management incident
handling capability with the ability to create incidents and/or tickets
depending on organizational workflow

The proposed solution should be capable of operationalizing threat
matches and turn it into actionable intelligence

The proposed solution must support the rendering of any threat

bulletin, or any other threat intelligence product created by the
platform to human-readable PDF

The proposed solution must support export of atomic 10Cs to CSV, |

PDF, STIX, OpenlOC. _

3. Integration and Dissemination
The proposed solution must has built, out of box integration with
proposed SIEM, SOAR, ITSM (Service Now) etc.
The proposed solution must support automated dissemination of 10Cs
to security controls including as a minimum, SIEM, Firewalls, Web
Proxies, SOAR, Anti - APT, Antivirus and EDR, out of the box

The proposed solution must include hpphcatmns' to integrate and |

automatically manage a data feed from the solution to all security
systems that the organization requires to use threat intelligence
from the system =S T —— e
The proposed solution must support selective filter conditions for
only high-severity or high-relevance indicators to a security system
that has a limited capacity for 10Cs

The proposed solution must permit indicators to be synchronized to

a downstream system based on tags applied to the indicator, such as
might result from an analyst tagging an indicator to be actioned by
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1
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The proposed solution must support bi-directional sharing of threat
intelligence using STIX documents with a TAXI| server
The proposed solution must offer a documented SDK for devel—np!ng
‘ integrations to other intelligence sources or feeds without the
involvement of professional services or development
] The proposed solution should offer a REST API
The proposed solution has bi-directional sharing between SIEM and |
| Threat Intel platform such as Adaptive Response action

Dynamic Application Security Testing (DAST):
l Technical Specifications of DAST

‘General Requirement
| The solution should have capability to scan web, maobile, APIs as well as
smgle page applications.
| The solution should be capable to perform scans on internal as well as |
external applications.
' The solution should be capable to automate / schedule scans.

The solution should be capable to perform Black box as well as Grey
box testing.
The solution shall support simultaneous Crawl & Audit during scans.

| The solution shall allow for mutt}ple concurrent scans without Latr_‘ncy
' using DC, DR scanners.

| Solution should allow independent scanning from DC and DR.

| The solution shall provide a built-in scan profiler to assist in tuning the

scan configuration to a target server to improve the effectiveness and
| accuracy of the scan.

The solution should allow for real-time review and investigation r::f
vulnerabilities found while a test is still in progress.

The solution should offer the capability to pause a scan for continuation |

later without the loss of data. _
| The solution should have the capability to maintain false positive tags
| ACross scans

Performance Requirement

The solution should have the capability to view the actual attack during
a scan session. ) -
The solution should have the capability to generate the rules to send to
| WAF,
| The solution should also come with the Interactive Application Security
Testing feature.
Integration with tools like POSTMAN, BURP or any other pentest tools
etc. Further, it should also integrate with new tools which would be
compatible or procured in future.

to the GRC Solution such as RSA Archer

The solution should support scanning only the vulnerabilities from
previous scan, scan incremental, scan crawl and Audit from previous
configurations

The solution should have the REST & SOAP API to initiate/pause/ stupf
scans and for various other functionalities

The solution should be able to scan and test a wide breath of application
security vulnerabilities.

|The solution should employ the latest algorithms and technigues to |
| ensure the most accurate testing and minimize false positives
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20 | The solution licensing should support concurrent/floating license |
21 | The selution should support QAST Vulnerability detectmr‘r '
22 | The solution should support FAST proxy

23 |Snlut1an must support Top 10 OWASP Standards, OWASP Application
Security Verification Standard (ASVS), PCI DSS, ISO/IEC 27001, NIST
Cybersecurity Framework, and SANS CWE TOP 25 Most Dangerous
| Software Errors. and prmr:de reports based on these standards

74 | The solution should support distributed scan sensursfagents to run the
scans and the solution should have capability to Automate security
assessment in the CI/CD pipeline

Solution Capabrlit&es

25  The selution supports Web Services security testing.

26 | The solution should provide REST/URL Rewriting (Variable) detection
and support.
27 | The solutions should allow for custom checks to be added and modify.
28 | The solution should allow for a re-run of the entire scan with the same
settings
29 | The solution should provide a shortcut to quickly re-test all
vulnerabilities, retest J_::-ast_eg_i__pn severity B
30 | The solution should provide automatic vulnerability signature updates
via the internet. Updates may also be performed manually for offline
machines, ) .
31 | The solution should integrate with a defect-tracking system for easy
creation of defects from within the solution jtsetf,
32 | The solution shall have the ability to feed details of vulnerabilities |
found during a scan into Web Application Firewall and/or Intrusion
Prevention Systems to block potential application exploits _|
31 | The proposed solution must be able to record macros against Web 2.0
applications _
34 | The solution integrates and works out-of-the-box with a real-time
application security technology within Java, C#, and .NET servers to:
i. Gather internal, code-level vulnerability information by observing
the attacks in the code as they happen in real- time,
ii. Inspect parts of the application that it may not find through normal
crawling.
iii. Collect information about the internal behaviors of a target
application during dynamic tests.
iv, Detect new types of vulnerabilities, e.g., privacy violation and log
fogging. |
v. Provide stack trace and line-of-code detail during dynamic web |
application scanning. .
35 | The solution should have the capability to export scan data in PDF, C5V |
and Excel format for upload to a web management console, to be |
correlated with security wvulnerabilities found from static and
interactive time testing. This offers a holistic view of the security status
of applications and projects within an enterprise.
Administration, Manageability and Reporting
36 | The solution comes with an array of out-of-the-box scan policies and all |
major compliance reports which may be further added to and ‘

customized. A aWas 5]
37 | The solution provides the ability to compare and report on two different
scans to enable a delta analysis, including a visual representation of
vulnerability differences between the two scans and the ability to drill-
| down into the differences.
Solution must provide Executive Summary Report, Remediation based
Report, History reports, Scan comparison reports and Custom reports.
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The solution must be capable to generate report in following format:
The Title.
The Location (URL and/or line of code).
Specific vulnerability description.
Risk likelihood, business impact, and severity.
Detailed proof of concept.
Specific remediation recommendations.
Affected links/parameters
References, CVE, CVSS & CWE etc.
Availability

39 | The solution must support deployment on premises at DC and DR.

40 | The solution must support CAPTCHA/ OTP/ Composite Login process
_ | configuration in the proposed solution.

41 | The solution should support 2FA/ MFA authentication.

00 30 LN D bd Bd —

42 | The solution should be able to skip an attack while the scan is in |

| progress.

43 | The solution should support REST API scan and SOAP APl scan and |

support Swagger, ODATA, gRPC, GraphQL, SOAP, Postman data types
. for API Scan.

VIll.  Anti - APT:

sl | Technical Specifications of Anti - APT
No
Key Functional Requirement

« | The bidders are intended to deploy Network Advance Threat Detection
solution as a dedicated purpose-built platform deployed independently
‘ without any functional reliance on existing layers of security like NGFW,
NG-Proxy etc. adhering to defense in depth architecture. The proposed
solution must be capable to function on its own even If any of the layers

of core underlying security get replaced or become non-functional.

. | Each of the bidders proposed solution would be evaluated thoroughly
against functional as well as technical requirements. The proposed
solution should be from a single OEM (for all components) to ensure the
integrated platform requirements and capabilities are utilized and
desired security objectives are achieved. The solution expected to

| import multiple TLS/ SSL certificates.

« | The Bidders are expected to propose a solution that must detect zero-
day, multi-stage, fileless and other evasive advanced attacks using
dynamic, signature-less analysis in a safe, anti-evasive execution
environment. The solution should be sized appropriately by the bidder
including all other costs required for performance, scalability, and
efficiency.

«  Anti-APT appliances must be deployed On-Prem, Qther technologies such |

as Sandboxing and advanced technique for example: Al/ML analytics,
automatic correlation and investigation can be performed on-Prem or
cloud. Offered cloud components shall be hosted in India to ensure data
localization.

. The proposed solution must preferably be supplied as a purpose built
dedicated physical appliance while central management ensuring
| performance and applicability to environment. Any components required
to run the solution including hypervisor hardware & software must be

_ supplied by the bidder.
. Bank will procure additional licenses as per the requirement without
| compramising on system functionality or performance and OEM to

|
|
|

Compliance
(Yes/No)

‘ Remarks
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| provide unit price which shall be leveraged to place additional order as
required during the tenure of the contract

| The bidders are required to provide integrated regular security threat |
intelligence content subscription as part of the solution. The security |
content must be integrated with the solution without any requirement to
manually manage and update the feeds |
Technical Requirement
" The bidders must propose APT solution for inline Web Traffic Analysis for
a minimum 10 Gbps (TLS Inspection throughput) at DC & DR in high
availability mode.

The proposed Anti-APT appliance must have built-in scalability where the
appliance has TLS Inspection Throughput with all features enabled of 10
Gbps, TLS Concurrent connections of 5 Lakhs and appliance hardware
scalable to accommadate future requirements up to 20 Gbps on the same
hardware appliance on day 1.

The proposed hardware/appliance should have SSL inspection capability
for internet traffic. However, in case the hardware/appliance does not
have the capability for SSL inspection, bidder must supply an integrated
enterprise grade 551 decryption and orchestration solution with packet
broking functionalities for encryption/decryption of web/network traffic
and further provide decrypted traffic to APT sensors for S5L inspection
for the north-south traffic. S
The proposed solution must be deployed in span mode on day one and
also should support Inline blocking mode with automatically block
inbound exploits, malware, and outbound multi-protocol callbacks.

' Proposed solution/ appliance should have below hardware requirements;
Anti APT solution/appliances should be supplied with minimum below
port requirements with a separate dedicated management port
with10/100/1000GBASE-T.

4 X 1G/10G RJ45

4 X 10G SFP+ (With Bypass)

8 X 10G SFP+ or (6 x 10G SFP+ and 2 x 40G QSFP+) i
The proposed solution must detect multi-flow, multi-stage, zero-day,
polymorphic, ransomware and other evasive attacks in real time while
also enabling back-in-time detection of threats _ !
' The solution must detect advanced threats using dynamic machine
learning, Al and correlation engines detect and block obfuscated, |
targeted and other customized attacks with contextual, rule-based
| analysis from real-time insights from real world victim breach ‘
intelligence Indicators ‘ ‘

| The solution must have signature-less, dynamic analysis engine that

inspects suspicious objects to identify targeted, evasive and unknown
threats. The engines must detect and block malicious objects based on
high-fidelity machine, attacker and victim-intelligence. {
| The proposed solution must rapidly detect both known and unknown
attacks with high accuracy and a low rate of false positives, while
facilitating an efficient response to each alert |
The solution must generate the alerts which include concrete real-time
evidence to quickly respond to, prioritize, and contain targeted and
| newly discovered attacks. DL |
The bidders must ensure the proposed solution Analysis component is a |
secure purpose-built appliance/ hypervisor/ cloud sandboxing for the
| execution analysis of files, objects, flows, attachments, URL's and the ‘
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environment should be able to unleash any hidden or targeted advance
malware attacks.

| The bidders must ensure that each component has its own dedicated '

Analysis capability with all dependencies viz; additional licenses,
customization or infrastructure to run exclusively On-premises/ Cloud.

| The proposed sandboxing platform shall support minimum 100+ sandbox

VMs (to support 100 parallel file executions) On-Prem or Auto-scaling in
cloud model. The bidder to size the hardware according to the
throughput given above.

Analysis engine must provide real-time protection against evasive attacks

with micro tasking within Dynamic Analysis 0.5 VM's (Windows & Linux
environments), such as Execution of suspicious network traffic against
thousands of operating system, service pack, loT application type and
application version combinations with all licenses and dependencies
included in the solution.

| The solution should leverage a sandbox technology, featuring a custom

hypervisor/cloud sandbox with built-in countermeasures. It must support
multiple operating systems, service packs, and applications, and be
capable of handling various file types. The solution should enable
simultaneous executions and support multi-stage analysis to ensure
thorough detection and mitigation of threats.

The Internal Network Analysis solution should also be able to detect
malicious post-exploitation activities such as attacker lateral movements
between various zone like user workstation & servers. The solution shoutd
detect lateral movement indicating source & destination IP addresses,
files transferred, commands executed, with detailed execution analysis
of payload, files etc. R
The solution must detect zero-day, multi-flow and other evasive attacks
with dynamic, signature-less analysis in a safe, virtual environment and
stop infection and compromise phases of the cyber-attack kill chain by
identifying never-before-seen exploits and malware.
The solution must have multiple, dynamic machine learning, Al and
correlation engines detect and block obfuscated, targeted and other
customized attacks with contextual, rule-based analysis from real-time
insights
The proposed solution must provide protection against advanced attacks
and malware types that are difficult to detect via signatures like web
| shell uploads, existing web shells, ransomware, crypto miners etc.
The solution must have capabnhty to identify malicious exploits,
malware, phishing attacks and command and control (CnC) callback while
extracting and submitting suspicious network traffic to the dynamic
analysis engine for a definitive verdict analysis.

The solution must support the detected threats mapping with riskware

categorization, and mapping to MITRE ATT&CK framework

| The proposed solution must support analysis of different file types listed |

below but not limited to for dynamic analysis, including portable
executables (PEs), active web content, archives, images, Java, Microsoft
and Adobe applications and multimedia etc. with a proven capability to
analyze suspicious network session, flows with capabilities like code
analysis, that includes function, entropy and similarity analysis of Files
URL's, Objects, network flows, scripts. must be supported
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o« | The proposed solution should support more than 80 files types for
inspection in sandbox environment including alz, bat, cmd, cell, chm,
csv, class, cla, com, dll, doc, docx, egg, ocx, drv, dot, dotx, docm,
dotm, cpl, exe, sys, crt, scr, gul, hta, htm, html, hwp, hwpx, iqy, jar,
js, jse, jtd, Ink, mht, mhtml, mov, msi, odt, odp, ods, pdf, ppt, pps,
pptx, ppsx, ps1, pub, rtf, shtml, sk, svg, swf, vbe, vbs, wsf, xls, xla, xlt,
xlm, xlsx, xlsb, xzltx, xlsm, xlam, xltm, xml, xht, xhtml, url, 7z, ace,
amg, apk, arj, hax, bz2, bzip2, cab, crx, gzip, gz, iso, lha, lharc, lzh,
bin, macbin, eml, email, msg, msi, arc, rar, sis, sit, sitx, tar, tgz, tnef,
winmail, dat, win, uue, wim, xz, zip, dmg, jar, class, cla, pkg, o, sh. .

- The proposed solution should utilize multiple machine learning, Al and
correlation engines represent a collection of contextual, dynamic rules
engines that detects and blocks malicious activity in real-time and
retroactively, based on the latest machine-, attacker- and victim-

| intelligence, |

. The proposed solution should detect suspicious files uploaded to web |
servers through HTTP- POST and FTP protocols and provide mapping of
methodology & alert techniques to MITRE ATT&CK framework. It should
also detect attempted data exfiltration, Beaconing including other
Advanced techniques. !

- The solution must have capability to provide Back-in-time 10C threat
analysis via integration of 3rd party Threat Intelligence, STIX or TAXIl or

‘ | Open 10C feeds with automated Investigation and analysis search
‘ function.

« | The solution must have built in functionality to detect genuine attacks,
Advanced technology engines must be used to validate alerts detected
by canventional signature-matching methods like IPS to identify and
prioritize critical threats.
The solution must detect Event Type for Network Anomaly, OS Change,
Checksum Match, VM Signature Match, CNC Signature Match etc. logged
while analyzing any traffic or PCAP or objects

. The Solution must have the dynamic analysis engine that inspects

suspicious network traffic to identify attacks that evade traditional

. - signature- and policy-based defenses . |

. The proposed Anti - APT solution should support operating system for
sandboxing such as (Windows, Linux etc.)

le | Proposed solution shall have open I0C sharing framework so that the

| indicators can be shared with other security solution deployed at the

. Bank such as AV, EDR, SOAR, Firewall etc.

| The solution should have 551 Decryption capabilities available out of the
box

'« The proposed solution should be able to detect and prevent the |
persistent threats which may come in the form of executable files, PDF

| files, Flash files, RTF files and/or other objects. |

. The proposed solution shall have both out of band and inline deployment

maode

= The proposed solution should monitor traffic from multiple segments like |

WAN, DMZ, Proxy, MPLS links etc. simultaneously on a single appliance.

. The proposed solution should have capabilities to ingest/ configure files,
. IP, URLs, and Domains to deny list and whitelist,

. The Proposed solution should provide correlated threat data such as: IP
addresses, DNS5 domain names, URLs, Filenames, Process names,
Windows Registry entries, File hashes, Malware detections and Malware
families through a portal.
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| Should support advanced and sophisticated machine learning techniques
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The solution should provide Sandboxing detailed report and playback for
suspicious activity.

' The proposed solution shall have on-prem/cloud sandboxing environment
that must be securely isolated from the rest of the network to avoid
malware propagation.

| The proposed solution should support Structured Threat Information

- expression (STIX) for user-defined detection and third-party integrations
The solution should support integration with proposed EDR/XDR platform
to apply effective expert analytics and global threat intelligence using
data collected across multiple vectors - endpoints, servers, networks,
| and email to meet future requirement.

| Continuously analyzes current and historical network metadata and
correlates these related threat events into a single view for full visibility

| of the attack cycle

to detect netwaork traffic anomalies.
Correlates the events and maps out every step of the attack, giving a
better idea of how to respond and prevent future attacks.
The solution should be sized to handle the concurrent sessions
Central Management - Admin and Operational

The bidders are asked to supply a Central Management solution in high

availability mode over WAN between DC &DR to manage and administrate

the overall deployed ecosystem, ensuring that sensors, components &

appliances share the latest intelligence and correlate across multiple

attack vectors to detect and prevent from cyber incidents.

The central management solution must help centralize the entire

deployment management into a single console to manage configurations, |

threat updates, and software upgrades

The central management solution must have capability to enable remote

management and dynamic configurations |

The central management solution must enable blended threat prevention

using multi-vector correlation of collected data events

' The central management solution must be able to distribute and |
disseminate in  real-time local threat intelligence to multiple

- deployments across your systems in an automated fashion .

The solution must cnly be accessible via web Ul/ plugins/ thick clients

for Admins or Analysts to access and manage.

' The proposed solution should support SNMP, syslog etc. for integration i

with all leading SIEM, SOAR, TIP, Firewall, AV, Proxy, EDR, ITSM (Service
Mow) solutions. The Solution components should also be providing access

| over REST APls with d_etailed OEM dncumentatiun.

Breach Attack Simulation (BAS):
Technical Requirement

Architecture & General Requirement

' The proposed solution must be SaaS model/ hybrid having cloud setup in |
India {complied with MeiTy) with 99.90% uptime.

Canara Bank, CP&VM Wing, Corrigendum-7 to GEM/2024/B/5406710

(Yes/No)

| Compliance Remarks




10,

11.

12.
| 13,

' The agent installed for assessments /simulations should be able to
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The solution should be able to initiate attacks using minimum set of |

access and should not require administrative privileges outright to
execute simulations.

remove any malicious files or executables that were run on the system

~as part of the simulation activity.

The proposed solution should be able to provide the entire attack kill
chain in accordance to MITRE attack framework. In case of change in
MITRE attack framework, the tool has to adopt the revised/ changed

| framework. =
' The solution should ldentify controls specific effectiveness of models

14, |
' The solution should measure the time to detect and respond the attack

15.
16.
117,

| 18.

19,

20.

(MITRE, NIST etc.).

The solution should support user management with support for different |

user roles like admin, user etc.

Solution should be able to export and import malware samples/hashes |

etc.

| The solution should be able to detect the outbound exposure to malicious

or compromised websites from the bank’s endpoints and servers, etc.
The solution should have the ability to identify the device trajectory to
map how hosts interact with files, including malware, across endpoint
environment (e.g., if the file transfer was blocked or if the file was
quarantined by antivirus) & security solution deployed in bank.

The solution should be able to generate detailed report covering the ;

attacks which were successful and should detail the indicators of
compramise (loCs) and how the attack played out in the environment.

The content library of the solution should be updated periodically with ':

new attack simulations.

All the simulations should be mapped to MITRE attack framework.

The solution should not be dependent on other solutions for sourcing
threat feeds,

The solution should be able to mtegrate with ticketing platforms.

simulation,

' The solution should have the capability of providing attack blocking !
| prevention analysis.
| The solution should have the capability to execute attack sequences t::a

expose changes in effectiveness or identify risks.

For the proposed Solution, The Simulation agent should be compattblc
on Windows, Linux, UNIX (All flavers including but not limited to Ubuntu,
RHEL, Cent G5, MAC OS) etc.

!

The solution must support proxy communications to the Internet. |

Simulation Agents installed must support proxy communications to the

 Breach & Attack simulation solution's cloud platform counterpart.
The Solution agent component must be installable as a software package |

{21, |

22. |

23.

24,

(Publishing it through group policy) and can be included in Golden image.
For the proposed solution, Agents will be installed on minimum set nf
endpoints. Considering mentioned setup supplier should be able to run

| and provide all required use cases/simulations effectively.

The solution must be easily and automatically updated either from the
server itself or via manual updates -

For the proposed Solution, All installed agents/simulators should have
capability to run assessments/ simulations as local user privilege and/or
admin user privilege

All data collected/processed should be secure in vendors cloud instance
and to be stored only in India
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25. | For the proposed solution, The Supplier shall describe/provide assurance
that when the customer deletes data, the data is completely gone and
_| not resident anywhere on the supplier infrastructure within the solution. _.
26. | For the proposed solution, The Supplier should ensure access to sensitive |
| information is restricted to only personnel with a need to know basis with
| Granular User Role management.
27. | For the proposed solution, The Suppher should notify the customer |
immediately when security vulnerability is discovered within the
_ solution.
28. | The solution must include discrete privileged and user account levels
- with specific permissions for each (e.g., RBAC)

29. | The Solution should have Muitl—Factnr Authentication to access Platform. ‘
30. | The solution must include basic user policy controls for account access

_ and password management

' 31. | The proposed solution should respond with a generic error message

regardless of whether the user |D or password was incorrect. The message ‘

_____ | should give no indication of the status of an existing account. |
32. | The solution must generate an audit log of all operations including
S individual user actions e R

33, | The Supplier should ensure passwords for services shall not be displayed
during authentication nor stored in an unencrypted form, |

' 34. | The Suppher pmposed solution should secure audit logs from tarnpermg
' 35. | The solution must directly integrate with th_e proposed SIEM solutions
36. | The solution must validate network security control effectiveness.

37.  The solution must validate email security control effectiveness /

| assessment (improper configuration or implementation of email filters)
38. | The solution must include support for the POP3, IMAP, and SMTP email
} protocols with S5L and TLS.

The solution should have technical integrations available for specific
vendors where applicable (e.g. SIEMs, ITSM's, ticketing systems,
Vulnerability assessment tools, log management, Firewalls, 50AR,
automation/orchestration, analytics platforms, threat intelligence
| platforms, etc.) | ‘ ‘

40. | The solution should 5u;lp0rt red team activities (attack scenarios) and |
blue team activities (actionable remediation). _
41. | The solution should not add/create any performance degradation in the
. .netwurk P —— - S — e - |
42, | The solution should be able to determine during an attack which security
solutions were able to detect the attack and if they were not able to
detect then should be able to suggest rules / configurations to be done
on the security solutions. - 1
43. | The solution should be able to source latest critical threats in the |

industry and should be able to provide simulations immediately, not later
than 1 day of discovery.

| 44. | The solution should be able to simulate Real attacks and provide malware

, . artefacts (capability to simulate real exploits and latest malware)

| 45. | The solution should be able to test attacker lateral movement (once
successfully within a network) - e.g., pass-the-hash technigues to steal
credentials for sensitive servers, moving across network segments in

, - search for valuable data

46. | The solution should be able to detect data transfer to and from malicious
| domains / IPs / websites (Secure web gateway / proxy test).
Use cases
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| 52.
‘ 53.
| 54.

| 55,

| 60,

| &1.
62.
63.

64,

| 69.

56.
57.

59.
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" Solution should have .l‘i.t:ﬂht!,ur to simulate breach methods across the |

complete cyber-attack kill chain including NIST, MITRE ATT&CK complete
framework (e.g., infiltration, exfiltration etc.)

The solution should be able to detect the outbound exposure to malicious |
or compromised websites from the bank's endpoints and servers, etc.
The solution should have the ability to identify the device trajectory to
map how hosts interact with files, including malware, across endpoint

environment (e.g., if the file transfer was blocked or if the file was

| quarantined by antmrus] & security solution deployed in bank. _
The solution should be able to generate detailed report covering the

attacks which were successful and should detail the indicators of
compromise (loCs) and how the attack played out in the environment and
eliminate specific weaknesses.

The tool should be able to customize the risk categorization. The report
generated should highlight the attacks detected along with the category
of the same and risk associated with them.

Determine which controls are most and least valuable, i.e., prioritization |

of controls. =

The solution should have the capability of providing attack blocking /
prevention analysis.

The solution should have the capability to execute attack sequences to
expose changes in effectiveness or identify risks.

The solution should have the capability to integrate and consume threat
feeds such as 10Cs, IPs etc. from third party intelligence/regulators like
CSITE, CERT-IN, etc.

The solution should provide RESTful AP| interface from third party.

' The solution should have the capability of providing Detect, Alerting |
| analysis including SIEM Correlation rule analysis.
58.

The solution should have the capability to validate existing deployed
Data Loss Prevention/Protection controls.

The solution should have the ability to execute batch attack scenario

processing across multiple vectors including Network, Endpoint, Email
and cloud.

The solution should have the facility to integrate with the existing VA
Tool of the bank to obtain information about existing vulnerabilities.
Solution should be able to validate end-point security tool controls.

The solution should be able to import samples of sensitive data from
solution such as DLP. _ N

The solution should be able to test systems in case no agent is installed,
like in the scenarios of remote exploitation, use of credentials, lateral
movement etc.

The solution should include attacks simulations relevant to information |

technology targets.

The solution must include library of attacks that exploit common
application vulnerabilities & Weaponize Known CVE's.

The solution must be able to Represent Vulnerability Risk scores (Low,
Medium, High, Critical) based on proven cybersecurity risk assessment
models. {e.g,, CV55V3)

Solution must provide timestamp of the attack across multlpLe
geographies for all attack vectors for correlation & Validation.

Solution should have Ability to test data loss prevention (DLP) |
implementation, methodology, and configuration along with other

exfiltration techniques to test outbound flows of data to ensure

protection of critical information during simulation.

Solution should have Ability to simulate Infiltration techniques for |
 breaching a network or infecting a host - Via Email, Web & WAF.
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70. | Solution should have Ablhty to simulate Machine-based attacks - known |
vulnerabilities on internet-facing systems, misconfiguration of network
| perimeter controls, exposed applications, etc.

71. | Solution should have Ability to test attacker lateral movement through a
single machine (once successfully within a network) - e.g., brute force
or pass-the-hash techniques to steal credentials for sensitive servers,
.| moving across network segments in search for valuable data

72. | Solution sheould support Ransomware simulations using latest

| Ransomware, malware samples/cases, etc.
' 73.  Solution should support Email security assessment (improper
| | configuration or implementation of email filters)

74. | Solution should support Endpoint Assessment - test security state of

endpoints by comprehensively testing automated behavioral detection I

| (EDR), signature-based detection (anti-virus), known vulnerabilities
| including Windows patches. — o
' 75.  Solution should support Extracting credentials from memory
. (Endpoint  privilege escalation test) - ‘
76. 'Suiutu}n should support Executing local privilege elevation exploits
. (Endpoint privilege escalation test) =
7. | Solution should support Transfer and/or execution of malware on a test
| system (Endpoint malware download and execution test)

| 78. | Solution should support Access, cunnectmn* or data transfer attempt - ‘

| (Network segmentation test)
79. | Solution should support Access or data transfer to a malicious site (Secure
| | web gateway / proxy test) -
80. Solution should support Proxy tests - HTTP/HTTPS inbound/outbound ‘
exposure to malicious or compromised websites (web malware, malicious
. | scripts) -
B1.  Solution should have Ability to deliver safe tests with no chances of
interfering with business operations, and no user interference when
. | deployed on production assets - _ |
82. | Solution should have Ability to perform continuous analysis and Historical
trending (alert, track, analyze, and remediate advanced malware that ,
may at first appear clean or that evades initial defenses and is later ‘

identified as malicious) and there should not be cap on the number of
| | times simulations are being performed for a particular device /device
83. | Solution should have Ability to simulate breach methods based on
. attacker profile (APT) and data assets to be protected
B4. | Solution should have Mechanism to identify remediation options and
recommendations, prioritize severity of test findings and actionable
~ remediation for each security control. o -
85. The Solution should provide POA (Proof of acceptance) for manual
assessments / simulation aleng with Mitigation steps that can be taken
_ to lower the overall security risk highlighted by the simulations, .
86. | Solution should Continuously simulate breach methods to address
changing risks, and track security posture via risk trending and historical
. | reports. =
87. | Solution sheuld have capability to test SIEM rules by simulating a multi-
vector attack | |
Solution should have Ability to create custom use cases / simulations |
attacks according to the bank’s requirement |
B9, | Solution should Test effectiveness of security tools and controls (real
behavior and ocutcome of controls) - e.g., identify configuration errors or
defects -
90. | Solution Knowledge base should be extensive & should Describe how the
library of breach and attack methods are created, managed, Updated
| and mapped to threat models.
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91. | The solution should pravide technology vendor-specific remediation |
| signatures and prioritization as mitigation recommendations |
92. The propesed solution should have capabilities to allow for the detection
or prevention of unauthorized modification of data.
93. | Selution should be able to do a lateral movement assessment from a
' single endpoint T i ety )
94. | The Supplier should validate and measure the detection and response
capabilities of security pipelines and detection analysts in the SOC
95. | The Supplier should verify SIEM alerts by simulating malicious activity
(injecting events into a SIEM) to gauge whether it correlates them to
|| generate the right alert (Monitoring SIEM tests) I
| 96. | The Supplier should address configuration, segmentation, or
I implementation errors throughout the entire lifecycle of a security
. product -
‘ 97. | Solution should check inbound and outbound penetration of web
| gateway.
| 98. @ Solution should have integrated Email phishing simulation module with
|| the capability of accessing the responses.
99. | The solution should support any cloud instances such as Azure, AWS,
| Oracle etc. ___ W - B )
| 100. The solution should have the capability to provide the Indication of
Attack (loA) based on the tool intelligence of detecting I0Cs, behaviar,
| other contextual information etc. about the attacks. -
101.) The solution should have the capability to instrument attacks on each
of the below vectors but not limited to:
» Endpoint based attacks
» Network based attacks
= Email based attacks
= Proxy
« Attacks on cloud infrastructure
« Any combination of the above
102.) The solution should have the capability to Execute a custom data
exfiltration action through email, pen-drive, SFTP etc. attempting to
physically remove data from customer infrastructure. |
103.| The solution should be able to perform attack by exploiting the rrnssmg
patches on the system & report has to be generated highlighting issues |
due to missing latest patches. [ |
Dashboard
104. The solution must provide an intuitive dashboard that shows| |
vulnerabilities, misconfigurations, gaps, and risks in the current security
- controls deployed. ) - - B
105. The solution must provide a MITRE ATTRCK heatmap for both prevention |
and detection controls for the organization.
106. The solution must have the ability to provide a gquantitative security |
score or equivalent rating to showcase the maturity of the detection or
 prevention technologies. |
107. The solution must provide dashboards that display the strengths and
weaknesses of current security controls for both prevention and
_ | detection. -

108.) The solution must provide a dashboard that shows organizations
~ resilience against ransomware attacks, - "
109. The solution must provide a dashboard that shows a negative deviation

| from baseline security controls.
110.| The solution must allow custom dashboard creation directly from the
platform. Custom dashboards should give the option to select historical

| data, comparisons between results, trends, graphs, charts, etc.
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111.] The solution must allow cloning and editing of customized dashboards as
..... . and when required.
| 112.] | ' The solution must provide benchmarking and comparison results for
| organizations in the same industry.
113.] The solution must include the ability to export primary dashboards,

| reporting in PDF format

Reporting
' 114.| The reports must provide details about each attack simulation executed
| along with its mitigation. B

115.) The solution must provide the assessment history and maintain a detailed
| - audit trail for at least 12 months for auditing purposes.

116. The solution must store historical reports along with their timestamp,
target system, target user, type of assessment executed, etc.
The solution must display a risk score for each assessment performed
. individually as well as the gw_s—ralL risk. . .
‘ 118. The report must have previous comparisons to show changes in current ‘
. | control, i.e., improved or deteriorated.

119.| The solution should provide a consolidated report view for specific
_ security control tests. ‘

120.  The report should show the number of test cases covered, percentage of
control bypassed, overall and category-wise risk, etc. .
121.| The report should contain granular details, which include timestamps,
payload information, risk, type of attack, target, description, mitigation,
_|I0C or 0B, etc. o F |
122.| The solution must allow custom report creation directly from the
platform. A custom report should give the option to select historical
data, comparisons between results, trends, graphs, charts, etc. |
123.| The solution must provide industry-standard reporting templates, e.g., |
remediation guides, prevention and detection reports, overall security
posture, and security control performance. |
124.| The solution must allow selecting datasets from existing results to create
customized reports. |
125.! The solution must allow cloning and editing of customized reports as and
| when required.
126.| The solution _must pruwde reporting for executive, scenan’u. and

(117

127.| The solution must provide different types of reporting, mcludmg
executive-level, scenario-level, a recommendations report that outlines
best practices, and vendor-specific recommendations for failed
. assessments. C & _
128.| The solution must provide comparative reporting, allowing the end-user ‘
to compare the results of an agent or group of agents mapped to the
MITRE ATT&CK TTPs. |
|

129.] The solution must provide visual representations of attack paths and |
potential lateral movement within the network to aid in understanding
the attack's potential impact.

X. Racks at DC - Single Phase:

' SI. | Particulars Detailed Configuration (DC) ' Compliance | Remarks
No. | (Yes/ No) | _
1.  Make Bidders to specify L ) :
2.  Model Bidders to specify '
3. | Power Single Phase with 63A power distribution unit (PDU)
Factor 1Ph, 230V, 63A, 50/60Hz with redundancy (02 PDUs
per Rack). [
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4. | Form Factor | 42 U Rack Frame with all necessary side panels : '
5.  Color ' Black Color ‘ ‘
6. | Rack Size 600 mm*1200mm *2100mm (600mm - Width, 1200mm
. . | Depth, 2100mm Height) :
7.  Lock | Mechanical lock with key for both front and back door | '
Mechanism | _ { ‘
8. PDU_ Socket Zero U standard with minimum 20 x C13 (20 power
| details sockets with C13 type) and minimum 4 x C19 (4 power

socket with C19 type) Per FDU ‘
Dual PDU should be made available for each rack

9. | Over load | PDU -1 Rating: approximate 14KVA per PDU for single
protection phase with 63A (4 MCBs each having 16 Amps ) - For
MCB power Source -A . (Each MCB to have 5 number of C13

Power sockets and 1 number of C19 Power sockets)

PDU -2 Rating: approximate 14KVA per PDU for single
phase with 63A (4 MCBs each having 16 Amps ) - For
Power Source - B. (Each MCB to have 5 number of C13
; Power sockets and 1 number of C19 Power sockets)
10. ' Bottom feed Minimum 3 Meters PDU Cable for each PDU

Plugtop Specification:
Certification: EAC Certified

| Features: Contact pins are nickel-coated, offering
excellent corrosion resistance, durability, and stability ‘

under extreme temperatures.

. Locking Mechanism: Press lock

| |
11. | Others | Necessary tool for mounting PDU with side doors . |
12. | Fan ‘ Fans on the top side of rack (desirable) ] _

13.  Compatibility | Rack should be compatible to mount all the hardware’s | ‘

supplied in this RFP,
Each rack approximate 9KVA devices can be mounted.
Bidder has to provide number of racks accordingly. | ‘

14. Cable Loops | Wide Length Cable organizer (Cable Loop) to be
provided for accommodating Network cable, FC
Cables and Power cables for cable dressing.

15. | Certification = UL certified |
16. | Mounting ' The bidder shall have to mount new servers and other
devices in the rack and will have to provide the rack
mounting kit accordingly _ |
17. | Grounding  Copper based Electrical Grounding / Earthing Strip [ '
18 | Generic ' All Racks shall be provided with required rack fillers to |
cover the unused space in the rack. - ’_
%l Server racks (Three phase at DR):
SI. | Particulars | Detailed Configuration (DR) ' Compliance Remarks |
No. ) _ . (Yes/ No)
1. ‘ Make ‘ Bidders to specify 1 m ‘
' 2. | Model Bidders to specify _
3. Power ' PDU Three Phase with 32A i
Factor Server rack mount power distribution unit 3Ph, '
230V, 32A 50/ 60Hz with redundancy.
I Form Factor | 45 U Rack Frame with all necessary side panels ! :
Color Black Color ‘ ‘

(N
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' 10. | Over load
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MCB
| Bottom feed ' Minimum 3 Meters IEC 309 input plueg top _
' Others | Levelers Required Ganging kits and necessary tool '
| for mounting PDU with side doors and necessary
| Cable organizer
: Fan ' fans on the top side of rack (desirable)
| Compatibility | Rack should be compatible to mount all the

dotel day @Cann 'a Bank

Wheels Rack wheels for rack movement

| Rack Size 600 mm*1200mm (600mm - Width, 1200mm Depth)
' Lock

Mechanical lock with key for both front and back
Mechanism door

PDU Socket | Zero U standard with minimum 20 x €13 (20 power
details sockets with C13 type) and minimum 4 x C19 (4
power socket with C19 type) Per PDU. Dual PDU
should be available for each rack.

| 20A MCB X 2 circuits - PDU rating approximate
protection 22KVA

hardware's supplied in this RFP

15. | Cable Loops | Minimum Eight cable loops to be provided per rack
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for cable dressing
Certification = UL certified

Mounting | The bidder shall have to mount new as well as
existing servers and other devices in the rack and
will have to provide the rack mounting kit
accordingly

Grounding Copper based Electrical Grounding / Earthing 5trip

| Generic All Racks shall be provided with required rack fillers
to cover the unused space in the rack.
Network TOR Switches at DC & DRC:
DC and DRC Switch Technical Specification
' Type 1 Switch - For Mgmt. cnnnectiviﬁ.r
Switch must have 48 Gig Ethernet ports and 2 x 10G 5FP+ for uplink

on single chassis.

Switching capacity should be equal to gereater than 100 Gbps.

Mac address table size should be equal to greater than 16000,
Switch must be supplied with compatible Trans receiver for Fiber

ports.
Switch must have redundant Power Supply.

| Switch should have USB/Ethernet management interfaces.

Switch should have minimum Flash memory 128 Mb.

Switch should have minimum DRAM 512 Mb.

Switch should be managed in an IPvé network (IPvé Device IP)

Switch should support Dual stack (IPv4 and IPv6) transitions from

' IPv4 to IPv6, support connectivity for both protocols
Switches should support Spannineg Tree Protocol (STP)
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Switch should support link aggregation control protocol (LACP) and
port trucking.

13. ' Switch should support VLAN suppert and tageing support I[EEE '

802.1Q.

' Switch should support Simple Network Management Protocol

{SHMPv2 and SNMPv3).

Implement Access Lists on the switch to ensure SNMP access only

to the SNMP manager or the NMS workstation.

Switch should support duplicates port traffic (ingress and egress) to

a local or remote monitoring port.

Implementation of multiple Privilege Levels should be supported.

Switch should Support for authentication, authorization, and
accounting (AAA) using RADIUS and TACACS+.

Switch should support FTF, TFTP, and SFTP.

Switch should support Extensive debugging capabilities to assist in
hardware/Configuration problem resolution, should supports ping
and traceroute for both IPv4 and IPvé.

| Switch should support integration for Network Time Protocol (NTP),

proposed SIEM.

22, "The Switch must be able to generate Syslog Messages with

timestamp, which can be exported to a Syslog Server.

23, ' The Switch shall integrate with centralized network management

software.

24. The Switches must be supplied with 1EC C13/C14 type of power

| 25,

- R

el

) [

cables

The switch shall have management security features like SSHvZ /
Secure copy, encrypted user passwords, and authentication via
AMA and RADIUS/ TACACS+ to prevent unauthorized management

| access’
26. | Switch should have Custom banner display.
27. | Proposed Switches must integrate seamlessly with active - active

ports for redundancy and high availability from two
core/distributed switches from day one with our existing
infrastructure of Cisco/Juniper Datacenter router/switches.

24*7*365 days technical support with response time of 30 minutes.

Four hours RMA support in case of any hardware failure.
Type 2 Switches - for Data Connectivity

Switch must be Data Center grade switch. Switch should be
configurable/ deployable with other switches to utilize all available
links throusgh multi-path forwarding.

Switch must have 48 fixed 10-G BASE-T ports
6 fixed 40/100-Gbps QSFP+ ports for uplink connectivity with fully
populated trans receivers on single chassis.

48 downlink ports should be configured to work as 1 & 10Gbps.

Switch should support EVPN and Virtual Extensible LAN (VXLAN) to
create Fabric. Fabric should be capable to integrate with SDDC like

Open stack, VMWare etc. Switch should support In Service

Software Upegrade.
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Switch throughput should be more than equal to 1 bpps.

bolel did

| Latency should be less than 2 microseconds.

Mac address table size should be equal to greater than 2 lakhs.

Switch should support more than 4000 Vlans,

Switch must be supplied with compatible Trans receiver for all
Optical/Fiber ports.

Switch must have redundant Fan and Power Supply.

Switch should provide flexibility for 10GbE top-of-rack deployment.

| Switch should have USB/Ethernet management interfaces.

Switch should be managed in an IPvé network (IPv6 Device IP)

Switch should support Dual stack (IPv4 and IPv6) transitions from
IPv4 to IPv6, support connectivity for both protocols

Switches should support Spanning Tree Protocol (STP)

Switch should support link aggregation control protocol (LACP) and
port trunking IEEE 802.1AX-2008.

Switch should support VLAN support and tagging support IEEE
802.1Q.

Router should support Simple Network Management Protocol
(SNMPvZ and SNMPv3).

Implement Access Lists on the switch to ensure SNMP access only
to the SNMP manager or the NMS workstation.

Switch should support duplicates port traffic (ingress and egress) to
a local or remote monitoring port.

Implementation of multiple Privilege Levels should be supported.

| Switch should Support for authentication, autherization, and
accounting (AAA) using RADIUS and TACACS+.

Switch should support FTP, TFTP, and SFTP.

Switch should support Extensive debugging capabilities to assist in
hardware/Configuration problem resolution, should supports ping
and traceroute for both IPv4 and IPv6.

Switch should support integration for Network Time Protocol (NTP},
proposed SIEM.

| The Switch must be able to generate Syslog Messages with
. timestamp, which can be exported to a Syslog Server.

The Switch shall integrate with centralized network management
software.

The Switches must be supplied with IEC C13/C14 type of power
| cables

| | The switch shall have managsement security features like SSHv2 /

Secure copy, encrypted user passwords, and authentication via
AAA and RADIUS/ TACACS+ to prevent unauthorized management
access”

Proposed Switches must integrate seamlessly with active - active
ports for redundancy and high availability from two
|c0re!di5tr‘ibuted switches from day one with our existing
infrastructure of Cisco/Juniper Datacenter router/switches.

Switch should have Custom banner display.
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33. | High Mean Time Between Failure values (>3.5 lakh hours) should
be available to ensure long life of switch hardware.

34. | 24*7*365 days technical support with response time of 30 minutes.

35. | Four hours RMA support in case of any hardware failure.

C. | Type 4 Switch - For Data/ Storage Connectivity

1. | Switch must be Data Center grade switch. Switch should be
configurable/deployable with other switches to utilize all available
links through multi-path forwarding.

2. | Switch must have 48 x 10/25-Gbps fiber downlink ports and 6 x

100-Gbps Quad Small Form-Factor Pluggable 28 (QSFP28) uplink
ports with fully populated trans receivers on single chassis.

3. | 48 downlink ports should be configured to work as 10/25 Gbps.

4 i_':'.witch should support EVPN and Virtual Extensible LAN (VXLAN) to
create Fabric. Fabric should be capable to integrate with SDDC like
Open stack, VMWare etc. Switch should support In Service
Software Upgrade.

_F‘:";;;:-it::h throughput should be more than equal to 2 bpps.

' Latency should be less than 1 microsecond.

Mac address table size should be equal to greater than 2 lakhs.

Switch should support more than 4000 Vlans.

0 (oo N o (i

Switch must be supplied with compatible Trans receiver for all
Fiber ports.

—_
e

Switch must have redundant Fan and Power Supply.

Switch should provide flexibility for 25GbE top-of-rack deployment.

"Switch should have USB/Ethernet management interfaces.

| |
Luh.li-—-l

' Switch should be managed in an IPvé network (IPvé Device IP)

—
-

| Switch should support Dual stack (IPv4 and IPvé) transitions from
IPv4 to IPv6, support connectivity for both protocols

|-|-

' Switches should support creation of one virtual resilient switch
from up to two switches by using standard LACP for automatic load
balancing and high availability or by other equivalent method.

—_—
i

bt
o

Switches should support Spanning Tree Protocol (STP)

b |

Switch should support link aggregation control protocol (LACP) and
| port trunking IEEE 802.1AX-2008.

18,  Switch should support VLAN support and tagging support IEEE
802.1Q.

T_‘l-gw!tch should support Simple Network Manasement Protocol
(SNMPvZ and SNMPv3).

20. | Implement Access Lists on the switch to ensure SNMP access only
to the SNMP manager or the NMS workstation.
21.  Switch should support duplicates port traffic (ingress and egress) to
a local or remote monitoring port.
' 22. | Implementation of multiple Privilege Levels should be supported.
23, | Switch should Support for authentication, authorization, and
accounting (AAA) using RADIUS and TACACS+.
| 24. | Switch should support FTP, TFTP, and SFTP.

Canara Bank, CPRVM Wing, Corrigendurn-7 to GEM/2024/B/5406710
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25. | Switch should support Extensive debugging capabilities to assist in
hardware/Configuration problem resolution, should supports ping
and traceroute for both IPv4 and IPvé6.

26. | Switch should support integrate Network Time Protocol (NTP),

proposed SIEM

The Switch must be able to generate Syslog Messages with

timestamp, which can be exported to a Syslog Server. _

The Switch shall integrate with centralized network management !

software.

29. ‘ The Switches must be supplied with IEC C13/C14 type of power

cables

M
a

| 28.

30. | The switch shall have management security features like 55Hv2 /
Secure copy, encrypted user passwords, and authentication via
AAA and RADIUS / TACACS+ to prevent unauthorized management
‘ access”
31.  Proposed Switches must integrate seamlessly with active - active
ports for redundancy and high availability from two
core/distributed switches from day one with our existing
infrastructure of Cisco/Juniper Datacenter router/switches.
Switch should have Custom banner display.
High Mean Time Between Failure values (3.5 lakh hours) should |
be available to ensure long life of switch hardware.
| 24*7*365 days technical support with response time of 30 minutes.
Four hours RMA support in case of any hardware failure. 1

|
e

|
i

In addition to the above access switches Bidder to supply Distribution Switches in High availability
with required capacity to connect all supplied access switches with dual uplink of 10/25/40/100
Gbps in active-active mode for redundancy and load sharing (DC - 2, DRC - 2). Distribution switches
will further connect to core switches using uplink.

~ Bidder has to provide necessary cables and connectors for all NGSOC solutions.
Cable length: From Server to Network Switch location,
(Bidder has to be plan according with rack diagram)

DC Cable reguirement:

3 Mtr: With in same rack.

5 Mtr: Adjacent Rack.

10 Mtr: Same row Non-Adjacent Racks,

15 Mtr or Mare: Different Row Racks,

35 Meters fiber for uplinks with in new DC Space Cage.

DRC Cable requirement:

5 Mtr: With in same rack (Rack 1)

10 Mtr: Adjacent Rack (Rack 2)

15 Mtr: Same row Non-Adjacent Racks (Rack 3 & 4)

20 Mtr: Same row Mon-Adjacent Racks (Rack 5 and more)
45 Meters fiber for uplinks to Core switches

Note - Above cable length are approximate in nature. Further selected bidder has to do DC & DR
survey for exact cabling needs to done.
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Cables Standards:
Copper CATéa (Shielded Twisted Pair)
Fiber multimode (OM4) Cable.

» Bidder has to provide necessary copper ar fiber transceivers required for working of all On Prem
NGSOC solutions. Also, every switch must be populated with 10% extra copper and fiber
transceivers.

s« Bidder has to caonsider 10% YoY Growth and provide additional Copper and Fiber ports for future
requirements.

s Ridder should ensure planning and designing for proposed solution. Design includes low- & high-
level diagrams, planning of the implementation and should be aimed at ensuring that a new
network or service meets the needs aof the Bank.

» Bidder has to Plan, Design considering various failovers scenarios, Migrate, integrate with
existing and future infrastructure, implement day to day changes, maintain and coordinate with
Vendor/ OEM at Bank Data Centre and at Data Recovery Centre.

» For network switches optimization bidder can provide Type 4 Switches for all requirements
{(Memt., Data, Storage etc. if feasible where bidder has to ensure necessary requirements of
1/10/25/40/100 egig ports with copper and fiber variant.

= Proposed Switches must integrate seamlessly with active - active ports for redundancy and high
availability from two core/ distributed switches from day one with our existing infrastructure of
Cisco/Juniper Datacenter router /switches.

= Bidder has to provide equipment B peripherals with rack mounting kit to accommodate all
components in the proposed rack space provided in the Bank's Data centres.

« Connectivity of hosts/ servers and SAN should be through redundant Switches.

« Bidder to design & plan IP/network schema with the Bank team for the proposed architecture.

» Bidder has to install the proposed switches in the Rack and do the Power on Self-Test.

= Bidder has to ensure rack assembling, cable dressing, installation and power connectivity from
industrial sockets and testing of required power rating.

» Bidder has to mount of servers, storages and network switches to racks as per industry best
practices.

» All hardware delivered to be rack mounted, powered on and configured properly including
server rack with PDU, TOR Switches etc., supplied as part of this RFP.

s Bidder must also provide the necessary power cables, LAN cables, FC cables, connectors,
transreceivers from source to their provided rack as per the guideline of the Bank.

s All supplied Hardware should have redundant Power Supply and necessary cables and Rack
mounting Kit.

s For all the hardware supplied in this project should have dual power and required cable rack
mounting kits to be supplied.

= Bidder to ensure shifting of Servers/Storages/Network Switches/Racks and connectivity in case
of any change in the DC,DR co-location spaces during the contract period

Declaration:

1. We hereby confirm that we have various certificates/bench mark testing standards for the items
quoted to meet the intent of the Bid.

2. We hereby confirm that we have back-to-back arrangements with third party software/ cloud
for providing continuous and un-interrupted support to meet SLAs obligations as per bid terms.

3. We hereby confirm that the information submitted above is true to the best of our knowledge.
We understand that in case any discrepancy is found in the information submitted by us our
tender is liable to be rejected.

Date: Signature with seal
Place: Name:
Designation: :
] -@- _....l.'-.::::. I|‘
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Annexure-17
Amended Bill of Material
(Should be submitted on Company's letter head with company seal and signature of the authorized person)

SUB: Selection of System Integrator for End-to-End implementation of Next Generation Security Operations Center (NGS0OC) in Canara Bank.
Ref: GEM/2024/B/5406710 dated 17-09-2024.

Notes
1. These details should be on the letterhead of Bidder and each & every page should be signed by an Authorized Signatory with Name and Seal of the
Company.
. Please be guided by RFP terms, subsequent amendments and replies to pre-bid queries {if any) while quoting.
. Do not change the structure of the format nor add any extra items.
. No counter condition/assumption in response to commercial bid will be accepted. Bank has a right to reject such bid.

B L I

Table 1) Cost of Hardware, Software other items for implementation of NGSOC and Solutions

- i S __[Amount in Indian Rupees] T
SL.no Solution Requirement Details Unit Price with Qty | Total Cost with 3 | Tax Column  Total Cost | R
| | 3 years onsite years onsite (incl of Tax)
warranty warranty % Tax with E'years
| (excl. of Taxes) Y ey onsite
. warranty | s,
. B e c i —— .
C1. SIEM ' Hardware/ Appliance for DC & DR "

" EPS cost forDC& DR .
SAN & NAS Cost for DC& DR~ ! '
Software/ Other License Cost for '
| DC & DR i
PCAP Hardware/ Appliance for DC & DR
EPScost forDC&DR
SAN & NAS Cost for DC & DR
Software/ Other License Cost for
Hardware/ Appliance for DC & DR
_Analyst/ Agent licenses e
Software/ Other License Cost for
I DC & DR -
4, LUEBA Hardware/ Appliance for DC & DR
User Licenses

I‘\.FI
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Entity Licenses _
Software/ Other License Cost for
DC & DR

B

Threat Intelligence Hardware/ Applianca forDC & DR

Management Platform User licenses

Software/ Other License Cost for
DC & DR

6.

7.

DAST Hardware/ Appliance for DC& DR

Application/ User Licenses Cost

Software/ Other License Cost for
DC & DR

PIM* Hardware/ Appliance for DC & DR
User licenses Cost

software/ Other License Cost for
DC & DR

EDR  Endpoint Agent Licenses

Server Agent Licenses

| Software/ Other License Cost for
' DC & DR

Sandboxing Cost for warranty
period

Anti- APT | Hardware/ Appliance for DC & DR -

20 Gig Capable appliance. |

Software Throughput Licenses- 10
Gig Capable

Sandbuxlng Hardware for DC & DR

Suftware! Other License Cr::st for
DC & DR

10.

SAN " As per RFP requirement

11.

NAS As per RFP requirement

12.

13,

_ SAN/ NAS Switches As per RFP requirement

‘Server _Rack for  placing As mentioned in Specs
Servers, storage, SAN/ NAS

and Network switches and as

per Technical Specification

14.

PDU for the supplied racks As mentioned in Specs
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48 Gig Ethernet ports and 2 x
10G SFP+ for uplink on single
chassis TOR Switch as per
- Technical Specification |
48 fixed 10-G BASE-T ports
and 6 fixed 40/100-Gbps |
QSFP+ ports for uplink with|
16. fully populated transceivers
connectivity on single chassis
TOR switch as per Technical
~ Specification o
48 x  10/25-Gbps  fiber
downlink ports and 6 x 100- |

Gbps Quad Small Form-Factor

Pluggable 28 (QSFP28) uplink | |

ports with fully populated i

transceivers on single chassis

TOR Switch as per Technical |
Specification _

Distribution Switches in High As per RFP requirement
availability with required

capacity to connect all

supplied access switches with

dual uplink of 10/40/100 Gbps

in active-active mode for

redundancy and load sharing

~ as per Technical Specification - o - . | |
Total Cost of Hardware, Software other items for implementation of NGSOC and Solutions

15.

17.

18.
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Table 2) Price for NGSOC Services

~ [Amount in Indian Rupees]

~ Cost for Service Total Cost of  Tax Column Total Cost of
g Pt 900 3@ 4t B Service for 5 Years % Tax Servi_ces for 5
o Solution- Services Year Year Year Year Year  (exclof Taxes) Tax Amt. years (incl of Tax)
: A B C D E  F=A+B+C+D+E G  H=F I=F+H
x G

1 Breach Attack Simulation i
Threat Intel Services + Attack Surface Monitoring
2 (ASM)- Monitoring of unlimited Domains and unlimited
_takedowns
Cyber Range- 10 user licenses with unlimited platform
access & 40 hours per year live team exercise.

' DDoS Drill- Number of applications per year - 3

4  Number of test cases: 10 minimum SR L (R B
B Total Cost of Services - - ]
Table 3) Price for NGSOC Tech Refresher
) ~ [Amount in Indian Rupees]
'Sl Solution Make Model Mgmt. Requirement | Items Qty Unit Price Total Cost Tax Total Cost
no. | I Require Details | with 3 years with 3 years Column with 3 years
- ' d | warranty warranty warranty
and support  and support % Tax and support
| (Excl. of (Excl.of  Tax Amt  (Incl. of
| taxes) taxes) | | taxes)
A B C=AxB D E F= C+E
1, | Anti Arbor | AED 8100  Yes Hardware/  Refer Annexure
DDoS* Appliance for DC  17(C) for
& DR including 3 hardware
years warranty + reguirement
2 years AMC '
2. DLP | Force  Forcepoint DLP  Yes Hardware/ " Refer Annexure -
paint | Endpoint with Appliance for DC  17(C) for '
enhanced support & DR hardware '
(IP Protection)- | requirement |
Includes Data 90000  Endpeoint
Finger  printing, [ DLP licenses
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Machine learning,
Incident Risk
Ranking, Drip DLP,
1700  predefined
templates  along
with

a) Forcepoint USB/
Removable media

encryption

b) Print Monitoring
& Block.
¢). Incident Risk
Ranking

Forcepoint DLP
Network with

enhanced support
(IP Protection): for
Web and Email
network DLP
including Data
Fingerprinting,
OCR, Email
Workflow, Machine
learning, Incident
Risk ranking, Drip
DLP, 1700
predefined
templates,
includes
gateway  (Proxy)
license for SSL
decryption
Forcepoint DLP
Discover with
enhanced support
for agentless
discovery and
remediation- in

File servers/

content |

| License
| Software
for DC & DR

90000 Network
DLP licenses

/|
Cost

10000 DLP |
Discover licenses
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Storage,

Databases,
SharePaint,
Exchange  Online
mailboxes
3. NBA  Cisco ' Yes Hardware/ Refer Annexure -
Stealt Appliance for 17(C) for
h DC & DR hardware
| watch requirement
License/ - 3,00,000 FPS
| Software Cost
| w0 e for DC & DR
4, VA | Tenab Yes  Hardware/ ' Refer Annexure -
le Appliance for 17(C) for
| DC & DR | hardware
o requirement -
License/ | 5000 Licenses

Software Cost
for DC & DR

Total Cost for Tech Refresher Solutions

Note: Bidder has to provide the adequate quantity of items in Table 1,2 and 3 to cover the entire Scope of Work and Technical Requirements for the
entire contract period as mentioned in the RFP document. In future if any additional Hardware's/ Software's are required for the reguirements
mentioned in RFP, the same has to be provided by the bidder at no extra cost to the Bank.

Bidder has to provide the details of all items quoted such as Hardware, Storage, Software, Middleware, Database, Operating System, Licenses, etc. along

with its specification details in a separate sheet.

Bidder to ensure the items mentioned here should match with the items mentioned in Annexure-17(C). ~

*Costing for UAT setup also shall be included in commercials wherever applicable. UAT sizing shall be at an average of minimum 5% of production sizing

of respective solutions.
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Table 4) NGSOC Solutions One Time Implementation Charges

[Amount in Indian Rupees]

51. No SOC Solution Implementation Charges (Rs.)  Tax Value (%)  Tax Amount (Rs.)  Total Cost (Rs.) (Incl. of Taxes)
(Excl. of taxes) (A) (B) (C)= (A) x (B) D=(A) +(C)
( B SIEM I -
2. PCAP T o
3. | SOAR y
- 4 UEBA B 1
5, EDR |
6. PIM
7: TIP
8. | Anti - DDOS :
9. | NBAD ] |
~ 10. [ DLP ' i -
1. | VA 1
12. | Anti  APT 3
13. | DAST |
14. | BAS _
~ 15.  Threat Intel Services + ASM | — ]
16.  Cyber Range | |
~17. DDoS bril | | | %
~ Total Cost for NGSOC Solutions One Time Implementation
Table 5) AMC/ATS Cost for items mentioned in Table- 1 and Table- 2
_ S [Amount in Indian Rupees]
Sl Selution Description - Post Warranty AMC/ ATS Charges year wise !
Mo. | AMC/ ATS Charges Year Wise Total AMC/ Tax Total
(excl. of Taxes) ATS cost Column  AMC/ ATS |
AMC/ ATS Charges 4" 5"  (excl.of Tax) =~ %  Tax cost (Incl.
for first 3 years || Yeu [ Tax Amt. of Tax)
A B c D E F = D+E G H I= F+H
1.  SIEM o Hardware/ Appliance for DC & AMC/ ATS Charges ]
DR & Software/ Other License are not applicable
Cost for DC & DR -
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Hardware/ Appliance for DC &
DR & Software/ Other License
Cost for DC & DR

Hardware/ Appliance for DC &
DR & Software/ Other License
_ Cost for DC & DR
Hardware/ Appliance for DC &
DR & Software/ Other License
- Cost for DC & DR -
Hardware/ Appliance for DC &
DR & Software/ Other License
Cost for DC & DR

Hardware/ Appliance for BC &
DR & Software/ Other License
Cost for DC & DR

Hardware/ Appliance for DC &
DR & Software/ Other License
Cost for DC & DR

Software/ Other License Cost
for DC & DR

2. PCAP
' 3. SOAR
4.  UEBA
5. Threat Intelligence
Management Platform
" 6. DAST
7. PIM°
8. EDR
9.  Anti-APT

Hardware/ Appliance for DC &
DR & Software/ Other License
Cost for DC & DR

10.  Anti - DDoS

L1,

Hardware/ Appliance for DC &
DR & Software/ Other License
Cost for DC & DR

for 1%, 279 and 3°
year.

DLP Hardware/ Appliance for DC & |
DR & Software/ Other License
Lo i Cost for DC & DR |
| 12. NBA Hardware/ Appliance for DC &
' ' DR & Software/ Other License |
Lt S Cost for DC & DR -
13, VA - Hardware/ Appliance for DC &
DR & Software/ Other License
s Cost for DC & DR
14.  SAN -
' 15. NAS B 1 1
_16.  SAN/ NAS Switches = L
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17. 48 Gig Ethernet ports and 2 x [ [ I
106G SFP+ for uplink on single
chassis TOR Switch as per
Technical Specification

18. 48 fixed 10-G_BASE-T ports
and 6 fixed 40/100-Gbps
QSFP+ ports for uplink with
fully populated transceivers |

connectivity on single chassis
TOR switch as per Technical
Specification

19. 48 x  10/25-Gbps _ fiber
downlink ports and 6 x 100- |
Gbps Quad Small Form-Factor
Pluggable 28 (QSFP28) uplink
ports with fully populated
transceivers on single chassis
TOR Switch as per Technical
Specification

20. Distribution Switches in High

availability with required

capacity to connect all

supplied access switches with |

dual uplink of 10/40/100

Gbps in active-active mode

for redundancy and load

sharing as per Technical

Specification

" Total Cost for AMC/ ATS

“Costing for UAT setup also shall be included in commercials wherever applicable. UAT sizing shall be at an average of minimum 5% of production sizing
of respective solutions.

Tender '\
o Procasaing |B1S
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Table &) Cost for Facility Management Services- Resources

[Amount in Indian Rupees]

SI  Type of Resource  Charges per month No.of  No, Of Charges for *60 Tax Column for C  Total Charges for
No. per resource Resources® months months | 60 months
(Excl. of taxes) (Excl. of taxes) % Tax - Tax Amount (Incl. of taxes)
A N - B . C=AxBxN D E | F=C+E

1 L1 Analyst B | 19 | ‘60 - ]

) LR Analyst j 19 60 B

3 L3 Apalyst _ 10 60 -

4 L3 Analyst (OEM) | 1 60

5 Project Manager . 1 | 60 B 1

~ Total Cost for Facility Management Services- Resources

Note: The addition/ deletion of resources (optional will be availed by the Bank based on the requirement of resources during the contract peried of five
years. The Bank shall intimate the same as and when the requirement arises. In case of any resource addition/ deletion between contract periods, the
pro- rated payments for such resources cost guoted above will be released on its acceptance sign- off, from the month of such resource’s addition/
deletion till the remaining period.

*Onsite resource cost will be paid as per the actual usage by the bank till the completion of contract period.

# The number of resources mentioned as per clause no 5 of Annexure- 8 scope of work- Manpower Requirement. The Bank at its discretion may place
order on the selected Bidder at the rates mentioned above during the contract period as per actual requirement.

The price quoted by the bidder is fixed for the entire contract period.
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Table 7} Cost for any additional requirements /additional customization/ enhancement

[Amount in Indian Rupees]

Charges Per Charges Per
il Description Man Day Tax% \F:?:e Mact Gay ":2;::}: NG&:;;';IEH [II??L?EJI":E]
No. ~ (Excl, of Tax) | ~(Incl. of Tax) | AL
A B C=AxB D=(A+C)  E K G=(Dx ExF) i
1.  Cost for any additional |
requirements/ additional 5 200

customization/ enhancement _ |

# The price quoted by the bidder is fixed for entire contract peried and number of man days mentioned above is indicative only. However, the no.
of man-days may vary from time to time in total, |t will be utilized as and when required.

Table 8) NGSOC OEM Training Charges

'SINo. NGSOC Training  Resourcestobe ~ Price (Excl. of Taxes) | Total Price  ...tax Column Total Cost
Modules trained per year 1" Year 2™ Year 3" Year | 4" Year | 5" Year Excl of Taxes) = 1ax  TaxAmt.  (Inclof
| (during the il | iExc )  Taxes)
contractperiod) |~ A | B c D E F= A+B+C+D+E G | H=FxG | |=F+H
C 1. | SIEM 5 | ;
2. | PCAP 7 - , ¢
3. | SOAR 2
4. | UEBA 2 Il =
5. | EDR E3 | [ |
6. | PIM 4 I _|
7. TP 2 I - B e | —
8. Anti - DDOS 2 g _ 1 N
9. | NBAD 2 Bl
~ 10. DLP - 2 — B =
1. VA 2 ] 1 1 - R
12.  Anti- APT 2|
13. [DAST 2 1 | |
14, BAS 2 -

Total Cost for OEM Training
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Table 9) Total Cost for 5 years Contract Period

[Amount in Indian Rupees]

Sl No. _ Details Total Cost (Incl. of Taxes)
1. Total Cost of Hardware, Software other items for implementation of NGSOC and Solutions as per Table 1
2. Total Cost for NGSOC Services as per Table 2 - B | - o
3.  Total Cost for Tech Refresher Solutions as per Table 3 | |
4. Total Cost for NGSOC Solutions One Time Implementation as per Table 4
5. Total Cost for AMC/ ATS as per Table 5 1 _

' Total Cost for Facility Management Services- Resources as per Table6 I
Cost for any additional requirements/ additional customization/ enhancement as per | Table 7 -

Total NGSOC OEM Training Charges as per Table 8 - o ) ___
Total Cost of Ownership )

ot e oy

Undertaking

i. Bill of material is submitted on the letter head and is signed by an Authorized Signatory with Name and Seal of the Company.

ii. We confirm that we have gone through RFP clauses, subsequent amendments and replies to pre-bid queries (if any) and abide by the same.
iii. We have not changed the structure of the format nor added any extra items. We note that any such alternation will lead to rejection of Bid.
We agree that no counter condition/assumption in response to commercial bid will be accepted by the Bank. Bank has a right to reject such

iv.
bid.
Date: Signature with seal
Place: Name:
Designation

a Canara Bank, CPEVM Wing, Corrigendum-7 to GEM/2024/B/5406710 Page 66 of 74




Annexure-17(A)

Optional Cost for the NGSOC Solutions / Services for 5 Years

[Amount in Indian Rupees]

Optional Cost for SIEM Solution
“ SIEM Solution Other Charges Total Cost Exclusive of Taxes
‘Additional itional Cost of 5000 EPS bundle
_ Additional OEM Training Cost
 Optional Cost of 5TB Tier 1 Storage
Optional Cost of 5 TB Archival Storage

Optional Cost for PCAP Solution
Optional Cost for PIM Solution

Additional Cost of Software licenses 5Gbps bundle

~ Cost per ﬁ.dditmnal 100 I[Js (in bundles)

Addltmnal OEM Training Cost

Optional Cost for DLP Solution
_ Additional Cost per 500 Endpoint DLP users |
_ Additional Cost per 500 Network DLP users St 4 | _
. Optional Cost for NBA Solution W
' Cost for Additional Flow rate licenses packet of 10k |
Cost far A{imtmnal Teiemr:.*try broker licenses pack of 100gb per day 1 B
" Additional OEM Training Cost |

Optional Cost for Anti - DDOS Solution

Cost for Additional software throughput licenses in bundle of 5 GBPS
Additional OEM Trammg Cost

Optional Cost for Anti - APT Solution

_ Additional OEM Training Cost

Optional Cost for VA Solution

“Cost per Additional 100 [Ps VO% '-du
Additional OEM Training Cost I — - 4.5 \
B Optional Cost for SOAR Solution w[ Sectitn )

\\
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Cost per Admtmna{ 2 user license

Additional DEM Training C Ccst

___ Optional Cost for UEBA Solution

Cost for Additional User LIC'E"HSES

~Cost for Additional EI‘ItIt‘y’ Lu:enses_
Additional OEM Training Cost

~ Optional Cost for EDR Selution

Cost for Additional Endpoint Licenses
Cost for Additional Server Licenses

 Additional OEM Training Cost

Optional Cost for TIP Selution

Cost for Additional User License

" Additional OEM Training Cost

Optmnal Cost for DAST Solution

Cost for Additional Application Scanm ng licenses in bundle of 100 applications

Additional OEM Training Cost

_Optional Cost for Breach Attack Simulation

Additional OEM Training Cost

Optional Cost for Threat Intel Services

 Cost for Additional Social Media monitoring of top-level executives in bundle of 10 N
Optional Cost for other cumpunents

SAN Storage per TB Cost of NVMSSD e I 1S

SAN Storage per TB Cost of 55D .
NAS Storage per TB Cost of 55D

' CAT 6 UTP Copper Cable length of 3 mtrs

 CAT 6 UTP Copper Cable length of 5 mtrs - e

CAT 6 UTP Copper Cable length of 7 mtrs
CAT 6 UTP Copper Cable length of 10 mtrs

CAT 6 UTP Copper Cable length of 15 mtrs

CAT 7 UTP Copper Cable length of 3 mtrs

CAT 7 UTP Copper Cable length of 5 mtrs

CAT 7 UTP Copper Cable length of 7 mtrs
CAT 7 UTP Copper Cable length of 10 mtrs

'  CAT 7 UTP Copper Cable length of 15 rnt_[r_.'

CAT 7 UTP Cugger Cable length of 25 mtrs
' Fiber cables Cable ength OM4 of 5 mtrs

Fiber cables Cable length OM4 of 10 mtrs

' Fiber cables Cable length OM4 of 15 mtrs
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Fiber cables Cable length OM4 of 20 mtrs

Fiber cables Cable length OM4 of 25 mtrs

Fiber cables Cable length OM4 of 30 mtrs

Note: The Additional Unit Price should match with the Bill of Material quoted price for the contract period
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Golel day @ Canara Bank

Annexure-17(B)
Sizing of Hardware including Software/ OS for DC & DRC

{To be submitted on the letter head of the company/firm with authorized signatory seal and sign)

Quoted Hardware/Software/05 details for proposed NGSOC solutions in both DC & DRC:

1) The bidder shall be responsible for Supplying, Installing, Implementing, roll out & Maintaining the
EMM solution, including the necessary Licenses, Hardware, Storage, Software, Middleware, Database,
Operating System, Warranty support. Warranty Support shall be available for the period of 3 year.

2} The bidders are required to quote for the entire solution including any Licenses, Hardware,
Software, Middleware, Database, Operating System, Warranty support, etc. as may be required to fulfil
the entire scope and requirements of the GeM bid,

3) The details of all such Licenses, Hardware, Software, Middleware, Database, Operating 5ystem,
etc. as quoted by the bidder should be provided in the below format along with the Technical Bid.

sl. Components L at | ite 0 | M| Da Da de | Ende
No. (Hardware/ Software) 1™ | o 5p E od | te te | Ental d tai
(Specify the list of items) | De®C M el/| of of | d | of |
sc 1 of Ve Re En | of of Suof
' rica th | rsi| le™" | d | Lifth pr PPthp,
pt tio e on | as od of | e @ g Ore od
io N Pr | Na| e | Sa| (Eofyc |t of e
‘ n De od m uft le | OLfey (E fey
witai uc | e ) re oSre
i thls t d ) d
|

1. | Hardware/ Appliance including OS &
other software for NGSOC Solutions for
DC (specify the list of items serial wise)
2. | Hardware/ Appliance including OS5 &
| other software for NGSOC Solutions for
' DR (specify the list of items serial wise)

3. Any other Software/ Licenses

-

DC (Should be in High Availability) & DRC Site (High Availability and in Sync DC Setup) - Bidder should
suggest the architecture in consultation with solution architect along with justifications and should
provide reasonable hardware components as per the requirements.

Mote: At any point of time during the contract period, the resource utilization like CPU, Memory,
Database etc. should not exceed 70 % of the total capacity.

Date Signature with seal
MName;
Designation:
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Annexure-17(C)
Sizing of Hardware of Retained Solutions

Anti - DDOS
. __ Hardware for AED 8100 Units
Part No. _ Description - Qty
E-081AX- Arbor Edge Defense 8100 HW COTS - 8x10GESR + 4x1GECU- AC-Arbor Edge |2
HWBAA Defense AED Arbor Certified 8100 HW with dual AC Power supplies 2RU
appliance Includes 2 NICs with 4 x 10GE 5R Fiber bypass ports 1 NIC with 4 x
. | 1GE Copper bypass ports and 2 x 1GE copper management ports. .
| AE-08100- | Arbor Edge Defense 8100 Certified SW (5Gbps)-Arbor Edge Defense (AED). i

D55WA Arbor Certified software license for 5 Gbps of clean traffic for use with AED
8100 certified appliance hardware. ATLAS Intelligence Feed (AIF) Standard or
Advanced for AED Annual Service is purchased separately. If support for this
product 15 purchased, then support for the associated certified appliance
hardware is provided by NETSCOUT and will co-terminate with the product |
regardless of when the certified appliance hardware is shipped. Customer is
responsible for software installation, or customer can direct their hardware

| supplier to install the software.

MNT-AE- AED Maintenance & Support (Certified SW + HW) - Tier 1-Arbor provides direct 6
08100- 1st level support to end customer. Includes technical support via telephone |
D5SWAT3-3YR | and email response 24x7x365, privileged access to Customer Support Center |

| web site, certified SW maintenance updates and support for the certified |
appliance hardware.

AIF-AE-08100- | AED Advanced Subscription to ATLAS Intelligence Feed-Arbor Edze Defense | 6

055SWAADV- (AED) annual advanced subscription to ATLAS Intellieence Feed (AIF) with
|3YR automatic content updates. .
| AED-CAM Arbor Edge Defense Cryptographic Acceleration Module (CAM)-Cryptographic 2

Acceleration Module (CAM) to assist decryption. Not FIPS certified. For use in | |
Arbor Edge Defense 2x00 and 8100 appliances. AIF does not apply. ’

MNT-AED-CAM- | Arbor provides direct 1st level support to end customer. |ncludes technical 6
T3-3YR support via telephone and email response 24x7x365, privileged access to '
| Customer Support Center web site, and software maintenance updates.

Additional BOQ for Management and Adaptive DDOS

A-2ZANVOO Arbor Enterprise Manager (AEM) Certified SW- Entry-Arbor Enterprise Manager | 2 (1
(AEM) Certified software license for use with AEM 8000 certified appliance at DC
hardware. Used for managing up to 5 Arbor Edge Defense (AED) and Arbor & 1
Availability Protection System (APS) devices and/or virtual AED/APS instance. at
If support for this product is purchased, then support for the associated = DR)
certified appliance hardware is provided by NETSCOUT and will co-terminate
with the product regardless of when the certified appliance hardware is
shipped. Customer is responsible for software installation, or customer can
direct their hardware supplier to install the software,

MNT-A- | Arbor Enterprise Manager Maintenance & Support - Tier 1-Arbor provides direct | 3
ZANVOO-T3- 1st level support to end customer. Includes technical support via telephone
¥R and email response 24x7x365, privileged access to Customer Support Center

web site, and software maintenance updates
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AE-IMPXX- | AED, APS Implementation Service for greater than 2Gbps instances- | 3
LGXXX | Implementation and configuration for a single AED or HSS AED instance with
license entitlements greater than 2Gbps. or for a single AEM instance. Service
includes system configuration, traffic profiling, protection group configuration
and tuning in addition to documentation and customer handover. Services
| performed on-site (1.5-days) and remotely.

| AE-08100 | Adaptive DDoS Protection Subscription for AED 8100 Certified SW (5Gbps)- = 12
| DSSWA- | Adaptive DDoS Protection subscription license for 5Gbps of clean traffic for
ADPIYR use with Arbor Edge Defense 8100 Certified Software. AEM is required for

| Adaptive DDoS Protection solution. Includes M&S.

NBAD (Metwork Behavioral Analysis Detection)

' Details Part Number Description Quantity |
| NBAD 300K flow rate  ST-FR-100-LIC | Cisco Secure Network Analytics Flow Rate | 3000 |
license | ) | License - 100 Pack
1 x SMCZ300 Manager ST-SMC2300-K9 | Cisco Secure Network Analytics Management 2
| (DC and DR) | Console 2300
CON-SNTP- | SNTC-24X7X4 Cisco Secure Nw Analytics
| STSMC2K9 Management N i
2x ST-FCA300-K9 Cisco Secure Network Analytics Flow 2
FC4300 Flow Collector Collector 4300
(DC and DR) | CON-SNTP- | SNTC-24X7X4 Cisco Secure Nw Analytics Flow |
| STFCA3AK  Coll 4300 ¥
1 x FS4300 Flow Sensor | ST-F54300-K9 | Cisco Secure Network Analytics Flow Sensor | ?
(DC and DR) | | 4300
| CON-5NTP- SNTC-24X7%4 Cisco Secure Nw Analytics Flr:}w
| STFS43K9 Sens 4300 _ |
- GLC-TE 1000BASE-T SFP transceiver module for | 4
| . Category 5 copper wire
1 x DN6300 Data Store | ST-DN6300-K9 Cisco Secure Network Analytics Data Node 3
Modes (1 cluster in DC | | 6300 i I
ft DR) CON-SNTP- | SNTC-24X7X4 Cisco Secure Nw Analytics Data
 STDN63K9 ' Sto 6300
SFP-10G-5R-S 1 1D00BASE-T SFP transceiver module for 3
. Category 5 copper wire _ .
| GLC-TE SNTC-24X7X4 Cisco Secure Nw Analytics Data 3 '
. { Sto 6300 . i
6200 GB/day Telemetry = TB-ES5-100GB Cisco Telemetry Broker Essential 100GB/Day 62
Broker license License Pack .
{Telemetry Broker 2 in | SVS-TB-SUP-E ] Enhanced Support for Cisco TEL»:-rrhrstr}.,r Broker |
DC & 2 in DR) | ST-TB2300-K9 Cisco Telemetry Broker 2300 4
| CON-SNTP- | SNTC-24X7X4 Cisco Telemetry Broker 2300
| ST9TB23K
| GLC-TE | 1000BASE-T SFP transceiver module for 8
. | | Category 5 copper wire
ISE PIC software (VM R-ISE-PIC-VM-K9= | ISE Passive Identity Connector Virtual 1
based) | Machine 3000 sessions
CON-ECMUS- | SOLN SUPP SWSS Identity Services Engine
| RISEPIVM | Passive Identity
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| L-1SE-PIC-UPG= ISE Passive |dentity Connector Upgrade - |
- 300,000 session _ .
| CON-ECMUS- SOLN SUPP SWS5 ISE Passive Identity
! - | LISEPUPG Connector Upgrade - |
| Server to Host ISE PIC UCSC-C240-M75X UCs C240M7 Rack w/oCPU, mem, drv, i
| and other VMs (1 in DC 2Uw24SFF HDD/SSD backplane |
| &1inDR) " CON-SNTP- SNTC-24X7%4 UCS C240M7 Rack w/oCPU, |
UCSCPC34 | mem, drv, ZUw245 .
| SFP-10G-5R-5= 10GBASE-SR SFP Module, Enterprise-Class ' 16
Threat Intel License | L-LC-TI-FC5K= Cisco Secure Network Analytics Threat 1
Intelligence FC5K Lic
L-LC-TI-FC5K-5Y Cisco Secure Network Analytics Threat
Intelligence 5Y FC5K
' Nexus Data/ Packet N9K-C93180YC-FX3 | Nexus 9300 48p 1/10/25G, 6p 40/100G, | 4
Broker (Z nDC & 2 in MACsec,SyncE
DR) C1-N9K-NDB-XF-5Y | Cisco ONE Nexus Data Broker License Term | 4
N9K XF, 5Y
SFP-10G-SR-S [ 10GBASE-SR SFP Module, Enterprise-Class 192
‘ 'QSFP-40/100-SRBD | 100G and 40GBASE SR-BiDi QSFP Transceiver, 24
LC, 100m OM4 MMF
| CON-SNTP- | SNTC-24X7X4 Nexus 9300 48p 1/10/25G, 6p 4
N9KC93X3 | 40/100G, MAC
| QSFP to SFP CISCO-CVR-QSFP- | CISCO N9K-C9336-FX2 -2 QTY 4
| CONVERTER SFP10G [
I CISCO-CVR-QSFP- CISCO N9K-C93108TC-FX-2 QTY
S | SFP10G -
DLP (Data Loss Prevention):
Total Total Total
Quantity | RAM | RAM | CPU CPU Stﬁ';.}ge Storage
(GB) {Cores) (TB)
Forcepoint Security Manager
Dual Quad Core 3.0Ghz processor or 141 (DC &
higher, 96 GB RAM or higher 2 DR) G6 192 8 16 2 Bl
10/100/1000 Mbps NIC, 2TE usable
Hard disk space
Database Server (M5 SQL)
Dual Quad Core 3.0 Ghz processor or 242
higher, 128 GB RAM or higher 2| (Local HA
10/100/1000 Mbps NIC, 4TB usable | at DC &DR | 128 156 8 16 4 8
Hard disk space SQL Server STD or ENT is
{Applicable 5QL /0S/DB licenses to be | required)
factored)
Endpoint Server
Dual Quad Core 3.0 Ghz processor or 10 (DC)
higher, 32 GB RAM or higher 2 10 (DR) 32 320 8 20 0.5 5
10/100/1000 Mbps NIC, 500GB usable
Hard disk space
OCR Server 3 32 96 8 24 0.5
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Dual Quad Core 3.0 Ghz processor or
higher, 32 GE RAM or higher 2
10/100/1000 Mbps NIC, S500GRE usable
Hard disk space

Incident Risk Ranking Server
B core CPU, 2.5 Ghz each, 20 GB RAM,
150 GB Hard Disk, 1 NIC 10/100/1000

Mbps
On-premise
1, Virtual Machine Image- OVA file B S8 [P é ; :
{(VMware ESXi 6.5 certified/ 6.0
supported)
2. RHEL 7.9 Machine Software
Application Based
804 136 175
VA (Vulnerability Assessment)
Order Type _ Part code Units
Credit - Tenable Security Center TSC 2312
Credit Tenable Security Center Agents On Premise (For | AGT-OPS 1312
| Subscription SC/CV)
Credit Standard Tenable Security Center console TSC-5THNDC 11
- New ~ Tenable Security Center Plus - Subscription TSCCV | 5000
Mew Tenable Security Center Agents - On Premise (For| AGT-0OPS 5000
| Subscription SC/CY) _ ) - _ ol
New | Standard Tenable Security Center Plus Console | TSCCV-STNDC | 1

Note: The Bidder shall provide 5000 licenses (2300 existing licenses and remaining additional licenses)
from inception which will be upgraded in upcoming 5 years along with asset licenses with the hardware
changes, the bidder shall plan for 10% YoY growth and provision the sizing of the hardware accordingly.
Along with that, the bidder shall provide unit price of assets licenses which can be leveraged by the Bank
to procure additional license as and when required during the tenure of the contract.
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