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Carrigendum-4 to GeM Bid ref: GEM/2024/B/5406710 dated 17/09/2024 for Selection of System

Integrator for End-to-End implementation of Next Generation Security Operations Center (NGS0C)

in Canara Bank.

It is decided to amend the following in respect of the above RFP;

Amended Annexure-9
Functional and Technical

b,
[ <1, | Section/ Annexure/ Clause No, Existing Clause Amended Clause
Ho | Appendix of GeM
Bid
1. Section C - 5. No. & Panalties/Liquidated Amended Penalties/
Deliverable and Damages Ligquidated Damages
Service Level
_ Agreements .
2. Section CC - 5. Na, 7 Payment Terms Amended Payment
Deliverable and Term:=
Service Level
Agregments
3. Annexure-9 Functional and Functicnal and Technical
Technical Reguirements
Requirements Requirements
A, Annexure-10 Technical Technical Evaluation Amended Annexura-10
Evaluation Criteria Technical Evaluation
Criteria Criteria
5. Annexure-17 Bil{ of Material Rill of Material "“Amended Annexure-17
Bill of Material

All the other instructions and terms & conditions of the above RFP shall remain unchanged.

Please take note of the abave amendments while submitting your response to the subject RFP,

Date; 06/11/20G24
Place: Bengaluru

-

5eputy General Manager

Canara Bank, CPaVM Wing, Carrigendum-4 to GEMFIDZ4/BI5406710
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Pepalties! Liquidated Damages:

6.1. Uptime Penalty: Bidder shall ensure that a minimum 99.90% uptime of the solutfon is
maintained monthly (Calctlated on a monthly basis, which includes all the components of
the solutions as a whole), Components hosted by the bidder in Data Centers such as
appliances, solutions, Dashboard and the services offered by the bidder should have high
uptime and penalties will be calculated for any unschedufed downtime as mentioned below:

ot
HNo

_Seﬁige Lew.:lq

Expected Service Level

Penalty

Solutions and
other Sccurity
Solutions and
Services)

Uptime
{Individual
systems
DC/ DR}

at

solution (SIEM, SOAR, UEBA, EDR,
PIY, Anti-DDo5, Anti  -APT) is
maintained monthly (which includes
all the compeonents of the solutions as
a whole). Components hosted by the
bidder 1n Data Centers such as
appliances, solutions, Dashboard and
the services offered by the bidder
should have high uptime and
penalties will be calculated for any
unscheduled downtime as mentioned
brelow:

_ Category
Sotution Bidder shall ensure that a minimum| Uptime % calculated on manthly
{NGSOC 99.90% uptime of cach critical| basis for each solution.

Uptime 92,80%
and above

Nz Penalty

Uptime 98.00%
and above but
below
99.90%

i% of monthly
*NGSOC
operations
charges for each
critical solution

Uptime  96.00%
and above but
below
a98.00%

8% of monthly
HGS0OC
operations
charges for each
critical solution

Uptime 90.00%
and zbove but
below
96, 00%

10% of monthly
NGSOC
operations
charges for each
critical solution

Uptime Delow
90.00%

19% of monthly
NG00
operations
charges for each
critical solution

Bidder shall ensure that a minimum
98.00% uptime of each non critfcal
solution/ services {other than critical
solutions/  services) is  maintained
monthly {which includes all the
components of the solutions as a
whiole).

Uptime %0.00%
and above but
below

98.00% for each
nen criticat
solution/
service

10% of monthly
NGSOC
cperatians
Charges for each
Hon-critical
solution

Uptime Below
50,00% for each
non critical
solution/
service

15% of monthly
NGSOC
aperations
Charges for each
Mon-eritical
solution

* NGSOC Operations Charges: Resource cosés for SOC monitoring and maintenance.

Note: Penalty will not be applicable, if the down time js caused due to any Bank dep _gg?]??“q?

planned and approved downtime, However, the bidder shall work in tandem with

existing System Integrator {51) to resolve such issues and make the solution.

Canara Bank, CPEVM Wing, Corrigendum-4 ta GEM/2024/6/5406710
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The percentage uptime is calculated on a maonthly basis of each month in the said month using
following formulas

Uptime = Jotal minutes in the month - Downtime minutes in the month

Uptime % = {uptime/ Total minutes in the month} *100

Downtime: subject to the SLA, the accumulated time during which the System is not available to
the Bank's users ar customers due to system or infrastructure failure, 1t is measured from the
time the Bank reports the incident through mail and /ar log a call with the Bidder of the failure or
the failure is known to the Bidder chserved from the menitoring tools and availability
meastrement tools to the time when the bystem operations are restored,

6.1,1.
6.1.2.
6.1.3.

deducted as per the above panalty defined,

payable towards NG SOC services operations.,

If the bidder falls to maintain the guaranteed uptime, Penalty for uptime will be
The maximum penalty levied shall not be more than the 15% of the total monthly charges

If monthly uptime is less than 70%, the Bank shall levy penalty as above and shall have

full right to terminate the contract under this RFP or MAC/ ATS, if contracted, The right
of termination shall be in addition to the penalty. The above penalty shal! be deducted
from any payments due to the bidder (including AMC/ ATS payments).

6.2, Penalties for delay in replacement of devices: Bidder should replace failed hardware and
restare the services within 12 hours from reporting time, Gtherwise, penalty will be levied
on bidder as follows:

Penalty

Up to 12 hours: No Penalty
32 hours to 18 haours: 1% of cost of
Hardware/ Appliance
18 hours to 24 hours: 2% of cost of
| Hardware/ Appliance
More than one day (74 hours); 5% of

cost c:{I:Iardmi.r@m / EEEliance

Fenalty

If historical logs/ data are not
retrieved from the system as per
barnks requirement, peonalty will be
deducted of 0.1% of cantract valuc
per instance.

Penalty

Any violation in meeting

4 i
51, Service Level Expected Service Level
Ha Category
Penalty for Delay in | Bidder should replace
replacement of | failed  hardware  and
Devices (hardwaref | restore the services within
1. | software/ tool/ [ 12 howrs from reporting
solution or any |time. Otherwise, penalty
other components) | will be levied on bidder as
follows.
6.3. Penalty on Non Retrievability of Historical logs/ data:
51, Service Level Expected Service Level
Ho Category
1. | Historical Logs Penalty due to non-
retrievability of historical
logs/data as per the RFP
scope.
6.4. Penalty on Service levels during Operations
sl. | Service Level | éxp;‘cted Service Level
Ha Category _ )
1. | Incident Response of the incidents is depicted as
Response per the Bank's SLA defined below: the

Turnaround  time
requirements  will  be

Severity Response

calculated on monthly

Canara Bank, CPEYM Wing, Corrigendum-d 1o GEM/Z024/B7 5406710
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Turnaround
Time {(TAT)
Critical | 10 mins
High 20 mins
Medium 60 mins
Low ] 180 mins
Any  violation in meeting  the

Turnaround time requirements will lead
to penalty {Refer below mentioned
formula).

Percentage of incidents not meeting
the Turnaround time monthly basis =
{Total number of incidents not meeting
TAT /Tota! number of incidents) *100

basis.

Bank shall impose a
penalty of the overall
monthly operation charges
as mentioned below:

Percentage of incidents
not meeting the TAT

Morc than 5% - Penalty of
10 percentage of the
overall HNGS0C  monthly
operation charges

2% to 5% - pepalty of 5
percentage of the overall
NGSOC monthly operation
£harges

other security
salution
management
Version/
ReleasefUpar
ades/ patches

BIEE!:er to inform Canara Bank and
ensure that entire stack aof HGS0C -

firmware, software, database,
middleware, etc. are updated with
latest stable firmware, patches,

upgrades, release, version, etc. as per
the Bank policy{M-1}
(or)

within 90 days in production,

Auditd YAPT
of NGSOC and
other security
solutions

Manpower
services

1 QOnsite

as per RFP 1.e., N-1 release to be applied

Penalty af 2% of monthly
NGSOC operations cost per
waek of delayed
updating/patching for any
component of NGS0C ance
notified by the Bank.

Compliance to be submitted within 15
working days for all Critical /High Risk
Observations,

For all ather observations, compliance
ta be submitted within 1 month,

Audit observatiens ta be closed as per
Bank's TAT (turnaround time],

Penalty of 5% of monthly
NGSOC operations charges
for critical and high
observations.

Penalty of 1% for each
repeated observation.

persannel retources

{L1/L2/L3):

L1/L2:
< 85% of required strength

L3/Project Manager:
< B5% of required strength

HNote: Penalty Calculation starts fram
the day aof breach of S5LA until the
required strength is achieved.

When rounding, we follow these rules:

s Numbers with a decimal part of 0.5
of more are rounded up 1o the next
whole number,

« Numbers with a decimat part less
than 0.5 are rounded dawn.

For instance:

Penalty of Rs.5000 per
resource  per day for
absence of L1 and Penalty
of Rs.10000 per resource
per day for absence of [2
S0C Analyst (of monthly
paycut).

Penalty of Rs.15000 per
resource per day for L3/
Project Manager of
monthly payout,

However, total penalty
under this will be limited
to 15% of the total
charges  payable  for
Resaurce charges
monthly payout,

o
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+ 7.6 would be rounded to 8.
« 5.3 would be rounded to 5.

Bidder needs to replace
the Hardware/ %Software
The bidder will have to replace/ before & months from the
upgrade the Hardware/ software before | date of ECS/ EOL, in case

End of sale/
end of

2- ?ﬁﬁner:; gzd 6 months from the date of End of | of delay 1% per month will

4 Support/ End of Life. be charged as LG on the

component total  cost of the
component.

The Bidder's onsite Monitoring and !'."larmgre.-nfé?1“1:l teams should be available 24x7x365. The team
resources should mark attendance compulsorily as required by the Bank. Consolidated attendance
details of these teams shall be submitted to the Bank by the Bidder on monthly basis. The Bank
may independently validate the same from attendance records available with them and
appropriate the same.

6.5,

6.6,

4.7.

6.8,

Penalties/ Liquidated damages for delay in Delivery and Instailation would be as under,

6.5.1. Non-compliance of the Supply/ delivery will result in the Bank imposing penalty of
£.50% on delay in delivery per week or part thereof, on the ipvoice value of that
particular [tem/solution location wise.

6.5.2, Nan-compliance of the Instatlation, Configuration, Implementation will result in the
Bank imposing penalty of 0.50% on delay in Implementation per week or part thereof,
on the invoice value of that particular ltem/solution location wise,

6.5.3. However, the total Pepalty/ LD to be recovered under above clauses 6.5.1 & 6.5.2
shall be restricted to 10% of the total value of that particular Item/solution location
wise,

Penalties/Liquidated damages for delay in One-time implementation, UAT and GO-live:

6.6.1. Non-compliance of the implementation will result in the Bank imposing penalty of
0.50% on delay in implementation per week or part thereof for each solution , on the
cost mentionad in Table-1 to 3 of Annexure-17.

6.6.2, However, the total Penalty/LD to be recovered under above clause 4.6.1, shall be
restricted to 10% of the total value mentioned in TCO of the respective solution of
Annexure-17.

Penalties/ Liquidated Damagas far non-parformance: If the selected bidder does not meet
the specifications/ terms of the RFP during various tests/ stages, the selected bidder shall
rectify the same at bidders cost to comply with the specifications/terms of the RFP
immediately to ensure the commitied uptime/terms, failing which the Bank roserves its
right to withhold the payment, impose penalty and invoke the Bank Guarantee/ nullify the
contract.

Penalties/ Liquidated damages for delay in providing Subscription Services would be as
uander: If the selected bidder fails to provide subscription services to Bank as per the RFP,

Canara Bank, CPaVM Wing, Corrigendum-4 to GEM/2024/BF5406710 Page 5 of 84
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the selected bidder shall be liable*to pay Liquidated damages at the rates specified below
subject to a cap of 5% on the total service cost:

Liguidated Damages | Period

EED% (Half Percent) per week of total service | For the first Four weeks of Delay.
cast

1.00% {One Percent) per week of total service| Beyond Four weeks of Delay,
cost

E.g : For six week of delay the ponalty will be calculated as follows.
For first 4 week = 0.50%[Per week) *4=2% of total service cost.
For 5th and éth week = 1%*2=2% of total service cost,
Total penalty will be 4% of total service cost for six week of delay.

6.9. Penalties/ Liquidated damages on failure to resolve incidents like Phishing, Pharming,
Brand Abuse, Malware etc. {calculated on quarterly average basis for all incidents):ihe
selected bidder should resolve the incidents reported. The selected bidder shall be -liable
to pay Liquidated damages at the rates specified below subject to a cap of 15% of quarterly
payment of in scope service.

! Resnlutmn time Penalty Amount

l Within 480 rinutes Ho Penalty

! 480 ta = 540 minutes R 3vﬂﬂ% on Basic invoice value of Quarterly payment
| 340 to < 600 minutes 5.00% on Basic invoice value of lZJI_ua'qrtnerh.ur payrment

If resolution time exceeds beyond 10 hours, penalty equivalent to 15% of quarterly payment
of in-scope services will be charged. In case an incident is nat closed within the period of 7
days from the date of its identification then Bank will reserve the right to get such incidents
closed from other parties, expenses for which shall be recovered from the selected bidder.

6.10, Penalties/Liquidated damages of delay in Takedown of phishing sites specifically
targeting Canara Bank (Standalone attacks) {To be caiculated on incident basis)

Resolution time Penalty amount
Mare than 24 hours, but less than 48 hours Rs.50 per takedown
| More than 48 hours, but less than 72 hours Rs.100 per takedown
More than 72 hours Rs. 150 per takedown
6.1%1.Pepalties/ Liquidated damages of delay in Takedown of fraudulent mobile/Web apps

specifically targeting Canara Bank{Standalone attacks) {To be calculated on incident
basis)

Resclution time r Penalty amount
H¥ere than 24 hours, but less than 48 hours | Rs.100 per takedown
aMore than 48 hours, but less than 72 hours As. 508 per takedown
whtore than 72 hours Rs. 1000 per takedown

However, total penalty under this will be limited to 15% of the total charges payable for
Threat Intel Service charges for the quarterly payout.

6.12, Penalties/Liquidated damages of failure to maintain response time for Scanning of B
websites for Defacement (Jo be calcidated on incident basis):

A genuine act of defacement on Bank's websites should be detected within 15 minut
incident, Penalty at the rate of 5% of quarterly payment for Threat Intel service wﬂl
charged far delay in detection of defacement for more than 15 minutes but less thark¥ i

‘Canara Bank, CPREYM Wing, Corrigendum-4 to GEMS2024/8/3406710 Page 6 of B4
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* In case of response time maore than 1 hour the penalty at the rate of 8% of quarterly
payment of Threat Intel services will be charged,

= If the response time is more than 24 hours, penalty at the rate of 10% of quarterly
payment of Threat Intel services will be charged.

dufer dip

However, total penalty under this will be limited to 15% of the total charges payable for
Threat Intel services for the quarterty payaut.

6.13. The selected bidder shall perform jts cbligations under the agreement entered into with the
Bank, in a professional manner.

6.14.lf any act or failure by the selected bidder under the agreement results in failure or
inoperability of systems and if the Bank has to take corrective actions, to ensure
functionality of its property, the Bank reserves the right to impose penally, which may be
equal to the cost it incurs or the {oss it suffers for such failures.

6,15, If the selected bidder fails to complete the due performance of the contract in accordance
with the specification and conditions of the offer document, the Bank reserves the right
either to cancel the order or to recover a suitable amount as deemed reasonable as
Penalty/ Liquidated Damage for non-performance.

6.16. Any financial loss to the Bank on account of fraud taking place due to selected bidder, its
employee or their services provider's pegligence shall be recaverable from the selected
bidder along with damages if any with regard to the Bank's reputation and goodwill.

6.17. Bank may impose penalty to the extent of damage te its any equipment, if the damage was
due to the actions attributable to the staff of the selected bidder,

6.18. The liguidated damages shall be deducted/ recavered by the Bank fram any money due or
becoming due to the selected bidder under this purchase contract or may be recovered by
invoking of Performance Security or otherwise from selected bidder or from any other
amount payable to the selected bidder in respect of other Purchase Orders issued under this
canitract, levying liquidated damages without prejudice to the Bank's right to levy any other
penalty were provided for under the contract.

6.19.All the above liquidated damages are independent of each other and arc applicable
separately and concurrently. Liguidated damages is not applicable for the reasons
attributable to the Bank and Force Majeure,

S1. | Description Of the Penalty Type Max Penalty
Mo
_T Uptime Penalty 15% of monthly NGSOC operations charpes

Z | Penalty on Service levels during Operations - | 10 % of the overall NGSOC_monthly
Incident Response operation charges B

3 |NGS0C___and  other  security  solution | 10% of monthly NGSOC sperations charges
management - Version/ ReleasefUpsrades/
patches ) e

4 1 Audit/ YAPT of NGSOC and other security | 10% of monthly HG50C operations charges
solutions

5 | Manpower services

15% of monthly NGSOC operations charees |

All the above Penaity Types are capped to overall/cumulative Limit of 15% of monthly SOC

| Dperation Charges

& Penalties/ Liguidated damases on failure to
resolye _incidents like Phishing, Pharming,

Brand Abuse, Malware

15% of Threat Intel Service charges

[=a

Penaltms!Liqmdated damages of delay in

15% of Threat Intel Service chnrges

Canara Bank, CPEVM Wing, Corrigendum-4 to GEM/2024/845406110
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All the above Threat Intel Service Penalty Types a
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Takedown of phishing  sites  specifically
targeting Canara Bank (Standalene attacks)

Penalties/ liguidated damagos s of de delay in

15% of Threat Intet Service charges

Takedown of fraudulent mobile/Web apps

specifically targetine Canara Bank
{5tandalone attacks)
Penalties/Liquidated damages of failure o | 15% of Threat Intel Service charges

maintain response time for Scanning of Bank’s

websites for Defacement

re capped to overall/cumulative Limit of

15% Threat Inte] Service charges

ig

12

13

| All the above delivery/replacement Penalt\r Types

Penalties/ _Liquidated damages f::rr delay In

10% of the total value of that particular

Detivery and Installation
Penalties/Liquidated_damages for delay in

ltem/solution lecation wise

10% of the total value mentioned In TCO

One-time Implementation, UAT and GO-live

of the respective solution of Annexure-
7.

' Penalties/ Liguidated damages for delay in
‘providing Subscription Servicey

5% on the total service cast

Fenatties for delay in renlacement of devices

5% of cost of Hardware / Appliance

are capped independently without any

cumulative limits

14

NOTE:

Penalty on Non Retrievability of Hlstr:rr{cal

1% of Total Contract Value

1 logs/ data

However, the overall cap of the abave penalties from clause 6.1 to clause 6,12, shall
be restricted to 10% of the total value mentioned in TCO of Annexure-17.

Canara Bank, CPEVM Wing, Corrigendum-4 to GEMF2024/B/ 5406710
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7. Payment Terms

7.1. Payment Terms for Sclutions and Hardware:

7.1.1. The payment schedule will be as under and will release after execution of contract
agreement. Payment schedule will be as under for each of the in-scope solutions
{SIEM, SOAR, UEBA, PIM, EDR, TIP, BAS, DAST, DLF, VM, Anti-DDoS, Anti-APT, NBA):

st % of Condition/ Remarks
Mo | Payment Stages Paym | {After deducting applicable penalties and Liguidated
ent damages {if any) as per GeM Terms & conditions)

After complete delivery of all hardware and its related
software. Please note that Originals of inveoices (plus
50 One Copy) reflecting Taxes & Duties, Proof of delivery
= | duly signed by Bank officials of the respective Branch/
office should be submitted while claiming payment in
respect of ordersplaced. B
After  successful  installation, confipuration &

Hardware cost commissioning of all Hardware & Software items
1 tincludinge 05 & supplied as por Scope of Work. The Bidder has to
* | associated 10% submit installation reports duly signed by the Bank
Software) =— | officials of the respective Branch/offices, while

claiming payment. The invaice and installation report
should contain the product serial number of the items
supplied. B
After completion of training, Warranty period, on
submission of invoices duly acknowledse by the
Bank's Officials or Submission of Bank Guarantee of |
equivalent amount. o |
100% After complete delivery of ltecense and on
production of relevant documents like delivery signoff
2. | License cost 100% | and inveice with product serial number of the items
supplied duly approved by the Bank Officials while
claiming the payment.
On surcessful implementation in UAT of respective
solution/services and on submission of Inveice and
Acceptance/Sign off by the Bank on production of
relevant documents, o
On successful implementation in DC, DR and go-live ‘
\
|

?
=1
=

and on submission of lnvoice and Acceptance/Sign off
by the Bank on production of relevant documents.
HOTE: Sion-off will be provided on  successfut
demonstration of all technical specification points of
the respective solutions. i
On successful completion of DR Drill of respective
solution/services and on submissian of Invoice and
Acceptance/Sign off by the Bank on production of
relevant decuments. o .
Cn successful implementation of all NG SOC solutions
59 and submission of Invoice and Acceptance/Sign off
thereof by the Bank officials on production af refevant
N documents.
4. | AMC/ATS Payment will be made Quarterly in arrcars after deducting
i applicable pepalties and Liguidated damages.
Additional 100% payment will be released after Successfil Go Live and on
5. | requirement/ production of relevant documents, Acceptance/Sign off thereof
additional by the Bank officials on production of relevant docutnents.

LR
=
o=

|

One time
3. | implementation
cost

&
2
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customization/
enhancement

Payment  for onsite  resource  charpes will be  paid
Dedicated  Onsite | propartionately as per attendance in  monthly arrears after
Resources deducting applicable penalties and Liguidated damages.

100% payment will be released vearly after sucoessful
completion of training for respective year and submission of
Invaice and Acceptance by the Bank on preduction of relevant
Training Certificates and documents.

7. | OEM Training

7.1.2, Bank will release the payment on completion of activity and on production of
relevant documents/invoices, Please note that Originals of invoices (plus One Copyl
reflecting GST, GSTIN, State Code, HSN Code, State Name, Taxes &t Dutics, Proof of
delivery duly signed by Bank officials of the respective Branch/office and
Manufacturer’ss Supplier's Warranty Certificate should be submitted white claiming
payment in respect of orders placed.

7.1.3. The selected bidder has to submit installation report/Sign off report duly signed by
the Bank officials of the respective Branch/offices in originals while claiming
payment. The invoice and installation report should contain the product serial
number of the items supplied.

. Bank will not pay any amount In advance unless otherwise specified in this RFP.

. Bank will not pay any amount in advance except Licenses charges for Znd& 3rd year.

. Payment shall be releascd within 30 days fron'l the date of submission of relevant
documents as per RFP terms.

7.1.7. The Bank shall finalize the installation and acceptance format mutually agreed by
the selected bidder. The selected bidder shall strictly follow the mutually agreed
format and submit the same for each location wise while claiming installation and
acceptance payment.

7.1.8, The payments wilt be released through NEFT/ RTGS after deducting the appticaticn
LD/ Penalty, TDS if any, by centrally by Head Office at Bengaluru and the selected
bidder has to provide necessary Bank Details like Account No., Bank's Name with
Branch, IF5C Code etc,

7.1.9. All licenses shall be previded/ purchased in the name of the Bank.

NN
O N b

. Payment Terms for Services,

7.2.1. Payment schedule will be for each of the in-scope services {Threat Intel Services +
ASM, Breach Attack Simulation, Cyber Range, DDoS Dritl).

7.2.2, Payment shall be relcased -:;*LJ.':lr'tr:rl'_n,ur in arrears after completion of implementation of
the SOC Services mentioned in the RFP and acceptance of the same by the Bank
Officials for the respective .l'b.sﬂgnment

7.2.3. The total cost aor total contract price as defined in this RFP shall mean the total cost
or , price or value or charge towards prmrrdng the mentioned SOC Services to. The
payments will be released onty on acceptance of the order and on submission of
rontract performance guarantee,

7.2.4, The selected bidder shall be [ésp_onsib[e for extending the validity date and claim
period of all the bank guarantees as and when it is due on account of incompletion of
contract under guarantees. The bank will invoke the guarantee before expiry of
validity if contract is not cnmpleted and the guarantee is not extended, accordingly,

7.2.5. Please note that Originals of invaices (plus One Copy) reflecting GST StateCode
HSH Code, State Name, Taxes & Dutles, Proof of delivery duly sig d* by Bank
afficials af the respective Branch/foffice should be submitted while clai mg paj.rmept &
in respect of order/s placed, % :

Canara Bank, CPEVM Wing, Corrigendum-4 1o GEM/2074/B15406710 Page 10 of B4
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7.2.6, Paymant shall be released within 30 days from submission of relevant documents as
per RFP terms after deducting applicable TDS centrally at the Bank's office at DIT
Wing, Naveen caomiplex, 14, M G Road, Bengaluru-560001.

7.2,7. The payments will be released through NEFT/ RTGS after deducting the application
LD/Penalty, TDS if any, centrally by Head Office at Bengaluru and the selected
bidder has to provide necessary Bank Details like Account No., Bank's Name with
Branch, 1F5C Code etc.

7.2.8. The invoices should contain full details of all the items contracted by bank, as
reflected in Annexure 17 and should not contain any clauses contrary to the terms of
the contract and If any such clause exists in the Invoicefany other documents, the
same will not be valid and cannot be held against the Bank,

Payment terms for resources:

7.3.1. Payment for Onsite Resources shall start after implementation sign off of respective
solutions/ services and as per discretion of bank.

7.3.2. Yendor has to provide onsite resources from the date of sign off or as per banks
requirement during implementation phase, if required.

7.3.3, Payment for the SOC cperations, maintenance from 1% year to 5™ year i.c., 60
manths from the date of sign-off of the project (last solution Sign off). The total cost
gquoted under the Final Commercial Bill of Material - SOC Qperating cost will he
divided intc 60 equal installments and will be paid to the System Integrator monthly
in arrears on submission of invaice, and other suppaorting documents.

7.3.4. Payment for onsite resource charges will be paid proportionately as per attendance
in  monthly arrears after deducting applicable penalties and Liquidated damages.

Canara Bank, CREVM Wing, Corrigendurn-4 ta GEMS2074/B/34046710 Faee 13 of B4
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Annexure-3
Functional and Technical Reguirements
{Should be submitted on Company's letter head with company seal and signature of the
a}.thugzed person}

SUB: Selection of System Integrator for End-to-End implementation of Next Generation Security
Operations Center (NGSOC) #n Canara Bank,
Ref: GEMS2024/B/5406710 dated 17/09/2024, -

j— [ — - mr — mEm P L]

' HNote:

a) The specifications of propesed NG -S0C system/ solution are detailed below. These
( specifications are only indicative but not exhaustive.

If the bidder Teels that cortain features offered are superior to what has been specified by the
* Bank, it shall be hightighted separately. Information regarding any modification required in the
(b} | propescd solution to meet the intent of the specifications and state-of-the-art technology shall
be provided. However, the Bank 'egcrvcs the right to adopt the modifications /superior
features suggested/ offered.

The bidder shall pravide all other required equipment’s and/or services, whether or not
(c) | explicitly mentioned in this GeM bid, to ensure the intent of specification, completeness,
operability, maintainability, and up_gradamv.

The bidder shall own the respensibility to demonstrate that the salution offered are as per the
(d} | specificatien/performance stiputated in this GeM bid and as committed by the bidder either at
site or in bidder's work site withaut any extra cast to the Bank.

— - - A e— -

The bidder should provide their response to the Technical and Functional Requirements by giving the
compliance as Yes/ No. Explanations/ suggestions of the bidder against each reguirement sheuld be
given in the Remarks column. If more explanation of a point is needed, documents can be attached to
Remarks Column of the respective reguirement.

Mt the below points are Mandatory/ Essential Techrical/ Functional/ Features requirements. Hon-
compliance to any points shall lead to disquaiification of the Bidder,

1, Technical Specifications of each 50C Solutions
I.  Security Incident and Event Management {SIEM):

Compliance | Remarks

51, No Technical and Functional Reqmrements {Yes/No)

Architecture :hl- .

1. [ The proposed solution shall be hardware.or software based with
logically segregated into Collection, ccrrelatlr:m and Management
layer. If the software appliance is pmpnsed the OEM shall provide
all the required hardware to 1mplement-the solution

2. | The solution shall be Sized for 1 ,00,000 EPS for DC & DR each and
sustainable up to 150,000 EPS per site’ Ldunng ‘contract pericd
without dropping or gqueuing of iug‘s ‘on any proposed SIEM
components as  per  hank requxrement and any additional
Hardware, software, and storage except EPS licenses. There
should not be limitation en the number of devices like servers,
network devices, virtual machines or any.other data source(s) that
is required to be integrated.
Bidder must provide pricing for extra EPS fequired by bank during
the contract peried in bundle of 5000 EPS,

T
1
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diolel
‘The proposed solution shall be capable of dual forwarding/

streaming/ replicating of raw logs from DC to DRC and vice versa.
Storage must be arranged accordingly.

SIEM soluticn should suppart Disaster Recc:-'u'erz.r and sized for the
DR site as well. The solution shall be sized «to consider dual
forwarding/ streaming/ replication from DC to DR and vice versa.
Bidder shall provide necessary load balancer to distribute log
ingestion across proposed log collectors {in DC apd DR)

The preposed sofution must support the data replication fdual
forwarding without relying on other third-party replication
technologies on the operating system or storage level with near
zarg RPO & RTO, |t should also admin to decide on replication
factor within DC and replication factor for OR. DR should always be
active and should be updated with artifacts for any incident
analyst is warking on,

The solution must integrate with 3rd party directory systems as an
authentication methed. Solution should be integrated with LDAP or
Active Directory solutfon for access provisioning to the SIEM
system. .

SIEM should provide out of box Cloud integratians to retain full
visibility into cloud security stack and snipdgort hybrid integration
{Cn prem Cloud}.
If the parser is not available the bidder/ OEM should developed
the parsers without any extra cost to bank

SIEM solution should provide MITRE framework mapping and
sugeest TTPs across rules, alerts, and incidents

The solution must provide an open APl mechanism to forward
events fincidents /alerts to other platforms such as ITSM, SOAR,
and any other SIEM solutions

10,

The solution must use distributed computing to scale data
collection and analytics and co-locates analytic processing with
collaction engines,

11.

SIEM solution should have High Availability acress all components
within the system e.g., log collection, log correlation,
management console ete, If it is required te have a LB to achieve
the requirement, the QEM shauld factor the same also must have
RAID redundancy {hard drives), Metwork Redundancy (Mgmt
interfaces}, and Power-Supply module redundancy and 4x1G/10G
network interfaces per server, {Bidder to explain architecture}

12,

High Avamlablllt',.r ‘should use cluster sel- -up so that data could be
shared between the nodes.

13.

The solution collector must_supp-urt the automatic load balancing
and load sharing

The solution must have automated internal health checks and
notify Bank in case of problems

The soluticn should have out of the box bi-directional integration
with proposed SOAR solution,

16.

The solution should not require additional license to deploy
additional nodes/SIEM components f.e,, {or collection, processing,
or HA requirements of the proposed sulutinn.

i7.

Froposed solution should support both automatic and mantally
escalation of incidents to proposed SOAR and should allow the
proposed SCAR to query data from the SIEM

Canara Bank, CPRYM Wing, Corrigendum- to GEM/2024/G/5406710
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18,

| 72,

19,

20.

1.

23

4,

125,

26,
7.

| 28.

29,
30,

b 31,

32.
EEN

3.

35,

Dot das @Cmmra Bank

The Proposed solution should have the. capahility to sync the use
cases, configuration from DC to DR aummatlcaity

[ —

The proposed solution must pmwdc far SoCUTe USer access via
HTTPS, S5H.

The sotution shall have out of the bux parser for the log sources
bank would ingest. If the saolution does not havé a parser for
custom application / log source the bldder / OEM shall develop
and implement the same within the agreed timelines. The bidder
shall ensure the relevancy of the custom developed parser are
maintained threughout the tenure of the contract

If the proposed solution has data’ r-:pl:catmn functionalities, the
same has to be achieved without rel*_.rmg on other third party
replication technologies on the operating system or storage level,

The solotion should be able to integrate with incident
management and ticketing tools like Service now, EMC, Proposed
SDAR, UEBA, and TIP etc. but not timited.

The solution should have the ability to'gather information on reat
time threats and zera day attacks from anti-virus, IPS and 105 and
analyses data against the infermation for - any. threats

The solution shall be able to provide the contextual enrichment
for the parsed data to help triage alerts faster. This information
can include details about the user, asset, i address, geulacatmn,
threat intelligence and wlr:eraﬂ:nm;}..ur sCan, rosults,

The OEM must provide the sizing appmach dunng the technical
presentation

The OEM shall pruwdc Pren*:iurmIr Enterprlse Suppart

Solution must support STIX/TAXI and APl method for consumption
of threat intel feeds from different platforms. Also, it must have

| capacity to ingest custom threat intel feeds manually,

LnP Stnrage

The bidder shall provisien hardware to retain six months events
online and 1 year Archival (5ix months» 12 manths). The oaline
starage shall be stored in SAM and NAS can be considered for
Archival.

SAN  storage Systems should support Native Storage
virtualization for centralized management and SAN Storage
systems should support 100 % Data Availability guarantee

SAN Storages must Scale-Up & Scale ou out-with support for intermix
af different type of drives (NVMe SSDs, NL 5AS, SAS), Data tiering
{Auto sub-LUN Hering) should be sgppnrted

No single point of failure, The SﬁtN s:.rstem should deliver
Industry leading Performance,

End to End SAN Infra monitoring from a sing{e management suite.

SAN system should support native remote replication for
backup/DR purposes, The storage system should Suppurt Zero
RTO natively,

[ SAN system should allow intelligent compression & de-duplication

per workload and can be disabled on non-. compressible warkloads.

The HAS system should be symmetric active-active architecture
and should have pnified eapability j.e., should support block and
file access with host connectivity for £C, 15CSI, CIFA and MFS. If
extemal appllance required, it should be propused with necessary
licenses.

“Canara Bank, CPEVM Wing, Corrigendun-d to GEM/2024 /675406710
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36. | The MAS serving node should be purpose-built appliance and should
not be a host based or running an general purpose 05 or a simple
SMB/ NFS canfigured file server.
37. | Proposed MAS system should have purpose-built hardware
acceleration through specialized hardware such as FPGA for
superior performance.
38, |The system must be dedicated. appliance with specifically
optimized OS to previde both flash and NAS functionalities. The
architecture should allow modular upgrades of hardware and
software, The system should be suitably configured for achicving
enhanced performance and throughput
39. | The system must have dual controller and file system heads with
automatic failover capabilities in case of one controller or head
failire. The united component must be redundant against power
supply, disk, cooling fan and data path failures. The central
storage system must support multi path autﬂmatit: load balancing |
with no single point of failure,
4. | At any time during contract period technological advances w.r.to |
solution (Application/ Software/ Hardware etc.) introduced by the
DEM/ Bidder for information technologies originally affered by the
supplier in its bid, the bidder and OEM shall be obliged to offer to
bank the latest version of the available hnn[agies having equal
or better performance or functionality throughout the contract
pertod without any extra cost to bank.
During performance of the Contract, the bidder shall offer to bank
all new wversions, releases and updates of standard software/
hardware/ application etc, as well as related technical support
within 30 days of their avallablhty from the QEM,

" Log Management

41. | The Proposed solution sheuld have capability to collect logs from
different platforms like Microsoft Windows, Linux{All flavors) UNIX,
MAC OS5, AlX, Solarls, Firewalls, EDR, AV, WAF, Tenable - Nessus,
Metwork devices, other security”devices or solution, identificd
database servers, cndpoint security management servers, web
application firewalls, network firewalls ,Active Directory servers, |
Web servers, Private cloud {¥Mware, OpenStack) & cloud services
{Aws/Azure/GCP/OC)), SAAS Solutions, D365, etc, as required by
the Bank, B
42. | The solution must support auta discovery of assets that are being
protected or monitored and make them avaflable in an asset
database within the system with critical fields like server IP,
Server hostname, 05 Hame, OS5 Yersion, Criticality, Date of
discovery atc, ta be populated automatically

43, | The network assets are often changing IP addresses, The solution
must maintain the asset database correctly even when IP address
changes. - _ .

44, | Solution must support industry log collection methods (syslog,
Whl, JOBC, SHMP, 1Psec, DDBC etc.) _
45. | The sclution must support information (users, groups, oic.)
collected from Directories [i.e., AD, LDAP) products.

46, { The solution must not block, dmp, or place grace period when |
system exceeds purchased EPS licensefsubscriptions limit

47. | The solution must integrate with other security and network
devices such as Firewalls, IPS, WAF, EDR, Switches, Roulers etc,

48, | Solution must have a log collection and archive architecture that

Canara Bark, CPGYM Wing, Carrigendum4 to GEM/2024/B/5406710 Pay




49,

5.

5,

53,

o4,

53.

568,

57.

5h8.
9.
&0,

61,
62,

a3,

| 4.

a5,
66.

G/,

choled dus @Ganara Bank

supports both short-term {onling) and lﬂng term [fohne} event
storage

Solution must be able to store logs in a separate systern which
would not be required to perform any real time correlation
thereby mipimizing the load on the Real time analysis.

Solution must provide agent based ccollection of event logs
preferably wherover not possible agent less log collection has ta
be provided without any additional lcense cost. Agent must be
single lightweight agent. Solution must have a light footprint and
agent based / agentless solution must. have minimat/ ne impact on
performance of endpoints.

Sotution must provide the ability to distribote both event

collection and processing acress the entire SIEM deployment.

SIEM shall support  Connector Dcvclnpment tool/SDK FAPL
availability for developing cullectmn mechanism for home-grown
or any other unsupported devices/ anphcatmns The respective
tool should be provided without any, extra cost to Bank

The solution must ensure the cummumcation belween the SIEM
components are encrypted

SIEM salution collector shauld forward the data to processing
unit/compaonent in real time without any ¢ delay.

The solution must normalize -::c:-mmnn event fields (f.e.,
usernames, IP addresses, hostnames, and log source device, etc. }
{rom disparate devices across 2 multi- vendor network

The system shalt be able to capture all details in raw log, events
and alerts and normalize them into & standard format jor easy
comprehension,

The system should be able an: anat'_-,rze logs with different event
formats e.g., well-structured logs, n‘i.tural langueage logs, multi-
line logs etc.

The soluticn must pm'ﬂde a Common taxonﬂmyr of ovents,

The solution must prr::-w-::ln the ability to normalize and aggregate
event flelds that are not represented b*,r the out-of-the-box
normalized fields

The SIEM must provide searching & dataflog management
including free form scarch,

The solution must pmwde near-real-t t:me analysis of events.

The solution must provide more advanced ovent drill down when
reguired.

The 5ulutlun must pmwda a real- trme streammg view that

o s, . 1t i

aspects of a security incldent in a single 1ﬂgical view. This view
should include relevant events, nel;wori' actw:ty data, correlated
alerts, ete..

The solution must allow for custom defined tagging of events

The pruposed solution should be hcrizﬂntally scalable to support
increase in EPS and should have giobal correlation capabitity on
raw or metadata/normalized events (i.e., correlation of events if
processed on multiple hardware.-*appliam:ns}

The solution must support user extended taxonemy of events and
fields. The user must be able to add thelr own unique event

] namecs

™

2
s,

- —_ ——— —
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68.

didiel dits

Solution should be able to define purging and retention rules for
log starage,

69,

The solution must monitor and alert when there is a disruption in
log collection from a device, In other words, if logs are not seen
from a server in X minutes, then generate an alert {report / 5MS
femail). In the event of same device generating multiple device
types of logs {For Example, same device generating Application
logs and System logs), the log disruption should be identified
properly without any false positives. Please describe how your
solution meets this requirement.

[ 70.

The solution must provide an out of the box mechanism to discaver
and classify assets by system type (i.e., mail servers vs, data base
serverst to minimize false positives associated with poer asset
classification. Please describe how your solution meets this
requirement.

1.,

The platform shall help to explore current and putentlal log source
type MITRE-mapping coveraga per rule, and suggest how the rule
coverage can expand if new log source types are added to the
environment,

7z,

solution should do basetining of normal log ingestion rate r;egularl'yr
and alert for any unusuat log ingestion rate{dips/spikes) per log
source using ML/A! models. T

73.

The solution must allow the adding/modifying/removing of log
parsers from Ul console without impacting log collection.

74.

The proposed solution must support the decoding of the common
protocols/parts: HTTP, FTP, DNS, MySQL, SMTP, SNMP, SMB, TCP,
UDP, NF5, Oracle (THS), LDAP/AD, PostareSQL, Sybase/SQL Server
(TDS), IMAP, POP3, RADIUS, IRC, SIP, DHCP, AMQP, DIAMETER,
MAPI and nat limited to the abave-mentioned parts/ protocols

7a.

The proposed solution must allow access to the rules written in §
Sigma/Generic SIEM and EDR/XDR query languages. [t supporls
common data schemas of SIEM along with the integration with
content service to directly deploy rules from threat detectian
marketplace,

io,

Solution should have ability to restore / replay older logs for
reparting, analysis, correlation, investigation, and forensics.

i7.

Solution should suppor{ IP¥4 format.

Analysis

78,

The solution must provide alerting based on observed anomalies

9.

The solution must support and maintain a h1stnr3r af user
authentication activity en a per asset basis.

80.

The solution must support a web-based GUI for management,
analysis, and reporting,

81.

Solution should offer a global threat feed which must allow the
analyst to perform search across various parameter {ike IPv4, IPve,
URL, vulnerability, Applications name, Malware, Spam.

82,

Solution should allow analyst to perform manual ad-hoc check tui.

determine if the organization is infected with any Zero-day attack.

8.

There should be provision avatlable to create complex searches by |
means GUI, to support advance investigation on. the data available

in the platform,

Canara Bank, CPaYM Wing, Cornigendum.-4 £ GEMI2024/B/5406710
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84.

§5.

86.

av.

|
1 90.
|
;

'

93.

o4,

05,

9¢.

97.
98.

09,

doofe) dds

-
il

The platform should provide a searcft experience which shall
guides analysts in defining what thﬂ‘y" want to search for with
abllll‘j’ to change. v,

Canara Bank

The solution must prmﬂde alerting based on ocbscrved security
threats from monitored devices and network activity

The solution must support a distributed model for correlation such
that counters, sequences, identity [anmps, ctc, are shared across
all collectors/loggers/aggregators,

S) proposed should provide capability t6add the following systems
for cffective incident detection and correlation pest completion of
the SIEM deployment.

a)] Flow and packet-based threat Detectmn

b} User Behavior analysis by Integration with flow analysis/ packet
capture tool {
c) Threat Intelligence -

The solution must pravide the abilily tn carre{ate “information |

across potentially disparate devices and flows informaticn.

- — AFW RE [ e s ey

The solution must provide alr_-rfmg based -on observed ancmalies
and behavioral changes in network activity (flow) data, Describe
any pre-packaged alerts and methed *for adding user-defined
anomaly and behavior alerts, &

The solution must observe anomaiies other than | just simple
threshold basis

The solution must chaln alerts into une smgie incident record, so
when different rules are trigeered and: these activities are related
with one single offense, then these trigeers will generate only one
inctdent record to avoid werluadmg the security aperation team.

| The solution must provide alerting based. upon established policy.

(e.g., IM traffic is not allowed.)

The solution must generate and alert, when a new service appears
en the nctwork or when hew assets anpear where they shouldn't
or arc not planned.

The solution must provide the ability tc- ‘transmit alerts using
multiple protacols and mechanisms to other management solutions

The solution must provide Ul based wizardf capabilities to
minimize false positives and deliver accurate rresulis,  Please
describe how your solution meets this requirement.

The solution must limit the presenta..mn of multiple similar alerts.
Describe the solutions ability to m!mmue duptlcate alarms.

The sclution must support tthe a ablht; 1o take action t Hpon feceiving
an alert. For example, the solution should support. the ability to
initiate a script or send an email message. Please describe how
your solution meets! this requiretnent.
The solution should also have featurn to captire analyst detajls
whao have worked analyzed / mvestlgate the aleris

The solution must support the ability to correlate-against drd party
security data feeds li.e,, geugraphic mapping, known botnet
channels, known hostile networks, etc.). These 3rd party data
feeds should be updated automatically in the proposed SIEM
solution. Please describe how your solution meets this
requirement,

The solution must support correlation for a missing sequence,
Example service stopped not followed by the service restarting
within 10 minutes. Please describe how your soluttony mmeets this
requirement.

- -
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100,

flwh‘l g "'(

The solution must support correlation for additive values over
time. For example, alert when any SRC IP sends more than 1GE of
data to & single port on a single DST 1P in a2 one-hour period of
time. Please describe how your solution meets this requirement.

The sotution must pravide a mechanism, {0 optimize rule tuning,
which allows for the grouping of similar input values of a
correlation rule that can be used by multiple rules. This grouping
mechanism should allow for bath static groups and groups that are
dynamically created by ather carrelation rules. For example, the
user of the system can define a group of banned ports/protocols
that should be used across multiple correlation rules that monitor
for inappropriate network activity, Please describe how your
solution teets this requirement.

102,

The salution must support historical cacrelation so users can re-run
past events and flows on historical data, so mew rules can be
tested more precisely. Please describe how your solution meets
this requirement.

103.

The soluticn must be able to be tpdated regularly, to stay aware
of the tatest threat infermation and research available.

' Géinam Bank

104,

The solution must be able to analyze user activity to detect
malicigus insiders and determine if a user’s credentials have been
compromised.

105, [

& o3 .
The platiorm should Visualize alerts, n’étwurk data, threals,
malicious user behavior, and cloud environments from around the
world in geographical maps, and auto updating charts,

106.

The platform should offer an interface to help user in browsing the
existing rule mapping across MITRE Framework & enabling them to
map their custom rules to MITRE ATT&CK tactics and techni ligues.

107.

The platform should cifer user to tune their cnvironment with the
help of built-in analysis capability.

108.

The platform should suggest new insights to prioritize the roliout
of new use cases/apps to effectively strengthen the securily
posture.

10%.

The platform must  automatically detect any logical or
performance issues in the default or custum use cases/rutes and
pravide a visual interface indicating the issue,

10,

The platform must detect togical or perfarmance isstigs, such as
when a rule calls referenceable data but the object is blank for
example: when a rule calls referenceable data of a bad process
but the object/folder does not contain a list of bad processes.

The platform must detect fogical or performance issues such as no
rule referying to a data/object/folder.

[The platform must detect any logical or performance- -related |

issues. Such a rule uses a normalized event propetty/field, but the
field is deactivated at the system level.

The platfarm must detect logical or performance issues, such asa |

rule that uses a performance-intensive test condition, such as
regex or unparsed raw payload content, and 56 on.

114,

The platform must provide information about the rules that are

available with OEM {as part of the OEM update or content packs)
but not deployed cn the platform, as well as the name of the
content pack and the coverage of the vse case/rules from MITRE
perspective.

5.

Platform must be capable of ldentify the tepmost alerl generating
rules or event generating rules, and then provide the guide/steps

Canara Bank, CPGVM Wing, Corrigendum-4 to GEM/202476/5406710
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| to tune them,

' $16. | Platform must help In Reducing the: ;:umber of false positives-by
' reviewing .the most common contiguration features like update
network details, common reusable cnntent and server discovery
based on recommendations
117, | Should” support integrating to Barpk’_s emting YA toals (Le
Tenable)  bidirectionally to  tag the offenses with list of
vuinerabilities present in the assm:tated Es.w.t5 of that. offense.

I Repnrhng & Dashboard
113. | The snlutfon must provide a 'Dashbugﬂd' far quick \ﬂsuahzatiun of

'r-n-!'-—-w-r-u-—-—- an

119. | The solution must suppurt the. automated distribution of roports
120, | The solution must SUPPUI'IZ - the capability to provide historical
trend reports, . :

121, | Platform must provide capablhty T gor:erate rules related reports
fram predefined templates, such® ‘237 searches based on rule
response and actions, log source coverage. and many others.

122, | The platform shall support pmwimr] an dashbﬂard specific to a
single incident, which can offer varmus widgets, provision for
sharing notoes, representatlﬂn of data in a graphical manner over a
certain period and  various rulgs triggered, rule s, model
.. | responsible in triggering of the offense,

123. | The platform should aliow to Imporl. and export dashboards or
| share dashboard links with colleagues. |
124, | The platform shoutd allow uscr to create dashboard items that use
the full power of native query language dynamic search, and

generic APls, '

" 125. | The platform should allow tser to fine- tune there with complete
flexibility in dashboard layout and L‘ashbuard item refresh rates
126. | The platform shotild allow user to Asswn thresholds. __ |
i 127. | The solution must offer all the below buijlt-in compliance modutes

) out of the box at no additional cost but not limited to:

a) PCI-BsS Compliance Module o

b} NIST S

¢} GDPR Compliance Module

d) 150 Compliance Module and other regu[atnry bodies which 1s
applicable to Bank _ |
128. | The proposed solution ‘must offer all T.he {epnrts out of the box at
no additional cost S

129. | The proposed “solution must have reai time visuahzatmn options,
fratures and capabilities of the dashbr::-ard;

M) Blacklist-based correlation. o

B) Whitelist based correlation b

130. Prnpc:-sc-d solution should have a dashbuard to see the real time

131, | Solution should have ﬂptinn to chm:k non repurtmg event sources
and pon-triggered/ zero hit use cases ‘within the given timeframe
‘ Packet Capture:
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The preposed Packet capture solution shall have capabilities to
integrate with the proposed SIEM solution in both DC and DR.
The OEM shall have the capacity to capture traffic at 10 Gbps
and retain packet-like data, associated metadata and logs for 7
days. Adequate storage shall be provisioned accerdinsly. The
PCAP solutfon should also support selectively filtering packets
based on their security relevance {e.g., customer PII, SPBI, or
other classifled information as per the Bank or Regulatory
puidelines}, to optimize storage.

133,

The proposed packet capture solutipn should ensure full packet i

and payload capture with network inflow/ outflow of data in DC,
Proposed solution should be a dedicated hardware with 2 X
1G/10G RJ4% and 6*10 Gia 5FP+ slots for Fiber transmission and
1*1/10G management port.

134,

The proposed packet capture solution should alsa support future [

expansion of up to 20 Gbps using same hardware by only adding
software license. There should not be any restriction forcing
buying of new stack from scratch to support expansion up to 20
Gbps. This requires the solution to have a modular architecture
with separate components for collection, data storage, reporting
and correlation.

Tie bidder shall provide unit softwages price which can be
leveraged by Bank to procure additional snftware licenses as and
when reqguired during the tenure of the contract.

135,

The proposed packet capture solution should be a dedicated
Hardware, all Core Appliances for different layers should have
hardened OS5 to pravide optimal performance. All disks of the
appliance and the storage should utilize Self-Encrypting Drives
{SED). Should have QEM provided storage or in case of Storage
expansion solution should be compatible with the SAN storage to
extract/ forward to data archives using HBA/ FCf SFP+ dedicated
ports.

Canara Bank

136.

The praposed packet capture solution sheould be able to pgrft::rm
Real time monitoring of Metwork traffic analysis to identify
threzats. Solution should have Deep Packet Inspection {DFl} to
provide visibility in all layers of the QSI stark L2 to 17 layer
conversations including application payload data in the network
and for sharing of network data (Packet + Meta data} in real
time.

Solution should create indexes for payload objects and not just

rely on header information

The solution should provide network traffic insisht by

= Classifying protocols and applications.

« Reconstructed file such as a Word document, image, Web page
and system fites,

+« Full & Deep-packet inspection.

+ {ross correlation for Analysis & Aggregation.

= Reconstruct sessions and analyze artifacts.

« Preview artifacts and attachments.

137.

Solution should provide meaningful artefacts {ike email, FTP data
files, JavaScript and .Net files from Deep packet Inspection, Post
reconstruction, solution should be able to do object extractions
from sessfons like pcaps, zip files, office documents, media,
embedded maliciocus attachmenis etc.

Canara Bank, CPEVM Wing, Corrgendum-4 to GEMS2024/8/5406710




1 138,

f.

sl
Mo

1.

o

S
= L
- .

-

doiet I <wZF \ Canara Bank

The 'PCAP solution shoutd support foricapturing and storing data
from {but not Umited to} multiple! etwork segments, YLANS,
netwark locations, etc. The solution must be capable of supporting
Public or Private Cloud infrastructure depIu:.rment using industry
standard coosystems,

The solution should have the capability to extract dataf files from
the captured network packels .

The solutian should have the | ’furu:m:-aallu.nr to recnnstruct or replay
with complete packet analysis of the network packats which will
help to identify the entire transaction, ‘.

1

e

the {ly parsers from raw packet daia captured and generate meta
to trigger an incident {e.g., a future detection} without

understanding how to create the parser,.

Security Orchestratian and Automatian (S0AR):

Technical Requiremeont

Compliance
{Yes/No)

Remarks

Architecture, Integratton & General Requ:rt:ment

——— e —— —r ——

The propusad ‘platform shalt be hosted an prr:m that integrates with all
an-premiscs and hybrid, multi cloud architecture security components.
The bidder shall provide all the required bardware which includes
compute and storage to setain the data-defined by the Bank

Al the hardware/ software elc. reqmrad for the sglution shall be
provisioned by the Bidder,

The salution must be able to support multi-tenancy.

The praposed solution should support High Availability in DC and PR
site, the same shall be cifered as part of the solution,

The solution should auto replicate zil the rules, data, etc., to DR site
and vice versa for continuing the aperations without any lass in data

The proposcd solution should have Devampment environment where
integration and playbocks shall be tested before deploying it ta the
production deployment .

The solufion shoutd be able to cansume security aterts/incidents from
SIEM, EDR, TiP, directly from any other Next Gen SOC and Cyber
sccurty solutions,

The solution should be-able to provide bidirectional integration with
All the solution and tools proposed as a part of Next Gen 50C

The solution shall have 400+ out of the box integration available from
day one. 5l to develop any pew integratian as and when required by
the Dank with no extra cost, ;

r——— e

like Ransomware Attack, Data Leakage Malware Attack, Do5s and DDoS
atiack, Phishing Attack, etc, and should support creation of multiple
playbooks without any ¢ addltmnat cost to Bank

in solution there should not be any llrmt on number of playbooks and

playbook steps or playbook execution or action execution

Canara Bank, CPRVM Wing, Corrigordum-4 fo GEM/Z024/B/ 3406710
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The solution should have the capability to integrate with banks
Ticketing tocl and ITSM  toal {Service Now) to auto-assign
incidentsftickets based on the type of alertfincident, asset
owner/department, based on the availability of personnel in shift.

13,

All the basic and advanced integrations with required playbook and
connectors have to be provided by the Bidder/ OEM without any extra
charge to bank.

In case of new customizations, CEM has to provide, required
professional services for 10 customized intebrations with reguired
playbooks and connectors every year or 50 customized integrations
with reguired playbooks and connectors during contract period without
any extra cost tn Bank,

14,

solutlon should support Reaitime ticketfincident mitroring feature
Q0B with Major ticketing systems like SarviceMow, Jira etc.

12

Work{low and playbook capabilities:

a, The sotution should auto assign playbooks for each alert along with
recommendation to a particular analyst.

k. The solutien should provide simulation envircnment to test
playbooks without any dependency on real environment,

. The solution should repeat warkflow until all assigned tasks are
completed and the solution should be able to raise alert in case of
faiture. L

d. The solution should provide exception report, detailed analysis of
fallure and corrective steps,

e. The solution should have a verslaning mechanism to save and
maintain multiple versions for the playbooks.

f. The solution should allow for viewing version history for all or
selected playbook and provide option for restoring to an older version.

16.

The solution should provide contextual analysis / quick reference into
an indicator/ohjectfevent when viewing incident investigation data by
auto-correlation with 7iP, VM, EDR etc, without requiring navigating
away from incident investigation.

17.

Al Capabilities: - The solution should have capability to auto assign
incidents/ tickets based on type of incident, asset owner, concerned
department etc.

18.

Chatfmessaging capabilities:

a. The solution should provide platform for users to discuss and
collaborate,

b. The salution should support auto documentation of chats/ actions.

19.

The platform must provide capability to guickly integrate the existing
security tools to generate deeper insights into threats, orchestrate
actions and automate responses-all while leaving the data where it is
i.e., using fedorated searches

0.

Solution must be an open platform i.e., must connects tools like
Qradar, Arcight, Net withess, Splunk, ELK, CrowdsStrike, carbon black,
Azure Sentinel, Darktrace, GCP chronical, LogRhythm ete. for
executing federated searches using prebuilt integration orfand have
capability to build custom connections using an open-source pylhon
library,

21.

The sotution should be able to parse all necessary fields from proposed
SOC solutions (SIEM, UEBA, NBA, PCAP) alorts, including but not
limited to creation time, update time, source/destination IP, source

country, category, system, rule-name, severity, etc.
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27,
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6,

7.

38,
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» The proposed solution should take rer.pnnm actions to Users like
'Passwurd resct, Force Sign out, Disable, User Accnunt elc.

The solution should provide visual representatmn Gf an incident,
correlation of its elements, history of lnvcﬁtigatmn and so on,

The Platform must support the int:.n;ratiun with multiple 3rd party
directory systems for authentication via SAML 2.0 etr.'

The Platform must'offor APT's so that 3rd Party solutions such as ITSM
tool can integrated with the platform  and fetch/update
1 alerts/cases/offense '

| The "Platform must support Granular Role based access control, The
administrater must be able to deﬁnq role-based access to various
functional areas of tho solution. This includes being able to restrict a
users access to specific functions of the solution that is not within the
scope of a users role including, but not limited to, administration,
reporting, incident assignment, playbock creaticn. Plesse describe
how your sclution meets this requiremont.

Bank shall have 15 bser licenses and 2 read only licenses from day
ane. The bidder shatl provide unit ‘price which can be leveraged by
Bank to procure additionat license asand when required during the
| tenure of the contract - ]

| Analysis and Incident Management

The platform should provide a single, integrated platfores for analyzing
log, flow, vulnerahility, user and asset dala prnwdmg Tull visibility into
all networks, applications, and user activity.

The Platfbrm must support documenting Investigation' notes/outcome
and presented it in chronalogically o ﬂrd“r

The Platform must support oxport In*.rcsngatmn notes/outcome in pdf
or csy format

The Platform must provide information ip sich a wa*,r ‘that analysts can
quickly understand the source and impact of an attack, enabling teams
to respond more effectively

Flatform must have inbuilt Ability to qather actio able 1OC based on
the organization vertical/Geo and then run automated searches for
related indicators of compromise across different datasteres in the
organization lke SIEM, EDR, HOR, Data Lake etc.

OEM should intcgrate the threat Inte'ligence feeﬁs viith SOAR to check
threat score, reputaticn elc,

The Platform provides a visual representation of enriched information
HTML, markdown, feature-rich GUI '

The Platform must suppnrt Evidence retention, case notes, and
attached artifacts should be retained rotain six months eveats online
and 1 year Archival ($ix months + 12 months). The bidder shall size the
hardware accordingly. There should be a mechanlsm for Bank to
configure Data retention and archival settings thmugh console/eli as in
when required.

The Platform must suppart the creation of custom incident types,
artifact tagging and any additional custum fields as you see {it.

The proposed platform must have built-in MITRE AT T&CK alignment for
all the Automated/manual based investigation and should overlay the
playbooks depicting the coverage a agamst MITRE ATTECK TTPs.

The solution must be able to t:ne.‘;tl:'es incident by parsing email
notification.

e —
-13:-.
- 'l\."'h
e
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The sclution must provide Ul based wizard to manually create
incidents.

40.

The solution must be able to support creation and deletion of
autemated incidents via API, Web URL, SIEM, Ticketing System.

4.

The solution must be able to automatically extract emait attachments
from emails and stare that for the related incidents as attachments.

42,

The solution must be able to support, storing of incident related files
nat limited to malware specimens, logs, screenshats.

43,

The solution must include cut-of-the-box playbooks based on SANS and
WNIST for incidents like Malware, Phlshlng. DOS and should support
creation of multiple playbooks based on the 50C's Use case.

44,

The solutien must be able to provide incident response pLaybooks that
consist of phases and tasks that guides the user on how to adequately
response to the incident; integrating people, processes and
technology.,

The solution must provide a visual workflow editor to enforce |

sequencing of incident respanse activities,

The solution must include a in-product script editor with autocomplete
and syntax highlighting, to support automation of incident response
work{low.

The solution must include a in-product scgipt gditor with Tun buttons
to facilitates debug and perform tests on scripts,

The solution must allow organizations simulate incidents, to test
response plans, allowing them to identify gaps and refine processes
before a real incident happens.

The Proposed Solution should have out-of-the-box bi-directional |

integration with the proposed SIEM sclution & App on both platform
(SIEM & SDAR)

50.

The proposed solution should have out-of-the-box provision of closing

incident simultaneously on SIEM and the proposed SOAR platform,

a1,

The proposed solution should have out-of-the-box capability to query
or add 10C/Artifact to existing watchlist of the deplayed SIEM solution.

52.

The Proposed solution should have web-based application store which
should host latest integrations available from the OEM this integration
can be downloaded with no additional cost.

53.

The proposed solution should have community portals and
knowledgebase which can be used to learn about sample integration
and forum to discuss issue or use cases.

o4,

The solution should have bidirectional integration capability with
proposed SIEM solutions i.e. create case/ticket/incident from the alert
raised by SIEM 7 EDR, pull raw logs from SIEM /EDR, pull infarmaticn
related to rules triggered the alert, pull asset vulnerability details,
update alert i SIEM JEDR and close SIEM / EDR alert.

5.

The solution shauld have capability to create flcxll::[r_- mutti-

conditional and cc__p[ex workflows

36.

The solution should allow creation of manuat tasks, auturnated “tasks,
combination of both and conditional tasks in pla',rhonks.

T

The solution should alse allow scheduling and customization of tasks.

8.

The sofution should provide capability to embed scripts (Python or any |

other language) in the playbooks.

9.

The solution should be capable to provide automated detailed post |
incident repart about all the actions taken, root cause, collaborative
actions/chats etc.

Canara Bank, CPEYM Wing, Corrgendum-4 Lo GEM/{2024/B15406710
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t0. | The sclution must support creation of workflow which can have
multiple task which can be executed sequentlally or parallelly where
parallel task can be executed independently while sequential task will
depend on closure of previous task. in case amyur task or workflow
| encounter any issue, same should be displayed on thp tool as part of
! status.
61. | Solution should “provide analysis about failed tasks!werkfluw in the Ul
itsell
&2, ISGAR solttion must allow analyst to create multiple playbooks and
allow them to be manually or automatically saved with different
names or yersions .
63. | The solution should allow for viewing ptaybmk narrea’versmn history
for all or selected playbook cither within 'the system ar outside the
system and provide option for restoring to an, older playbaok.
&4, | The solution must prowde central management of incidents and
administrative functions from a single web based user interface.
Please describe how your solution meels thlS requ:rement
65, | The solubon must support the al:nlity to correlate’ asainst 3rd party
sccurity data feeds (i.e. gecgraphic mapping, known hotnet channels,
kinown hostile networks, etc.). These 3rd party data feeds should be
vpdated automatically by the solution. Please describe how your
solution meels this requirement.  *
66. ! The solution must dynamically augment incident playbooks in real time
Lo support a specific incident response workflow. Please describe how
your solution meets this requirement,
67. | The solution must provide the ability to L'Ontextual.i}f link incidents
with similar artifacts,
68. | The solution must provide the means for analysts ta review the
enrichments performed on the incident to arrlve at conclusions about
\ a security incident.
169, | The solution must out-of-the-box mtegrate ‘with “external " threat |
! intelligence feed providers to provide data enrichment of incident
' artifacts. .
i70. | The solution must, out-of-the-box, must provide visualization of
| incident correlation acress 10Cs and other artifacts automatically with
! timetine suppart. e .
71. | The solution must allow users to take remedial steps directly from
within the visualization of incident correlation enabling a rapid and
efficient response.
l?l. The solution should offer ‘graphical representation uf all the artifact
assaciated to a particular incident aleng with the timeline. it should
enable the analyst to take actiop from withing the graphical view on
any artifact i.c,, this could be blocking a IF address:or daing further

L PR

73, [ The Solution should offer Timeline graph far each incidont aLlc:-mng
display that can be set to display days, weeks, and months. It should
also allow analyst to add milestones to call cut important events
wilhin the timeline. Where the analyst can add a date, title, and
! description of your milestone.
74. | The solution should allow adding custom table to incident layout
aliowing crganization to track relevant fields based on use case, Such
as Approval flow, Response time, ‘_ﬁ.ctl_ons Everfnrmed to name a few.

75. | The solution must offer out-of-the-hox support for auto creation of
incident artifacts. Please describe how your soclution meets this
requirement.
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The solution must be able to support log‘ical segregation of incidents.

This will be used to assign a specific group of incidents ta a specific
group of users/analysts

The salution must enable to delegate tasks to another user and to
assign due dates

78,

The solution must be able to support creation of Knowledge portal,
This enables organizations to add important information, guidelines,
and reference material for the Incident Response team,

7.

The solution must pravide long term trend analysis of incidents. Please |

describe how this requirement is met by the solution.

80.

The solution must provide more advanced incident drill down when |

required. Please describe how this requirement is met by the solution,

i1,

The solution must provide the ability to correlate artifacts across
potentially disparate incidents. Please describe how your solution
meets this requirement.

82.

The solution must support the ability 1o trigger action on cxternal |

systems, for a related to an incident, Far example, the soluticn should
support the ability to block an inttuder. Please describe how vour
solution meets this requirement,

Reporting & Dashboard

83.

The solution must support a web-based GUJJor management analysis
and reporting. Please describe  how 1j,ﬂ::ur solution meets this
requirernent.

84,

The solution must provide the ability to deliver muttiple dashboards
that can be customized to meet the specific requirements of different
users of the system. Please describe how yotr solution mecets this
requirement.

85.

Provide automated reports and dashboards for real-time meastrement
of key performance indicators (KPIs} such as MTTD and MITR for
averall 50C

86,

The soluticn must deliver sample dashboards out-of-the-box {not
limited to - Incident Over Time by Type, Open Incidents by Phase,
Close Incident by Duration). Please describe how your solution meets
this reguirement.

&7,

The solution must deliver customizable dashboard widgets that can
present relevant incident information to the users. Please describe
how your solution meets this requiremant,

88.

The solution must maintain a database af incidents, The user must be

able to search this database.

8%,

The solution must sippart and maintain a history of user activity per
incident, Ploase describe how your sclution meets this requirement.

90,

The solution must provide reporting templates, to report on incident
information, for the management team as well as the IT Security team
via the GUI, Describe how the solution pravides the ability to configura
reports.

9.

The solution should support reporting templates where users can add
content blocks with preconfigured text or visual elements, such as
charts, images, tables, and saved graphs, or placeholder soctions that
users can fill In after they create a report from the template

2.

The solution must provide configurable reporting engine  for
customized report creation. Please describe how your solution meets
this requirement,

93.

The solution must support importing and experting of configuration |

settings.
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The Solution must support a flexible dashboard environment that

allows usors to leverage searches and views fhat can easily be |’

deployed to a user's workspace,

The solution should serve as end-to- end incident management,
jncident response, investigation platform and singie  evidence

repository .
The Solution should provide tickel ticketmg functmnaht:,r fﬂr the security
team/IR team .

—

The Solution should be able asmgn an lncment to a user or & team

The solution shall have feature to canfiglre StAs p-crtaining to MTID,
MTTR, MTTC and have capabilities to notify respectjve incident owner
/ manager for any potentiat SLA } breach through SMS, email

The solution should be able ta set er!nders for tasks

The solution should be able to grouprincidents (e.g., Malware outbreak
with time delay, every incident with this malware in one parent
incident}

The solution should have customizability available for incident
management

Tho solution should offer any aute- casmg 7 auto-popilation based-on
the incident type or ather relevant mmdtnt _attributes

The solution must provide tagging capabllltles on tickets, Tags must bo
customizable. . 3 L
The solution must be able to aggregate information from past
investigations on the ticket (such as fink to a data source, comments,

jnvolyed analyst, etc.) '

The solution must be ableé to detect redundant alerss and hence,
aggregate duplicates in one and enly ticket {Number af aggregated

Architecture & General Specifications

tickets must be displayed)

User Entity Behavioral Analysis {UEBA}L:

Technical Requirement . Compliance

{Yes/HNo)

Remarks

The proposed solution is required to be deployed at on-
premises. The bidder is required te size all the component for
Lhe solution proposed. If there is any performance issue
during the contract period, bidder is required tnTpmvide
software / hardware at no additional cost 1o the Bank 1

Proposed UEBA should be from the same OEM of the pmpnsed
SIEM solution.

The solutions deplcyed should be modular, scalable and
should be able to address Bank's requirements for the next
five years, with the deployed hargwarc and software.

The architecture should have High Mmlabihty in inbutlt into
the product. The solution shall be 'deployed at Data center
and Disaster Recovery Center of the Bank in high availability

The solution shall have 90,000 User & Entlty‘ licenses and
pracure additional licenses as per the reqmrement without
compromising on system functionality or performance and
OEM to provide unit price which shall be leveraged to place
additional order as required during the tenure of the contract

The solution shatl be s1zed ta matntain six months data onilne

+++++
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The solution shall have native integration available with
existing AD, ServiceNaw |TSM and proposed STEM, SOAR,

Canar 3ank

8.

The solution should have role based access control, 1t should
suppart SMS, Email and App based MFA

Analysis

9.

The solution should leverage Artificial Intelligence and

machine learning for detecting anomalies.

10.

The solution shall be able to detect risky and potentially
abnormal user activity within the Bank's network such as but
not limited to privilege escalation, lateral movement etc.

1.

The solution shall be able identity threat behavior such as
account hijacking and abuse of user accounts

12,

The solution must be able to detect when strange users
access a spectfic host, learn what users connect with specific
assets such as a puint of sale terminal and then alert when
newt users login.

13.

The solution shall provide high privilege access anomaly
detection for misuse, sharing, or takeover user accounts

14,

The solution shall have seif-learning behavioral analysis and
dynamically model to identify any anomalous ,activity that
falls outside of the normat pattern

15,

The solution shall use unsupervised or supervised machine
learning algorithms for anomaly detection menticned below
{a} Access high-value assets such as User starts accessing apd
downloading high-value assets with increased frequency.

{b) Usage changes over time such as User activity deviates
from normal over a short period of time ot a gradual change
aver an extended period of time.

{c) Assess freguency of assets such as User's volume of
activity suddenly spikes or access to number of asseis
increases rapidly.

{d) Usage deviates from peer group such as User pattern of
activity starts deviating from the peer group.

{e) Change in account privileges such as User attempts to
change privileges on existing account or open new accounts
on other systems.

{{) Application misuse by sequence of actions: User performs
a sequence of actions which no other user is performing.

{g) Sensitive data leakage such as User manipulates http
request / response parameter to download sensitive data.

{h) Application misuse by malware or bots such as A bot or
malware attacks an application or access sensitive data.

{i) Dynamic adjustment of risk scores such as Dynamically
adjust the risk score of rules when trigeered against
particular user or Users.

16.

UEBA should activate a rules for a set of users until a
specified condition or specified time window,

17.

The solution should leverage Machine learning to perform
analytics to gain additional insight into user behavior with
predictive madelling.

18.

UEBA should perferm the below mentioned scenario’s as well,

Use Case for UEBA: Access and Authentication T
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Account accessing more high value assets than pormal

Morc data being transferred then a normal ta and from
servers and / or external lacation

Privileped account accessing high-value sewers from a new
iocation for the first time

Account used for the first time in a long time

Rare privilege escalation
Accounts being used from peculiar lht:;;él:-iahs
tser :nmlw:d n prewously mahcmus or threatemng behavior
User an uutlter within therr peer gmup
19, | Exfiltration:

Data Exfiltration b:,r Print

‘Oata Exfiltration by Rcmovahle Media
Data Loss Possible o

Inftial Access Followed by Suspicious Activity on critical
servers

Large Dutbnund Transfer by Htgh R1sk l.lser

il

20.| Browsing behavior:

Browsed to Entertainment Websita
Browsed to Gambling Website

Browsed to Information TéEhﬁé'[@hWEb’éite
8rawsed to Mixed *:I::u'xtennf F'q::’ua-n1:iall1_.,.r Adult Website
21.| DNS Analysis -

Potential Accoss to Blacklist Domatn
Potential Access to DGA Domain
Potential Access to Sguatting Domain
Potential Access to Tunncling Domain ™ — .
22. AdmlnMctw:ty Based ' -

Anemalous Account Created from Mew anatlon

User Access from Multip[e Locations

User Geography Change -

User Geography, Access from LUinusual Locatmns

Dashboard and Reports -

23.] The solution shall provide customizable dashboards,
configurable policies, and risk model catimization

24, | The salution shall provide various visualization options for
deep-dive investigation, compliance, and reparting

25. | The solutions shall have a “Single- pane-of-glass” view into
high risk usar / entity showing behavior pattern with respect
to activities, locations, devices, sessions, ‘usage, and 'risk
trends o e

26.| The solution shall enable bank to export report in C5Y, Email,
PDF format _

27.| The solution should have ability to schedule the report

28. | UEBA l:lﬁbbnei should be integrated in SIEM dashboard. Thus,
which will help in monitor desired elements of users'
behaviors, risks, and trends from a single screen

2%.1 The snlutmn should provide Privilege Accass Intelligence via
Access information & Activity Leg to alcrt most Risky events

L)

+
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as per device, User, Access, and behavior,

The solution should support contextual natural Enﬁjage
search for query, investigation & threat hunting purpose. it
should provide baselines, Peer Groups {Static & Dypamic)
Analysis and User contextual Data while daing the
investigation

.

of glass for userfentity activities acraess all resources using
linked analysis. The tool should be capable to provide Risky
Activities, Anomalies/Qutliers, Risk profiling, Asset & Device
Usage, Transaction Timeline, MITRE ATT&CK Mapping
information, Incident Information, Access & Peer Group
infarmation as a single view, for quick analysis. This 360-
degree view should be exportable as a Report with above
mentioned Information.

32,

The solution should provide Cyber Kill chain mapping Using
the MITRE ATT&CK framework and suggest remediation

3.

The solution should provide analytical capabilities pertaining
to ML models such as Outliers, Peer- Group Analytics, Time-
Series Analytles, Predictive Analytics, Geo-location & ISP
Analytics, Pattern Match Analysis etc. Faon

The solution should provide 360-degree view and single pane |

34,

The solution should support the creation of personalized
Dashboards & Sharing of Dashboards & Queries with specific
Users & Roles {SGC Analyst Auditor etc.).

35,

The solutien should detect slow attacks, advance pemstent
threats, and file less attacks, zero-day attacks, in-memoty
attacks, leveraging In-built self-learning and analytics
leveragl_g Al 7 ML

36.[ The solution should support bidirectional integration with
core NGSOC solutions (SIEM, SOAR, threat Intel etc,) o .
37.| The OEM shall be able to support Premium/Enterprise Suppcrt
I¥. Endpoint Detection and Response (EDR):
st ~ Fea:ﬁ?é?"{?n'ﬁﬁl
No Technical and Functional Requirement Available
_ JLo vesing)
Architecture B General Requirement
1. | The salution otfered as Saas platform with DC and redundant |
site shall be hosted in India te ensure data localization .
2. | The platform shall offer for 99,90% uptime
3. | The vendor shall provide the list of telemetry data EDR
agent collects on their letter head. It shall have a feature
for Bank ic disable sensor to control data collections as
necessary
4, | The OEM shall have necessary compliance certifications such s
as 150 27001:2022 or 50C 2 Type II. The certification copy
shall be preduced if requested by the Bank _ ) o
5. | The OEM shall provide the Premium suppert )
4. | OEM shall perform half-early review of the deployed solution
to cover the following but not timited to and provide a
report suggesting the best practices
1. Architecture Review _
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12.

13,

14,

18.

19,
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* 2. Policy review :

' 3, Agent Management Revicw .
) 4. Ex¢option reviows
] Al the observations fram OFM assessrnentt.f regulatory
} audits / internal audits shalt be closed by the bidder within
Ihe defined SLA mentioned in the RFP, if there is any
dependency on OEM, OEM shall support. ¢losing the .dentlfled
issues without any additmnal cost to bank

Canara-Bank

The solution shatl size to store all telemetry data {including
applicable forensic dataj for 30 days *and “for incidents &
aterts data 180 days on cloud

The OEM shall provide licenses for 33,900 cndpeints and
| 5000 servers (which can be used intereperable) and have

the fixed unit price for the entire duration of the contract
I which can be leveraged by the Bank " to place additional

order based on the requirement - ¢

The pmpused OEM should have Tull- ﬂedmd operaticns alung
with a dedicated Technical Support (.nnter running in india

The proposed "OEM should have <a- comprehensive. XDR
approach with correlation across multiple layers  like
endpoint security, emall security, server security, network
sceurity and mohile security.

The proposed OEM  offers camprr_hcnswe product
linesfintegration from hybrid cloud, endpoint, email and
network security solutions geared tbwards layered szcurity
approach !

The proposed solution should be hosted in India region to
address the data sovereignty and localization, OEM or
Bidder should have alternate iffrastruscture support
arrangements available ir India in casp orimary fa i!ihe»s
are not avatlable,

The praposed solution should not a[luw the user to unmstall
or disable agent and should have password prntectmn to
disable configuration changes / uninstall by unauthorized

persannel/ maLw:are

uninstall supported 3rd party security agenls.

The proposed solution should have’ capabilities to distribute
the local threat intelligence to -all the endpoints
immediately after the local threat intelligence ingested by

the existing sandbox. SR

Threat Detection and Preventi

on

The sotution should identify i mahmuus files and prevent them
from execution, mcludmg virus.es,. trojans, ransomware,
' spyware, crypto mingrs,

., The solution should identify maliciols behavier of executad

files, running processes, registry medifications, or memory
access and terminate them at runtime, or raise an alert
(exploits, file less, Macros, PowerShell; WMI etc.}

The sotution shnuld stpport the creation of rutes to exclude
specific addresses/IP ranges, Eunf:gure detection rules,
policies, and response actions within the EDR solution.

The solution should identify and block’ privilege escalation,
reconnaissance attacks (scanning).
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The solution should identify, and block credential theft
attempts occurring in memory {credential dump, brute
force) or network trafiic {ARP spoofing, DN5 Respander).

1.

The solution should identify user account malicious
behavior, indicative of pricr compromise, malicious
interaction with data files, data exfiltration.

22,

The solution should identify and block usage of common
attack tools {Metasploit, Empire, Cabalt ete,).

23,

The selution should support the display of entity and activity
data, dynamic analysis {sandbox) and the means to execute
forensic investigation.

24,

The solution should support jsolation and mitigation of
malicious presence and activity on the endpoint, via remote
operations.

25.

The solution should support incident response automation.

26,

The sclution should include threat hunting

27,

The solution should collect endpoint, file, process, user
activity and network traffic in a fully self-sustained manner.

28.

The solution should rate the severity of security alerts.

29.

The solution should automatically & assign a  risk
scorafseverity to all objects in the proter:tEd environment.

30.

The Endpoint Sectirity Solution should be using a blend of
MIML based advanced threat protection & detection
techniques to eliminate threats entering in to bank network
services to be delivered via an architecture that uses
endpoint resources more effectively, preserve and optimize
CPU, network utilization to their lawest value,

.

The solution should have Early Detecticn and Response
capabilities with insightful Investigative capabilities.
Solution to have centralized visibility across the network by
using an advanced EDR, strong SIEM integration, with open
APl integration features and threat intelligence sharing
capabilities,

32,

The solution should be able to identify vulnerabilities with |

highly accurate machine learning - pre-execution and
runtime, application control & EDR features.

3.

The solution should support scheduled or on-demand |

sranning of endpoints/servers to detect known and unknown
viruses and threats.

4,

The Solution should have Automated Malware Analysis
capabilities and real-time threat detection,

3.

The solution should be able to detect and prevent hidden
exploit processes that are more complex than a simple
signature or pattern and evade traditional AY.

6.

The solution should have strong anti-evasion capabilities. 1t
should also accurately identify evasion capabilities of

LE [ ]

malware such as evasion by detecting sandbox environment.

"

Canara Bark, CPAYM Wing, Corrigendum-4 to GEM/Z024/B/5406710 Page 33of 84




i

Qsull i @ Canara Bank

» 37, | The Solution should be able to perform the following
correlations {but not limited to) based on analysis rules
mapped to various threat categories anﬁ provided with
cnhcahty information.

The various threat categories to be covered include:

+ Vulnerability based,

« Statistical based.

= Historical based. .

= Heuristics based.

» Behavior based on source entity, applications ete.

« Information Leak.

« Unauthorized Access,

« Denial of Service.

| « Service Unavaitable.

» Phishing attack

« Pattern'based rules

« Profiting

«'Whitclist/ Blacklist/ Reference List * _
38. | The sotution should identify and block privilege escatation
attacks Specially root level attacks like rootkit, baot kit or
any other such malwares and provide Process monttoring
moechanismi,

The solution should be able to p:npﬂlnt the origin of attack
and provide the entire attack path.

e
e

E 40. § The solution should collect endpoint, flle, process, user

! activity and network traffic in a fully self-sustained manner

. such a5 Eliminate the need of manual configuration of rules

I } or policies or reliance of additional devices.

[ 41. | The sotution should support isolation 3nd mitigation of ~

1 maliciaus presence and activity, locally on the endpoint.
42.  The solution should allow Ingesting or “fetch Indicators of

i I | Compromise (IOC} from third- -party sources automatically.

s
—
L
[

Thr 5ulutlun should Utilize both signature or sighature-loss’

detection and prevention 1 lechniques

44, | The solutmn should detect and  prevent memory "based

and/or file-less attacks

45, | The solution should Contain the incident at the endpoint via

automated actions and/or manually implemented by security

analyst or other appropriate personnel

46, | The solution should be able ta provide z full attack process

tree to track/identify all affected machines/patient zero

47, } The solution should cnntmuuusly record events on the

endpoints and provide appropriate ‘means of storage for

later retrieval and forensfes Investigation

48, { Analysts should be able ta cenduct RegEx, File, | Hash and

{ value scarch across all endg_ﬂints o

49, | Analysts should be able to review” maticious activity and

] validation including analysis, tagging, nates, and workflows
50. | The solution should be capable of basic Torensic “capabilities |

| such as memory analysis, disk analysis, user and entity

| behavior analysis, and historical process mapping

1 51, { The solution should previde SECURE LOG-IN using Mulkifactar

-

Authentication
152. The solution should be able to detcct when syﬁtem sleep
! functions are used by the malware to evade detection and

* PE—
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accelerate the time to force the malware into execution

53.

The soluticn should have a stateful attack analysis to detect
the entire infection lifecycle and trace stase by stage
analysis of the advanced attacks from’system exploitation to
cutbound malware communication leading to  data
exfiltration.

ara Bank

>4

The solution should detect and handle the presence of |
malicious files that have been written to the systems but not
executed.

35,

The solution should have capability to analyze obfuscated
and encrypted malware,

=1: 8

The solution should have the ability to specify a list of alert
exclusion rules for the selected objects.

87,

58,

The solution shuuld_prrq\»:ic_fe prEIE::_tl'E:rl ffi”_‘ ,F‘_E}"_IESF?_-E_”_;
The solution should allow te configure different policies for
different set of processas.

39,

The solutian should leverage file repudiation service such as
prevalence, source, and age etc. to detect and prevent
execution of malware files.

The solution should be able to perform device control on
endpoints by assigning rights to allow or deny the Read,
Read/ Write, and block for USB and allow/block Bluetcoth
peripherals for Windows and Mac OS.

61.

The solution should provide policy inheritance exceptiorT
capabilities.

61,

The solution should have the ability to lock dewn a computer |
iprevent all communication) except with management
server.,

63.

Memary footprint - cache and signature database size should
be limited and minimum, solution should have ability to deal
with agent bloat problem, should have capability to take
aptimal use of network resources (for updates and intra VM
communication for intelligence sharing {if any).

Memory manitoring - While the process is running in the |
memory, its behavior is abserved to decide if it could be a
virus.

63.

Solution should support Single integrated werkflow to
analyze and respond to threats within Endpoint Security.
Solution should support Enterprise Security Search to rapidly
find and iluminate

66,

The solution should support Data Acquisition to conduct
detailed in-depth endpoint inspection and analysls over a
specific time frame,

&7,

»The solution should automate the complex, mutti-step
investigation workflows of sccurlty analysts from Historic
data.

68. | The solution should support to build AT / ML based intelligent
madels and databases io  quickly expose suspicious
behaviors, unknown threats, lateral movement, and policy
violations

£9. | The solutipn should have outbreak prevention feature by

blocking on the propagation techniques.

Canara Bank, CPEVAS Wing, Corrigendien-4 to GEM/ 20244 B4 5406710

Page 35 of B4




“ "

dotel dits %ﬁ(}anara Bank

| 70. | The solution should support remote shell to the machine to
mitigate a malicious activity this inhludes netw::rk isolaticn,
and remote access etc.

! 71. | The solution should support the scanning g of all the endpaints
i i immediately after deployment of any new modet/engine and
signature on all the endpoints for prescnec of the malwares
hitherto. The solution should also support various scaming
options to clean dormant matwares « Real time scan,
Scheduled Scan and on Demand Scaq o

——— . —

detect/prevent/ block!quarantine.-‘dean all kind of cyber
; threats by £DR such as
» Anti-malware
« Rootkits/grayware scanning for file system to prevent or
stop spyware execution,
» Should have capabilitics to restore spyware!graware if
the spyware/grayware is deemed safc.
=+ Behavior Monitoring
+ Device Control

| » Real Time Scan

)« Suspicious connection services

|
r 72. | The solution should have capabllttms fo
1
1

ek B e —

73. 1 The solution should be able to Tdentify suspicious embedded
object in document file like OLE & Macro extraction, Shell
code Bt exploit matching.

-

74. | The solution should show the assighod confidence/score in
' terms of Percentage/scverity in the ML based detection
- logs,

+75, { The solution should have behavior monitoring modile to
i constantly menitor endpoints  for unusual activity in
aperating systems and instatled applications,

' 76. | Solution must support creation of ruies to exclude specific
addressed/ 1P ranges and provide capability for Blacklisting
maticious IPs/domains.

I 77. | Soluticn must identify and block/alert on lateral movement
{SMB rclay, pass the hash)

78. | Solutfon must have a Vulnerability visibility and Pratection
feature,

1 79. | Solution must have multiple technigies to address known,
unknown, patched, unpatched threats with pattern /7
signature based, hehavior menitoring.

| 80. | The solution shall have the Teature. of manually subm{tdng
f the suspicious file samples which includes but nat limited to
} Executables, Micresoft Office files, PDFs, Scripts, and
i binaries to sandbox for further apalysis. if required, the
Bank shall be able to submit unknown samples to DEM's
research team for decper mvesttgatmn

EEI. Solution skould deiwer the muiti-vector protection in the
i industry across a variety of endpoints, including end-of-
support (EQS) operaling systems,

8. | The proposed solution shall be able to submit suspicious file
samples manvally for automated analysis.

The proposed solution console should. support automatic
!33 sweeping tasks based on curated intelligence and manual
[

sweeping tasks against custom intelligence to search the

! environment for loCs,
4

-_——— —— e —ay —_———
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The proposed solution shalt be able ta view information that
has been obtained by analyzing the objects in the sandbox
from EDR consale

Management Server, Agent and Reporting

85,

The solution should support rapid and seamless+installation
across alt endpaints and servers in the environment.

g6,

The solution should support automated distribution on
endpoints/servers after the initial installation. Also, should
automatically report newly deployed agent to management
console with the agent's status.

87,

The solution should have a light footprint for minimal impact
on the endpoint/ server performance.

88.

The solution should provide encrypted cemmunication

between the central EDR server and the agents on the
endpoints or servers.

B9,

The soluticn must have control over the Endpoint version
push across bank infrastructure

90.

The solution should support connection to Active I:J'ins-t::mr'_.,.r

.

The solution should co-exist with all commodity and
proprietary software on the endpointsiservers and provide
seamiess operation of the protected endpoint/ server
without bluescreens or process crashes.

o2.

The solution shall have feature to route all the .agent traffic
via a praxy servers or broker. The proxy server/ broker shall
be provided by the OEM.

93,

The solution should provide full protection for endpoints and
servers that are roaming and connected over internet.

95,

The solution should ensure roaming agents should also report |

to the centrat console over internet all the time.

The solutinn should support deployment on multiple sites
that report into a single management console,

95,

The solution should support exporting the current
configuration and import it later to the same cr another
computer.

97,

The solution should allow enable/disable certain types of
notifications.

98,

The solution should centrally collect and process alerts in
real-time.

99,

The solution should support central distribution of updates
with no user intervention and no need to restart endpoint or
sarver,

100,

The solution should support the 100% (ogging of events,
alerts and updates.

101.

The solution should support integration with email
infrastructure to notify security personnel in case of alert

102,

The solution should stpport integration with bank on |
premises proposed SIEM for ingesting all logs, propesed SOAR
for getting all alerts and incidents, Bank's IT5M solution
{5ervice Now) etc. products.

103,

The solution should have feature to instail/ enable and
uninstall/ disable agents from the console,

104.

The proposed solution should have the process for reviewing |

and redepleying malfunctioning agents must be ensured.
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' 105.; The solution should have option to configure policies'based
! "on the location of the endpuint, Desktop-wise and Server-
twise, It should alsp have capability to create department
wise or application-wise policy groups for servers and
s endpoints,
106.} The solution should have feature o’ ‘configure client
' cemmunication interval which defines how often endpoints
report  their status and pollcy updates to  central
' management console. o _
' 107.] The  solution  should provide proactive, Immediate
I notifications of serious system health issue for the solution.
1108.| The solution should facifitate manual or automatic
guarantining of the system f{rom the rest of the enterprise
network, as well as kill and quarantine specific processcs
and malicious artifacts o N
109.| The solution should provide fonctionality to automatically
backup and restore files changed by the suspicicus program,

B

——— = = o —

110.| The sclution should continuously collect ‘data on afl the
| entities and their activities within the environment.
111.] the solution should ensure alt the binaries from thc OEM
{¥oendor or system) that are Downloaded and distributed
must be signed and signature verificd during runtime far
1 | enhanced security, e
; 112 iThE sclution should protect all Servaers, Endpoints, Physical,
[ I".I’irtua't having Windews/Mon-Windows. Operating Systems
| (Windows 10 and above, Windows server 2008 and above,
i RHEL, Oracle Lintx, Ubuntu, Cent 05, Suse Linux etc.). The
solution should protect all latest and tpcaming /uperaded
: 03 in the Bank’s IT ecosystem during the contract period.
113.} The sclution should provide all listed featires of proposed
Endpoint security solution in a single lightweight zrent.
Solution must have a light {ootprint and agent based f
agentless solutien must have minimal fno impact oo
performance of endpoints.
114.f The solution should be able to defend?endpmnts on or off
i the Bank's network against ransomware, malware, Trojans,
worms, spyware, ransomware, and adapts to protect against
known / unknown variants and advanced threats like crypto
I malware, fileless malware and maere*baeed malware in
i arder to detect and respond to the cver-growing variety of
' advanced malware threats, lncludmg file and fileless attacks
and ransomrare.
115.1 The solution should provide agent-self protections Tamper-
Pratection to be configured via GUI or CL!,
116.] The solution should support Central Management server uf
the Endpoint Security should be able to'menitor the status of
EDR service on the endpoints.
117.| The solution should ensure Management console should have
an aption of various alerting metheds such as SIEM, Email /
SMS elc., integration.
118.) The solutmn shoutd ensure Management console shauld
support APl integration.
119.} The solution should support Reporting options such as
Scheduted/ on demand/Custom in CSY / PDF, or any ether

—_—_——— ——— it — .-
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format desired by the Bank.

120.[ The solution should have ability to forward events to bank’s
on-prem SIEM systern or centralized logging server for
eventual correlation, reporting and archiving,

121.} The solution should ensure Log Inspection rules should allaw
setting of severity levels to reduce unwanted event
triggering. e

1221 The solution should have the ability to enable/disable
certain types of notifications and must provide a central
| | cotlection and processing of alerts in Realtime.

123.| The solution should ensure Supporting common security |
- integrations such as APIs etc.

124, The solution should provide timeline threat graphic views to
deliver guided investigations for analysis of a wide range of
skilisels along with virtual asset tagging
| Incident Management and Cump!iance

125.| The solution should provide the means to conduct Inventory
Management,
126.| The solution should cover incident respanse processes and
| workflows.,

127.] The solution should correlate endpoint detections with
netwark and threat intelligence and vice versa.

128.| The solution should ensure that the data at rest and data in
transit should be encrypted as per best practices and also in
line with Bank's Information Security Palicy guidelines.

129,| The proposed Saa$ solution shall be SOC 2 Type 2 certified.
The OEM shall provide valid certification copy to Bank for
valid verification.

S Sandbox
Tha proposed Sandboxing component should have the
130.| capability to scan the file size up ta 50 MB.

The solution should have the capability for sandbex /without
sandbox /JAl-ML model-based malware detection, The
proposed sandbox can be deployed in either on cloud or in
131.] Bank's datacenter. _ _

The Al-ML model-based or sandboxing should be able to
overcome malware evasion techniques litke staling code,
132.! blind spot, and environmental checks. _ _
The proposed sandboxing solution should have tight
integration with proposed EDR platform to support
automated sample submission and loC exchange to detect
threats, Also, it should continuously analyze current and
historical metadata and correlates these with related threat
events into a single view for full visibility of the aitack
133.| cycla,

I . _ |
Al ) - 1 Fa
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¥.  Privileged {dentity Management (PIM) ,

] 5t Technical Spécificatian Compliance | Remarks
| Na. (Yes/No)
Architecture & General
1. | The soluticn shall be deployed ‘onsite in Banks data center. The
solution shal! be cloud ready for future use
2. | The proposed solution shall pmwde ulti-tier architecture where
the database and application level arc separated
3. | The solution shall be sized for 10000 servers and 1500 privileged
users from day one, The bidder shall plan for 10% YoY growth and
size the hardwarc accordingly along with the bidder shall provide
unit price which can be leveraged by Bank to procure additional
license as and when required during the tenure of the contract
4, | The Solution should have indian l:ommnn Criterta Certificate (IC35)
issued by MeiTY, Govt of India
OR

The Solution should certified with Common Criteria Evaluation
1 Certificate with a minimum assurance level of EAL 2.
8, | The solution shall have redundancy to {ailover in DC and DR both $n
HA in case the primary solution goes down. All the required
] hardware, software, 08, storage and reguired licenses shall be
I provided by the bidder. ! . e

6. | The bidder shall maintain 99.90% uptime and ensure all the
hardware and software are part of the sclution to meet the
| requirement | '

7. | The proposed solution shall provide scalability where it is not limited
I by the hardware, Also, the solution shall provide modular design for
i capacity planning and scalabﬂigy metrics
8. | The solutions should use minimum FIPS 140-2 validated cwptography
far alt data encryption
19, ! The licenses shall only be applicable to"the number of servers and
! the privileged users count asked in the RFP, there should not be any
licensing limitation on the concusgent connections or password
rotations.
10. | The sziution shall retain six months logs and yideo recording
11. | The solution shall have feature to integrate with ‘external storage |
such as SAN and NAS to store logs / video recerdings
12. | The solution shall have a sectire password s storage!vault and should
have limited remote access tovault
13. | Al communication between system components, including
components residing on the same server should be encrypted.
14. | The sotution shauld suppnrt common protocals to connect to PAM
servers to ensure the best interoperabitity with environments
15. | The solution should provide a methad for creating new connecturs
with minimal intervention required from OEM.
16, | The solution shall have a single consgle for unified administration
and management of accounts/devices cnnf:gured in DC and DR
17. | The access to administrative console shall be restricted only {rom
authorized client IP addresses,
. 18. | The solution should enforce segregation of duties ensuring
! Administraters do not have access to view the password by default.
! The bidder has to canfigure a workflow to ensure necessary approval
| } has been obtained befere invoking show password.

R —-
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The solution should have Auto-Onboarding/ discavery Feature for
both User and Devices without having to do any manual activity and
parform two-way recanciliation

Canara IBank

20,

The proposed solution shall have built-in options for backup or
integration with existing backup soluticns

[ 21.

The proposed solution shall handle loss of connectivity to the
centralized password management solution automatically

22,

The proposed solution shall not require any network topology
changes in order to ensure all privileged sessions are controlled by
the solution

23,

The proposed solution shall support distributed network architecture |

where different segments need to be supported from a central
lacation

24,

The proposed solution shall suppott both clients based (in the case
where browser is not available) as well as browser-based
administration without any extra cost {o bank.

25.

The solution should support multiple active instances with load
balancing and fully automatic failover at each component level to
another active instance.

26. | ihe solution should be able to integrate with enterprise
authentication methods e.g., LDAP, RABIUS, and a built-in
authentication mechanism. .

27, | The solution should have MFA capabilities of SMS, Email or

Application based authenticator {(TOTP). ¥ the solution does not
have in-built feature, then the OEM should provide additional too! to
meet the objertive without any additional cast,

28,

The solution shotld provide for self-service portal for users and
devices for ease of on boardineg bath users and devices,

29.

The soluticn shall have feature to manage system and application-
level privilege accounts, OEM to support application integration

[ 30.

The solution should have feature to integrate with hardware and
software takens

“The solution should have feature to integrate with SIEM, SOAR and
TT5M syslems

The solution should have an ability to eliminate, manage and protect
_privileged credentials in applications, scripts, configuration {ites etc,

The solution should be able to integrated with applications like VA
Systems, performance monitering applications to eliminate hard

coded passwords

The solution should be able to onboard various systems including
operating system accounts (Windows, Unix/Linux, Customized 5)
and other infrastructure assets like MNetwork devices, databases,
application servers, etc,

35.

The Solution Should support integration with devices like, Routers,
Switches, Firewalls, UTM devices, NIPS, BDoS appliances, SIEM, HSH,
WAF devices and Load Balancers for Web U1, GUIl and CL!.

36,

The solution should be able ta integrate w:th a solution that pravides
a ready stack of APls to help integrate with any HR or other such
solutions that js the source of truth far jdentitics within the
prganization.

37,

The solution should be able to onboard the Ofganization structure
from a directory store for ease of administration and be able to
autcmatically cnboard users into the privilege access management
solution. The auto-onboarding capability should also be available for

+
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I
39,

40.
i
i

41.

| 42
I

Y
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1t
public cloud directories like AWS, Azuré! GCP ete,

- —

The solution should be able o identify orphan accounts on any
target assets including auto-discovery of privileged accounts and
reconciliation e .

The solution should be able to map prw:leged and personal accounts
on various target systems.

The solution should be able to td identify private ang public SSH keys,
including orphaned 55H keys,” on Unix/Linux machines, extracts key-
rclated data, and ascertain the status of each key.

The solution should be able to integrate with pubiic cloud
infrastructure. 4

The solution- should provide access 10 end-users based on least
privilege principles, and then grant the user the ability to elevate
users access based on certaip mles and access approval
methodologies with inbuilt dynamic v wnrkﬂnws o

+ o+

Secret Management

P 43,

44,

45,

Ah,

| 47,

48,

49,

a0,

51,

52.

3.

54,

- —— -
o
i
h

LI
[yl

Secured Vault platform - main password siorage repository should be
highly secured {hardencd machine, limited and controlled remote
access, etc.)

“The solution should provide a robust and mature vauit to manage
credentials, passwords, Keys secrets, certificates and such other
artifacts as one would like to vault

The solttion should provide oot of box connector Integrating all
standard systems (like HP tandem, Guardian elc.) to the Vault,

The solution should provide for auto vauttmg features as soon as the
system is on- hoarded.

The solution should be able flexible i configure the palicies and
pracedures of the organization, especially for passwords and secrets,

The solution should provide features te create focal or general
exceptions to the yules or policies.

The solution should be able to provide rotation capabilities at scale
(across technalogies}

The ‘solutions should be able to creatc a sequence or automate
events or actions based on technology requirements to ensure that
any rotation activity is conducted without any manual intervention

The solution should be ahle to provide features for JIT (Jost in time),
on-demand, and time-based rotations'of passwards

The solution should be able to automatically sync any odt of sync
passwords  without using any external utilities (on  target
systems/appllcations) 4

A single person/user should not be 2 able to check cut any credentials,
always twa or four eyes’ principles st shouid be applied

Otftine access of managed credenuials 4 in case of vault failure should
generate audit logs that are synced with the Yault once it's back
online {break glass facility).

The solution should provide a high- velncity vault that is agile and
1 dynamic to gencrate not only unjque passwords/secrets but also
unique credentials especially for ¢loud assets that are auto-scated

The solutions should be able to onboard and support credential
management for cloud and containerized environment

The solution should provide a secure method to famhtate access to

managed assets_in case of PAM failure for identified users {local

——
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vault) like fail safe features

57. [ The solutinn should have a central administration conscle for unified
administration

S8, | The PAM solution must have the capability of secrets management
(passwords, PiNs, Application passwords, certificates, SSH keys efc}
and from day 1 it should maintaln at'least 50 application passwords
The bidder shall provide unit price:which can be leveraged by Bank
to procure additionat licanse as and when required during the tenure
of the contract

Workflow & Motifications

The solution should have an inbuilt workflow to manage:
59. i) Electronic/Dual Approval based Password Retrieval
ii] Onetime access f Time Based / Permanent Access

60, | Multi-level approval workflow with E-mail and SMS notification and
" ! delegation rules

61. | Ability to provide for the delegation at all levels in the workflow

The solution should support a workfiow approval process that is
62, | flexible to assign multiple levels of approvers based on product or
made! {i.e. require 2 or more approvals before access is allowed).

The sclution should support a workflow approval process that
63. |requires approvers to be in sequence before final approval is
granted,

&4, | The solution should suppaort workflow delegation capabilities

&5 The solution should provide ready integration with service now and
' | other ticketineg ITSM tools for workflows

Py The solution should have the capability to provide alerts and
* | notifications for critical PAM events over SMS & Email

The solution should have the capability ta provide aierts and
67, | notifications for all administration/configuration activities qver SMS
E Email

The salttion shauld have the capability to integrate with banks JTSM
iService Now, BMC Remedy, JIRA etc.), ATM Solution {Guardium 05),
proposed SIEM, SOAR, Tenable and UEBA solutions for validating
ACCEess.

68,

User and Password Management

69. | The solution should set password options as per Bank's policy in days,
months, years and compliance oplions via the use of a policy. After
predefined confizuration solution should rotate password.

70. | The solution shall perform password change options which s
parameter driven.

1. | The solution should enable an administrator to define different
password formation rules for target accounts on different target
systems and supports the full character set that can be used for
passwords on each target system.

72, | The solution enables an administrator to change a tErgebaccount
password to a random value based ot a manual trigoer or automatic "

schedule M

73. | The solution should be able to atthenticate and trust the application
reguesting the privileged password based on various authentication
rmethods L
74. | The solution should allow user the oplion te provide read, write
access based on time/days .

75. | the solution should support changing a passwarg or group of
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| passwards according to a palicy {time based or 'on-demand’)
76. | Ability to gencrate "One-time” passwords as an optional warkflow
77. | The solution should automatically reconcile passwords that are
| detected 'sut of sync’ or lot without using external restore utilities
| /8. The solution should automatically verify, notify and report all
, passwords which are not in sync with PiM
79.  The solution should have the ability to autematically "check-out™
after a specific time and "check-in" within a specified time.
The proposcd solution should ‘restrict the solution server
administrators from accessing or viewing passwords or approve
v password requests,” Selution should have Workflow bascd approach
- for providing viewing passwords and approve pessword or server
Access requests. o i
81, { The solution should have provision for securc oifiine access of
managed credentials in case of vault failure (break glass scenario)
82, | Offline access of managed credentials i case of vault failure should
generate audit logs that are synced with the Yailt once it's back
cnline i
83. | The passwords and keys shatl be stored in the vault with minimum
| 2ES 256-bit encryption
84. | The solution shall be capable of managing the entire Software Key
Lifecycle i.e., initiation, key gencration, maintenance, supply,
rolatton, rencwal, backup and restare, recovery, publish, revocation
and destruction in automated manner
85, i The sotution must enforce auto- rotation for each password before
1 the expiry of password.

a0,

86. | The system shalt allow Key caching, Key rotation and Key versioning
! without any downtime, -+ B e
87. « The solution should be able to create seamiess single sign-on for
| various technologics such as Operating Systems, Databases, Network
and Security Devices, ete, . R _
88. | The solution shall allow single bascline policy across all systems,
applications and devices {e.g. one single update to enforce baseline
policy. It should support multiple policy also based on the
| requirement A
£9. | The solution should restrict execution of risky commands execution
ias per the regulatory guidelines) if the session fs inifiated with PIM,
The PIM solution should have the 1ist'of Risky commands available
out of the box, If not, the bidder shatl build such list and configure it
, in the platform. e L
20. | The  solution  should provide secure mechanism  for
blackiisting/whitelisting of commands for any combination of target
account, group or target system and end user., '
Logeing & Reparting . . .o b
91. | The propesed solution shall support correlated and unified auditing
for shared and privileged account management and activity.
92.  The solution should be able to support a sesslon recording on any
| session Initiated via PAM solution including servers, detwork devices,
databases, and virtualized environmentsete, ' 1
93, | The proposcd system shall support full color and resclution video
recording . s :
94. | The proposed system shall support videp session compression with no
impact on video quality. e .

.'l
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The solution shall have the ability to replay actual session recordings
for forensic analysis

96.

‘The solution should provide separate logs for commands and session
recordings. Session recordings should be available in image/ video
based formats

87.

The solution should be able to logfsecarch text commands for all |

sessions of database even through the third party utilities

98.

All logs created by the solution should be tamper proof and should
have legal hald

The solution shall restrict access to differcnt reparts by

administrater, group, or fole

100,

The tool generates reports in at least the following formats: HTML,
CSY, and PDF

.| The system shatl have the ability to run all reports by frequency, on-

demand, and schedule

[962.1 The solution should be able to report password lockouts (failure

logon attempts)

103.] Ability to report password checkouts on systems and users reguesting
passwords _
104.| The solutions should provide advanced analytics capabll.lty and
provide risk score on-all the sessions and tasks done by users. _ .
105.; The PAM solution has automated report query capability
106.1 The sclution shall rotate/change the password automatically when it
is shared/viewed by Administrataor _ L
107.] The solution shall balance the load between session managers, Ay
hardware or software or license required to achieve the functionality
shall be provisianed by the DEM/bidder _
108.| The proposed solution shall have ﬁieshaﬁng capabilities to share file
using PAM, ]
10%.| The solution shall have workflows whlch can be leveraged to build
for managing third-party accesses o
110.| The scluticn shall record the transcript capturing all the activities H
111.} The removal of user account from PAM solution shall not delete the
historical logs associated with the user which includes Past sessions
video recording, audit train logs etc. I
112} The solution shall have integration available for leading vulnerability
management solutions such as Tenable, Qualys etc. to provide just in
time privilege access to perform scans across the enterprise nefwork
113.[ The bidder shall provide an UAT covironment to test custom
integration/policies as necessary o L )
¥I. Threat Intellizence Platform {TIP):
sl Technical Specifications of TIP Compliance | Remarks
Ho {Yes/No)
1. Data Centre T
1. The pioposed solution shall be deployed at on-premises| w-- 4
components that permits the orpanization to store (0Cs and
investigations confidentially on their physical premises in local HA
in DC & DR, ] L i
2. General Feature and Functionality o
2, The proposed solution automatically researches and scores each
IOC imported using machine learning or other unsuperpvised
techniques .
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15,

16.
7.

18.
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b 20,

21,
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The proposed solution must normalize input data into structured
tormatting.

The proposed solution must support creation le any pumber of
collaborative oroups and subgroups between an'_.r members or
stakeholders, in order to share any inteltigence including 10Cs,

The pruposed snlutlon must suppurt search across all 10Cs, reports,
threat actors, cte, including across any creéated or held by
collaboration partners who  provide trested access to any
intelligence they chonose to share

The proposed solution must have the ability to integrate with
Bank's third-party threat Intel vendor feeds

The proposed solufion must have an automated means to curate
Threat Intelligence Data. That is, the removal of duplhcates, false
positives, risk scoring, and aging out of 10C"s.

The proposed solution should be able to match ke:.rwnrds in
Observables, Sandbox, Bulletins, Yulnerabillties and Signatures and
will be able to trigger various actions.

The proposed solution allows inﬂtant “visibility on the Threat/Risk
with further pivot capabilities Into ‘granular Tactical and Strategic
contextualized and enriched reporting.

The proposed solution should provide out-of-the-bex reports of
threat activities related to the events data. Such as indicator
matehes, real-time forensics reports. - .

The proposed solition can perform  retrospective  data
retrieval/search against all events received in the platform.

The solufion must assist the crganization’s threat analysts by
providing managed- threat analytics algorithmis to pravide a high
accuracy conlidonce score on pow threat intelligence with no
configuration required

The proposed solution should” su;:pc-rt bulk data uploads.

The solution needs to seamlessly integrate with the Bank’s Network
Time Protocol (NTP} and Active Directory {AD).

“The proposed solution must allow the organization to utilize the
solution’s APl to automate data processing using scripts and/or
other data stores

The prupﬂsed solution must provide the ab:lityr to have intelligence
imported quickly and easily inta the system in all common formats

The proposed solution must allow the adding of analyst comments
to threat intelligence including indicatars and threat bulletins E

The proposed solution must support the creation -::f tags on public
er shared intelligence that are visible enly to the ‘organization. le.
Tao atlow tagging of shared intelligence that is unknowable to other
organizations

T

Y Datd Ingestion  ~ .

oy,

The proposcd solttion can automatically parse JOCs  from
unstructured source documents such as PDE, DOC, KLS as well as

The proposed solution offers more than 100+ open-sourced
intelligence and also provide Free Feeds® content as well,

| The proposed solution must support’ the abillty to automatically

parse indicators from a phishing email sent to an assigned ematl
inbox Y

L
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22, | The proposed solution must suppart the ability ta automatically
detonate any malware attached to a phishing email sent to an
assipned email inbox, and capture any !0Cs generated by the
detonation as linked to the email o
23. | The proposed solution should generate a ticket or case for an
analyst to assess, when phishing malware is detonated I
74, (The proposed solution must support either manuvally defined
confidence scores or analytics-derived cunfidence scores, based on

analyst preference, o
25, [The proposed sclution’s browser extension can import scraped
contents into soluticn as indicators, report or create investigation,
26, | The proposed solution must include support for ingesting all major
QSINT and commercial intelligence sources with no confiouration
cifort
27. | The proposed solution must be able to ingest not only syslop,
network traffic (MHetFlow, Sflow) and events forwarded from SIEM
but also support the ingestion of Threat Intellipence in multiple
formats as well,

4. Threat Intelligence Management .

28, | The propesed solution provides out-of-the-box enrichments and
integration.
79, | The solution must be feasible for integration with the Bank's newly
proposed sandbox sclution.
30. | The proposed solution includes an analyst workbench with an-
demand enrichments and link-analysis features to allow analysts to
conduct detailed investigations

31, | The proposed solution must allow creation of threat models
including as a minimum, threat reports, malware entities, actor
profiles, campaign notes, with the ability to associate tOCs and
other relevant entities, in-line jmages and rich text formatting
32. | The proposed solution's browser extension allows leveraging of
MITRE ATTECK Framework in investigations within the platform,
33. | The proposed salution must support Threat Modelling such as
Diamond, STIX, Kill chain, MiTRE ATT&CK and allow users to assign
phases during mvestigatmns _
34. | The proposed solution must provide the ability to alert users of
new additions to the platform regarding certain keywords hits and
alsc automatically tag 10C's/Threat Bulletins that meet the
requirements of the alert. R
35, | The proposed solution can create a snapshot of threat intelligence
data based cn a search filter and can integrate tc third party
services for consumption, o
36. | The proposed solution must provide a Threat Management incident
handling capability with the ability to create incidents and/or
tickets depending on crganizational workflow
37. | The proposed solutian should be capable of operationalizing threat
matches and turn it inte actionable intellizence . i
38. | The propesed solution must support the rendering of any threat b
bulletin, or any other threat intelligence product created by the
platform to human-readable POF
39, | The proposed soliition must support export of atomic {0Cs to CSV,
PDF, STIX, OpenlOC.

3, lntegratiun and Dissemination o o
40. | The proposed solution must has built, out of hox integration with ] _

R

-

L
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14 | Integration with tools like POSTMAN, BURP, Acunetix, Qualys or any
other pentest tools etc. Further, it should also Integrate with new
tools which would be compatible or procured in future.

15 | Solution should have capability to -provide reports-which can be
Ingested to the GRC Solution such as RSA Archer

16 | The selution should support scanning only the vulnerabilities from
pravious scan, scan incremental, .scan crawl and Aodit from
orevious configurations

17 {The solution should have the REST & SOAP AP to
initiate/pause/stop/ scans and for vanious other functionalities

18 | The solution should be able to scan and test a wide breath of

application security vulnerabilities.

19 | The solution should ernploy the tatest algorithms and techniques to
ensure the most accurate testing and minimize false positives
20 | The sotution ticensing shatld support concurrent/flcating license T
21 | The solution should support OAST Vulnerability detection
22 | The salution should support FAST proxy
23 | Selution must support Top 10 GWASP Standards, OWASP Applicatien |
Security Verification Standard {ASVS), PCI D5S, 13071EC 27004, NIST
Cybersecurity Framework, and SANS CWE TOP 25 Most Dangerous
Software Errors. and provide reports based on these standards 1
24 | The solution should support distributed scan sensors/agents to run
the scans and the solution should have capability to Automate
security assessment in the €1/CD pipeline I )
Solution Capabilities
25 | The solution supports Web Services security testing, T
26 | The solution should provide REST/URL Rewriting (Variable) i
detection and support.
27 | The solutions should allow for custom checks to be added and | )
modify. . L L
18 | The solution should allow far a re-run of the entire scan with the
same settings _ L o _
29 | The solution should provide a shortcut to quickly re-test all
vulnerabilities, retest based on severity o I
30 | The solution shouold provide autematic vulnerability signature
updates via the internet. Updates may also be perfarmed manually
for offline machines. .
31 | The solution should integrate with a defect-tracking system for|
easy creation of defects from within the solution itself. N |
32 | The solution shall have the ability to feed details of vulherabilities o
found during a scan into Web Application Firewall and/or Intrusion
Prevention Systerns to block potential application exploits _ .
33 | The proposed solution must be able to record macros against Web
2.0 applications .
34 | The sclution integrates and works out-of-the-box with a real-time

application security technology within Java, C#, and .NET servers.
to: ’ .

i. Gather internal, code-level vulnerability information by
observing the attacks in the code as they happen in real- time.

ii. Inspect parts of the application that 1t may not find through
normal crawling.

iii. Collect information about the interpal behaviors of a target
application during dynamic tests.

iv, Detect new types of vulnerabilities, .8, privacy violation and
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log fogeing.

v. Provide stack trace and line-of-cone detail during dynamic web
application scanning.

The solution shoutd have the capability to export scan data in POF,
CVE and Excel format for upload to a web management console, to
be correlated with security vulnerabilities feund from static and
interactive time testing. This offers a holistic view of 'the security
status of applications and projects within an e:lt"_er_pnse

Administration, Manageabmty “and Reporting

The soluticn comes with an array of out-of-the-box scan policies
and all majer compliance reports which may be further added to
and customized.

The solution provides the ability to compare and report on iwo
different scans to enable a delta snalysis, including a visual
representation of vulnerability differences between the two scans
and the ability to drill-down into the differences. .

Solution must provide Executive Summary Report, Rerned:atmn
based Report, Histery reports, Scan comparisen repeorts and Custom
reports. ’

The solution must bo capable to generate repart in following
format:

The Title.

The Location {URL and/or line of code}.

Specific vulnerability description.

Risk iikelihood, business impact, and severity.

Code snippets.

Specific remediation recommendations.

Alfected linksfparameters

References, CVE, CY55 k CWE etc.

PN ET AL

Ava:labllltv

The sclution must suppert deployment on prem15es at DC and DR.

The solution must suppert CAPTCHAT OTP/7 Compaosite Login
process configuration in the proposed salution.
The solution should support 2FA/ MFA authentication

The solution shocld be able to skip an attack while the scan is in
progress.

The solution should support REST APl scan and SOAP APY scan and
support Swagger, ODATA, gRPC, GraphQl, S0AP, Postman data
types for APl S5can.

Anti - APT:

~ " “Technical - Specifications of Anti - APT

— -

Compliance
{(Yes/No)

Remarks

»  Key Functional Requirement

" The bidders are intended to deploy Netwark Advance Threat
Detection solution as a dedicated purpose-built platform deployed
| independently without any functional rellance on existing layers of
| security like NGFW, NG-Proxy etc. adhering to defense in depth
architecture. The proposed solution must be capable'ta function on
its own even If any of the layers of core underlying security get
replaced or become non-functional,
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Each of the bidders proposed solution would be evaluated
tharoughly against functional as well as technical requirements. The
proposed soluticn should be from a single OEM {for all components)
to ensure the {ntegrated platform requirements and capabilities are
utilized and desired sccurity objectives are achieved, The solution
expected to import multiple TLS/ 558 certificates,

The Bidders are expected to propose a sclution that must detect
zera-day, multi-stage, fileless and other evasive advanced attacks
using dynamic, signature-less analysis in a safe, anti-evasive
execution envirenment. The solution should be sized appropriately
by the bidder including all other costs required for performance,
scalability, and efficiency.

Anti-APT appliances must be deployed On-Prem. Other technologies
such as Sandboxing and advanced technique for example: Al/ML
analytics, automatic correlation and investigation can be performed
on-Prem or cloud. Offered cloud components shall be hosted in
Indiz to ensure data localization,

The proposed solution must preferably be supplied as a purpose
built dedicated physical appliance while central management
enstring  perfarmance and applicability to environment. Any
components required to run the solution including hypervisar
hardware & software must be supplied by the bidder.

Bank will procure additional licenses as per the requirement
without compromising on system functicnality or performance and
OEM to provide unit price which shall be leveraged to place
additional order as required during the tenure of the contract

The bidders are required to provide integrated regular security
threat intelligence content subscription as part of the solution, The
security content must be integrated with the solution without any
requirement to manually manage and update the feeds

Technical Requirement

The bidders must propose APT solution for inline Web Traffic
Analysis for a minimum 10 Gbps {TLS Inspection throughput) at DC &
DR in high availability made.

The proposed Anti-AFT appliance must have boilt-in scalability
where the appliance has TLS Inspection Throughput with all
features enabled of 10 Gbps, TLS Concurrent connections of 5 Lakhs
and appliance hardware scalable to accommodate  future
requirements up to 20 Gbps on the same hardware appliance on day
3

10.

The proposed hardware/appliance should have S5L inspection
capability for dnternet  traffic.  However, in case  the
hardware/appliance does not have the capability for 551 inspection,
bidder must supply an integrated enterprise grade S5L decryption
and orchestration solution with packet broking functionalities for
encryption/decryption of web/network traffic and {urther provide
decrypted traffic to APT sensors for 55L inspection for the notth-
south traffic,

11.

The proposed soluticn must be deployed in span mode on day one
and alse should support Intine biocking mode with automatically
block inbound exploits, malware, and outbound multi-pratocol
callbacks, "
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12.

13.

4.

15.

16.

17,

18.

19,

20.

1.

22
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Proposed solution / appliance Shuu{d have belﬂw hardware
requiremnents:

Anti APT appliances should be supplied with mipimum below port
requiremnents with a scparate dedicated management and IPMI port
with

1041001 000GBASE-T

4 ¥ 167106 RJ45

4 X 10G SFP+ (With Bypass}

8 X 10G SFP+ or (6 X 10G SFP+ and 2 x 40G QSFP+) L

The propesed solution must detect multi- flnw soulti- stage, ZoTQ-
day, polymorphic, ransomware and other evasive altacks in reat
time while also cnabling back-in-time detection of threats

» The solution must detect advanced threats using dynamic machine

Tearning, Al and correlation engines detect and block obfuscated,

targeted and other custarmized attacks with contextual, rule-based

Ianaiys:s from real-time insights frem real wnr!d victim breach
; intelligence Indicators

t The solution must have signature-tess, dynamic analysis engine that
inspects suspicious obiects te identify targeted, evasive and
unknown thréats. The engines must detect and block malicious
objects based on high-fidelity rnachme attacker and victim-
intelligence,

1 The proposed solution must rapidly detect beth knawn and unkncwrs
attacks with high accuracy and a low rate of faise positives, while
 facilitating an efticient response to each alert

The solution must generate the alerts which include concrete real-
time evidence to quickly respond te, pricritize, and contain
targeted and newly discavered attacks.

The bidders must ensure the pmpuScd solution Anaiyns compenent
+is a secure purpose-built appliance/ hypeyvisor/ cloud sandboxing
I for the exccution analysis of files, objects, flows, attachments,

URL's and the environment should be able to unlcash any hidden or
targeted advance malware attacks .

The bidders must ensure that cach comporenl has its own
dedicated Analysis capability with.all dependencies viz; additional
licenses, customization or infrastructure to run exclusively On-
premises/ Cloud. .

The proposed san*dbuxing platform shall support minimum 100+
sandbox ¥Ms (to support 100 parallel file executions) On-Prem or
Autc-scaling in cloud model, Tpe bidder to size the hardware
according to the throughput given abaove.

L8]

| Analysis englne ‘must provide real-time pmtectiun adainst cvasive
'attacks with micro tasking wﬂhn Dynamic Amalysis 0.5 YM's
(Windows & Linux environments), such as Execution of suspiciots
network traffic against thousands of aperating system, service pack,
loT application type and application version combinations with all
licenses and dependencies included in the solution.

The solution should leverage a sandbox technology, featuring a
custem hypervisorfcloud sandbox with built-in countermeasures. it
imust support multiple operating systems, service packs, and
| applications, and be capable of handling various f:le types. The
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solution shoold enable simultanepus executions and support multi-
stage analysis tc ensure thorough detection and mitigation of
threats.

23,

The Internal Netwaork Analysis solution should also be'able to dotect
malicious post-exploitation activities such as atiacker lateral
movements between various zane like user workstation & servers.
The soluticn should detect lateral movement fndicating saurce &
destination 1P addresses, files transferred, commands executed,
with detailed execution analysis of payload, files etc.

24,

The solution must detect zero-day, multi-flow and other evasive !

attacks with dynamic, signature-less analysis in a safa, virtual |
epvirpnment and stop infection and compromise phases of the
cyber-attack kill chain by identifying never-before-seen exploits
and malware.

23,

The solution must have multiple, dynamic machine learning, Al and |

correfation engines detect and block obfuscated, targeted and
other customized attacks with contextual, rule-based analysis fram
real-time insights

26,

The proposed solution must provide protection against advanced
attacks and malware types that are difficult to detect via signatures
like web shell uploads, existing web shells, ransomware, crypto
miners ete.

27,

The solution must have capability to identify malicious exploits,
malware, phishing attacks and command and contrel {CnC) callback
while extracting and submitting suspicicus network traffic to the
dynamic anatysis engina for a definitive verdict analysis,

28.

The salution must support the detected threats mapping with
riskware categarization, and mapping to MITRE ATT&CK framework

29.

The proposed solution must support analysis of different file types
tisted below but pot limited to for dynamic analysis, including .
portable executables {PEs}, active web content, archives, images,
Java, Microsoft and Adobe applications and multimedia etc. with a
proven capability to analyze suspicious network session, flows with
capabilities like code analysis, that includes function, entropy and
similarity analysis of Files, URL's, Objects, network flows, scripts.
must be supported.

30.

The proposed solution should support more than 80 files types for
inspection in sandbox environment including alz, bat, ¢md, cell,
chm, csv, rlass, cla, com, 4li, doc, docx, egg, ocx, drv, dot, dobx,
docm, dotm, cpl, exe, sys, crt, scr, gul, hta, htm, html, hwp, hwpx,
igy, jar, js, jse, jtd, tnk, mht, mhtmi, mov, msi, odt, odp, ods, pdf,
ppt, pps, pptx, ppsx, psi, pub, rtf, shtint, stk, svg, swf, vbe, vbs,
wsf, xls, xla, xlt, xlm, xlsx, xlsh, xltx, xlsm, xlam, xltm, xml, xht,
xhtml, url, 7z, ace, amg, apk, arj, hgx, bz2, bzip?, cab, crx, szip,
gz, iso, lha, tharc, [zh, bin, macbin, emt, email, mse, msi, arc, rar,
sls, sit, sitw, tar, toz, tnef, winmail, dat, win, vue, wim, xz, zip,
dmg, jar, class, cla, pke, o, sh.

3.

The proposed solution should utilize multiple machine learning, Al
and correlation engines represent a collection of contextual,
dynarpic roles engines that detects and blocks malicious activity in
real-time and retroactively, based an the tatest machine-, attacker-
and victim- intelligence,

32,

The proposed solution should detect suspicious files upluad_ed to

web servers through HTTP- POST and FTP protocols and provide

.
r
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36,
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38.
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40.

41.

42,

7 43,

A5.

46.
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48.
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i mapping of methodology & alert techniques to MITRE ATT&CK
framework. It should also detéct attempted data exfiltration,
Beacaning including other Advanced techniques.

The solution must have capabalwy‘ to provide Back-in-time 10C
threat analysis via integration of 3rd party Threat Intellizgence, 5TIX
or TAXIl or Open 10C feeds with automated lavestigation and
| analysis search function.

' The solution must have built in functionality to detect genuine
» attacks, Advanced technology engines must be used to validate
alerts detected by conventional signature- matchmg methods like
IPS to identify and prioritize ¢riticat threats.

The solution must detect Event Type for Network Anomaly, 05
Change, Checksum Match, VM Signature Match, CNC Signature
Match ek, lopged while analyzmg any traffic or PCAP or r objects

The Solution must have the dynamic analym s engine that inspects
suspicious netwark traffic to identify attacks that evade traditional
signature- and policy-based defenses

The proposed Anti - APT solution should support operating system
for sandbexing such as {Windows, Linux etc.}

Proposed sotution shatl have open”I0C sharing framework so Ehat
the indicators can be shared with .cther security solution deployed
at the Bank such as AV, EDR, SOAR, Fircwall etc.

The solution should have SSL Decryption capabilities available out
of the hox

| The proposed solution should be able to detecl and prevent the
persistent threats which may come in the form of executable files,
PDF files, Flash files, RTF files and/or other ocbjects,

The pm[;:-uﬁed solution shall have both out nf band and inline
deplnyment mode  °

The proposed salution should monitor traffic from multiple
segments Tike WAN, DMZ, Proxy, MPLS links etc. simultaneously on a
single appliance,

The proposed solution shoold have capabilities to “ingest/ cﬂnflgure
files, 1P, URLs, and Damains to deny list and whitelist.

The Proposed solution should provide correlated threat data such
as: IP addresses, DWS domain names, !RLs, Fllenames Process
narmes, Windows Registry entries, File hashes, Malware detections
and Malware families through a purtal
The solution should provide Sandboxing detalled report and
playback for suspicious activity.

A — e e

The proposed solution shall have on-prem/cloud sandboxin
i g
environment that must be securely isolated from'the rest of the
| network to avoid malware propagation.

iThc proposed solution should support Structured Threat Information
capression {STIX} for user-defined detection and third-party
integrations

The solution should support integration with proposed EDR/XDR
platform to apply effective cxpert analytics and global threat
intellipence using data collected across nultiple vectors -
|r-_-ndpnints, servers, networks, and email o meet  future
{ fequirement.
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Continuously analyzes current and historical network metadata and
correlates these related threat events into a single view for full
visibility of the attack cycle

50,

Should support advanced and sophisticated machine learning
techniques to detect network traffic anomalies.

Correlates the events and maps out every step of the attack, giving
a better idea of haw to respond and prevent futureattacks.

a1,

The solution should be sized to handle the concurrent sessions

Central Management - Admin and Operational

52,

high availability mode over WAN between DT &DR to manage and
administrate the overall deployed ecosystem, ensuring that sensors,
components & appliances share the latest intelligence and correlate
across multiple attack vectors to detect and prevent from cyber
incidents.

53.

deployment management into a single console to manage
configurations, threat updates, and sof tware upgrades

remote management and dynamic configurations

==

The central management solution must enable blended threat
prevention using multi-vector correlation of collected data events

[ 56,

The central management soliition must be able to distribute and
disseminate in real-time local threat intelligence to multiple
deployments across your systems in an automated fashion

57,

clients for Admins or Analysts to access and manage.

58.

The proposed solution should support SNMPF, syslop etc. for
integration with all leading SIEM, SOAR, TIR, Firewall, AY, Proxy,
EDR, ITSM (Service Now) sclutions. The Solutian compeonents shauld
alsc be providing access over REST APls with detafled OEM
dactmentation,

[X.

Breach Attack Simulation (BAS);

sl
No

Techknical Requirement

The bidders are asked to supply a Central Management solution in |

The central management solution must help centralize the entire |

The central management solution must have capability to enable |

The solution must only be accessible via web UL/ plugins/ thick |

Compliance
{Yes/No)

Remarks

Architecture & General Requiremé'nt-

The propased solution must be Saa$ madel/ hybrid having cloud setup |

in Indiz (complied with MeiTy} with 59.90% uptime,

The solution shatld be able to initiate attacks using minimum sct of
access and should not require administrative privileges oulright te
execute simulaticns,

The -agent installed for assessments /slmulations should be able te
remove any malicious files or executables that were run on the system
as part of the simulation activity.

The propased solution shauld be ¢ ablz to provide the entire attack il |

chain in accordance to MITRE attack framework, In case of change in
MITRE attack framework, the tool has to adopt the revised/ changed
framework.

The solution should Identify controis specific effectiveness of models
{MITRE, NIST atc.),

The solution should _suppart tiser management with support for
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different user roles like admm. User ete.

Solution should be able to cxport and import matware samples/hashes
ete.

The solution should be able to detect the outbound exposurc to
malicious or compromised websites from the bank's endpoints and
sorvers, etc.

The solution shauld have the abil!ty 1w identify the device trajectory
to map haw hosts interact with files, including malware, across
endpoint envircnment (e.g., if the file transfer was blocked or if the
file was quarantined by antivirus) & security solution deployed in
bank.

The solution should be able to generate detailed repart covering the
attacks which ,were successful and should detail the: indicators of
compromise {loCs) and how the attack played out in the environment.

The content Ubrary of the solution should be updated periodically §
with new attack simulations.

All the simulations should be mapped to MITRE attack framework,

The solution should nat be dependent on other solutions for saurcing
threat feeds.

‘The solution should be able ta integrate with ticketing platforms.

The solution should measure the time to detect and respond the
attack simulation.

The satution should have the capability of praviding attack blm:kmg 2

provention analysis.

The solution should have the capab1llt1.r to execute attack sequences
to expose changes in effectiveness or identify risks.

For the proposed Sotution, The Simulation agent shuulﬂ be compatible
on Windows, Linux, UNI}{ {Al flavors including but not limited to
Ubuntu, RHEL, Cent 0%, MAC O3) ot otc.

— et e

The solution must support proxy communications to the (nternet.
Simulation Agents installed must suppart proxy communications to the
Breach & Attack simulation solution’s cloud platform counterpart.

The Solution agent component must be installable as a software
p1ckage {Publishing it through group policy] and can be included in
Golden image.

For the pmposed solution, Agents will be installed on minimum set of
endpeints. Considering mentioned setup supplier should be able to run
and provide all required use cas.es!simulatinns effectively.

The solution must be easily and automatically updated either from the
server itself or via manual updates

For the proposed Solution, All mstalled agents/simulatars should have

capability to run assassmentsfsimulatinns as local user privilege

and/or admin user privilege

Al data collected/processed should "be secure fn’ Vendors <loud
instance and to be stered only in India

For the proposed sofution, The Supplicr shall describe/pravide
assurance that when the customer, deletes datg, the data is
completely gene and not resident amywhere' on the supplier
Infrastructure within the solution.

For the proposed soluticn, The Supplier should .ensure access to
sensitive information is restricted to only personnel.with a need {o
know basis with Granular User Role management.

For the proposed solution, The Supplier should notify the customer
immediately when security vulnerability is discovered within the
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solution.

28,

The solution must include discrete privileged and user, account levels
with specific permissions for each je,q,, RBAC)

29,

The sotution should have Multl-Factor Authentication to access |
Platform.

nrFh

34,

The solutior must include basic user |:u::~iic:3|r controls for account access
and password management .

i,

The proposed solution should respond with a generic error message
regardless of whether the user ID or password was incorrect. The
message should give na indication of the status of an existing account.

32.

The solution must generate an audit log of all eperations including
individual user actions

33

The Supplier should ensure passwords for services shall not be

displayed during authentication nor stored in an unencrypted form.

34.

The Supplier proposed solution should secure awdit logs from
tampering.

35.

The soluticn must directly integrate with the proposed SIEM solutions

356,

The solution must validate network security control effectiveness.

37,

The solution must validate email security control effectiveness /
assessment (improper configuration or implementation of email
filters)

38.

The solution must include support for the POP3, IMAP, and SMTP cmail |

protacols with 550 and TLS,

39,

The solution should have technical integrations avaitable for specific
vendors where applicable [e.g. SIEMs, ITSM's, ticketing systems,
Yulnerability assessment tools, log management, Firowalls, SDAR,
automation/orchestration, analytics platforms, threat intelligence
platforms, etc.)

40.

The solution should support red team activities {attack scenarios} and
blue teamn activities {actionable remediation),

43.

The solution should not add/create any performance degradation in
the network.

42,

The solution should be able to determine during an attack which
security solutions were able to detect the attack and if they were not
able to detect then should be able to suggest rules / configurations to
be done on the security solutions.

43,

The solution should be able to source latest critical threats in the

industry and should be able to provide simulations immediately, not
Tater than 1 day of discovery.

44,

The solution sheuld be able to simulate Real attacks and provide
malware artefacts (capability to simulate real exploits and latest
malware)

45,

The solution should be able to test attacker lateral movement {once
successfully within a network) - e.g., pass-the-hash techniques to
steal credentials for sensitive servers, muwng across  netwoark
segments in search for valuable data

The solution should be able to detect data transfer to and from

malicious demains /.IPs / websites (Secure web gateway / proxy test). |

Usze cases

Solution should have Ability to simulate breach methods across the ]

complete cyber-attack kill chain including NIST, MITRE ATT&CK
comgplete framework (e,g., infiltration, exfiltration etc.)
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‘The- sclution should be able to det ect the outbeond exposure to
malicious or compromised websites’ from the bank's endpoints and
sofvers, ete.

The solution should have the ability to lg:!entlfyr the device trajectory
io map how hosts ifiteract with files, including malware, across
endpoint environment {c.g., If the file: transfer was blocked or if the
file was quarantined by antw:rus] a sccurlt',r solution deployed in
bank,

The solution should be able to generate ' detailed repurt cavering the
attacks which were successful and should detail the indicators of

" compromise {loCs} and how the attack played ocut m the environment

and eliminate specific woaknesses.

The too! should be “able to customizc the risk categorization. The
report generated shoutd highlight the attacks detected along with the
calegory of the same and risk assucmted with them.

Determine  which  controls are  most and least valuable, i.e.,
prioritization of controls.

The solution should have the capability of providing attack blocking /

prevention analysis,
The solution should have the capabtlltj.r to exccule atiack sequences
ta expose changes in cffectiveness or {identify risks.

The solution should have the capability to integrate and consume
threat feeds such as 10Cs, 1Ps etc. from  third party
intelligencofregulators like CSITE, CERT-IN, etc.

The solution should prnwﬂe RESTfl API interface from third party..

The solution should have the capability of providing Detect, Alerting
1 analysis including SIEM Correlation rule analysis. |

! The solution should have the capabihtyr to vatidate existing deployed

The solution should have the ability 10 execute batch attack scenario
processing across muttiple vectnrs 1ncludmg Netwnrk Endpeint, Email
and cloud.

Tool of the bank 1o abtain information abnut existine vulnerabilities.

Solution should be able ta validate end:point security tool contrals,

“The solution should be ablc te import samples of sensitive data from

solution such as OLP,

The solution should be able ta test systems i case no agent is
installed, like in the scenarios of remote exploltation, use of
eredentials, latera!l movement etc,

The solution. should include attacks simulations relevant to
information technology targets.

The solution must include library of attacks that cxploit common
application vulnerabilities & Weaponize Known CVESs.

The solution must be able te Represent Yulnerability Risk scores {Low,
Medium, High, Critical) based on proven cybersecurjty risk assessment
models. (o.g8., CY55¢3)

Solution must provide timestamp of the atfack acress multiple
geographies for all attack vectors for comelation & Validation.

Solution should have Ability to test data loss prevention (DLP)
implementation, methodology, and configuration along with other
exfiltration techniques to test outbound flows of data to ensure
protection of critical information during simulation.

Solution should have “Ability to simutate Infiltration technlquves for
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breaching a network or infecting a host - Via Email, Web & WAF.

0.

Solution should have Ability to simulate Machine- based attacks -
known vulnerabilities on internet-facing systems, misccnﬁguratmn af
network perimeter controls, expesed applications, etc.

7.

Solution should have Ability to test attacker lateral movement through
a single machine {once successfully, within a network) - e.g., brute
force or pass-the-hash techniques to steal credentials for sensitive
servers, moving acress network segments in scarch for valbable data

72,

Solvtion should support Ransomware  simulations using latost §
Ransomware, malware samples/cases, elc,

73,

Sotutton  should support Email  security  assessment (improper |
configuration cr implementation of emait {ilters)

74,

Snlution shoutd suppeort Endpoint Assessment - test security “state of |
endpoints by comprehensively testing automated behavioral
detection (EDR}, signature-based detection (anti-virus), known
vulnerabllities including Windows patches.

Colution should support Extracting credentials
{Endpaint privilege escalation test)

Solution shoufd support Executing local privilege elevation exploits

_(Endpaint privilege escalation test)
“Solution should support Transfer andfor execution of malware on a
test system {Endpoint malware download and execution test)

Solution should support Access, connection, or data transfer attempt

i (Metwork seamentation test)

i solution should support Access or data transfer to a malicious Tsite |

{secure web gateway / proxy test)

Solution, should support Proxy tests - HTTP/HTIPS inbound/outbound
exposure to malicious or compromised websites (web malware,
malicious scripts)

a1.

Solution should have Ability to deliver safe tests with no chances of

interfering with business operations, and no user interference when
deployed on production assets

8z,

solution should have Ability to perform continuous analysis and |

Historicat trending {alert, track, analyze, and remediate advanced
malware that may at first appear clean or that evades initial defenses
and is {ater identified as malicious) and there should not be cap on
the number of times simulations are being performed for a particular
device /device

from memory

a3.

Solution shouid have Ability to simulate breach methods based on |

attacker profile {APT} and data assets to be protected

Solution should have Mechanism to identify remediation options and
recommendations, prioritize severity of test findings and actionable
remediation for each security contra!,

a5,

The Solution should provide POA (Proof of acceptance} for manual
assessments / simulation along with Mitigation steps that can be taken
tollower the overall security risk highlighted by the simulations.

Be.

Solution should Continuously simulate breach methods to “address
changing risks, and track security posture via risk trending and
historical reports.

a7r.

Solution should have capability to test SIEM rules by stmulating a |

multi- vector attack

Ba.

Solution should have Ability to create custom use cases / simulations |

attacks according to the bank's reguirement

Canara Bank, CP&vM Wing, Corrigondum-4 to GEM/2024/B/5406710
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" solution should Test effectiveness of scr:unt!.r tools and controls (real
1 behavior and sutcome of controls) - e,g identify configuration errors
or defects '

Solution Knowledge base should be extensive_&_ should Describe how
the library of breach and attack methods are created, managed,

The solution should provide technni:rgy vendor-specific remediation
signatures and prioritization as mitigation recommendations

the proposed solution should have capabilities to allow for the
detection or prevention of unauthorized modification of data.

Solution should be able to do a lateral movement assessment from a |

single endpaint

The Supplier should validate and measure the detection and response
capabilities of security pipelines and detection analysis in the 50C

The Supplicr should verify SIEM alerts by simulating maticious activity
{injocting events into a SIEM) to galge whether it correlates them to
generate the right alert (Monitaring SIEM tests)

The Supptier should address cnnf:guratmn, segmentation, or
implementation errors threughout the entire lifecycle of a security
product

Sotution should check inbound and outbound penetration of web
gateweay. !

Sotutien should have integrated Emaﬂ. phmhmg simulation medule with
the -:a;::.';1l:.-:llt1.nr of accossing the rcspanses

The solution should support any cluucf instances such as Azure, AWS,
Oracle elc,

* The solution should have the capability to provide the Indication of

Attack {loA) based on the tool intclligence of detecting 10Cs,
behavior, cther contextual infnrmatmn etc. about the attacks.

.} The solltion should have the n:aq:-al:;nhtn.ur to instrument attacks on each

of the below vectors but not limited tn
» Endpoint based attacks

« Metwork based attacks

« Email based attacks

« Proxy

« Attacks an cluud infrastruciure

The solution should have the capahllity to Execute a custom data
exfiltration action through email, pen-drive, SFTP etc. attempting (o
physically remave data from customerinfrastructure.

The sofution should be able to perform attack by exploiting the
missing patches an the system & report has to be generated

1 bighlighting issues due Lo missing latest patches,

Dashboard

The solution must provide an intuitive dashboard that shows
vulngrabilities, misconfigurations, gaps‘;. and risks in the current
security controls deployed.

The solution must provide a MITRE ATT&CK nheatmap for both
prevention and detection controls for the orzanization.

The solution must have the ablility to provide a quantitative security
SCOre o1 equwalent rat:rg to showcase the matunt-,r of the detection

The solution must prowde Jashboards that display he strengfhs and
weaknesses of current security contrels for both- prevention and

#

LIS
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detection.

108.

The solution must provide a dashboard that shows organizations
resilience against ransomware attacks.

106,

The solution must provide a dashboard that shows a negative

deviation from baseline security centrols.

110.

The solution must allow custom dashboard creatien directly from the |

platfarm. Custom dashboards should give the option to select
historical data, comparisons betwean results, trends, graphs, charts,
etc.

111,

The solution must allow cloning and editing of customized dashboards
as and when reguired.

112,

The solution must provide benchmarking and comparison results far |
organizations in the same industry,

113,

The solution must include the ability to export primary dashboards,
reporting in PDF format

Reporting

114,

The reports must provide details about each attack simuiation |

executed along with its mitigation.

115.

The solution must provide the assessment history and maintain a
detailed audit trall for at teast 12 months for auvditing purposes,

118,

The soluticn must store historical reports along with their timestamp,
target system, target user, type of assessment executed, etc.

.| The solution must display a risk score for each assessment performed §
| individually as well as the overall risk.
.| The report must have previous comparisons te show changes in

current control, i.e., improved or deteriorated.

o,

The solution should provide a consclidated report view for specific
security controf tests.

120,

The report should show the number of test cases covered, percentage
of control bypassed, overall and category-wise risk, etc.

121,

The report should contain granular details, which include timestamgps, |
payload information, risk, type of attack, target, description,
mitigation, 10C or 108, etc.

122,

The solution must allow custom report creation directly from the |
platform. A custom report should give the option to select historical
data, comparisons between results, trends, graphs, charts, etc.

123.

The solution must provide industry-standard reporting templates
e.g., remediation guides, preventioan and detection reperts, overall
security posture, and security control performance.

124.

The solution must allow selecting datasets from existing results to
create customized reports,

125.

The solution must allow cloning and editing of customized roperts as
and when required. e

126.

The sclution must provide reporting for executive, scenario, and
recommendation reports in PDF or CSY formats as appropriate.

127,

The solution mwust provide different types of reporting, including
executive-level, scenario-level, a recommendations report that
outlines best practices, and vendor-specific recommendations for
failed assessments.

.| The solution must provide comparative reporting, aliowing the end-

user to compare the results of an agent or group of agents mapped to
the MITRE ATTRCK TTPs.

-y
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1 129.] The solution must provide visual representations of attack paths and
' potential lateral movement within the network te aid in
! ] understanding the attack's potential impact.

Declaration:

1. We hereby confirm that we have various certificates/bench mark testing standards for the items
quated to meet the intent of the Bid.

2. We hereby confirm that we have back-te-back arrangements with third party software/ cloud for
providing continuous and en-interrupted suppart to meet SLAs obligations as per bid terms.

3. We hereby confirm that the information submitted above is true to the best of our knowledge, We
understand that in case any discrepancy is found in the information submitted by us our tender Is
liable to be rejected.

Date: Signature with seal
Flace; Hame:
Destanation:
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Annexure-10
Technical Evaluation Criteria

{Should be submitted on Company’s letter head with.company seal and signature of the
authorized person) -

S5UB: Setection of System Integrator for End-to-End implementation of Hext Generation Security

Cperations Center (RGSQC) in Canara Bank.

Ref: GEM/2024/B/5406710 dated 17/09/2024,

The technical evaluation of the bidder will be carried as per the details furnished below:

5 Evatuation Parameters Documents to be submitted

L

N

0

1. { The Bidder must have successfully implemented or | Bidder should provide the |
managed on-prem Security operation center | Satisfactory performance
{*SOC) during last 5 years in organizations like | certificate from  client and
Government/BF5lS PSUJ/ RBY/ MWPCIS MSES BSES |copy of purchase order/
SEBL. contract  agreement/ woark

order/engagement
The 5CC must be currently operational and | letter/Certificate of
running completion to this effect,
{a) 3 and above clients : 10 Marks
b} more than 1 and below 3 clients : 5 Marks
Hote:
*BFSI must be an organization having minimum of
1000 branches or 1 Lakh crore Business in India.
*S0C - Bidder must have pravided any of the two
salutions (SOAR, UEBA, EDR/XDR, PIM/PAM, NBA,
DLP, Anti-DDOS, Anti-APT, WAF, DAM). along with
SIEM,

2.{ The OEM for SIEM must have supplied on-prem | OEM should provide completion |
SIEM solution In BFSY PSU/ Government/ Private { certificate/ reference letter
entities in India. email from client along with

the copy of purchase order/
Supply Experience contract  agreement!  work
= Each reference of 100,000 EPS and above with | orderf chgagement
minimum 400 branches/ offices | 3 marks letter/invoices.
= Each reference of 80,000 EPS and above : 4
marks,
= Each reference of 50,000 EPS and above : 3
marks.
Note: Max. 2 references will be considered. |
3. The OEM for SOAR must have supplied on-prem | OEM should provide completion

S0AR. solution with minimum % Analyst/ User
licenses in BFSI/ PSY/ Government entities having
minimum 200 branches in India.

Supply Experience
* For 4 or more clients : 5 marks
= For 2 clients : 3 marks

certificate! reference letter
email fram client along with
the copy of purchase order/

contract  agreementf  waork
orderf engagement letter/
invoices.

Canara Bank, CPEVM Wing, Corrigendum-4 ta GEMS 202478/ 5406710
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The OEM must have supplied on- prcm UEBA
solution in EBFS1/ PSW/ Government/ Private
entities having minimom 200 branches in India,

Supply Experience

s Two references cach of 15,000 endpoints © 5
marks

» Two references each of 10,000 ennpoints 3
marks

The OEM must have supplied on-prem PiM/ PAM
solution with 1000 privileged users in Banking
| segment in India.

1 Supply Experience
1 = For 3 or more clients ; 10 marks .
» For 2 clients : 5 marks

OEM should provide completion
certificate/ refercnce  letter
emaifl from client along with
the copy of purchase order/
contract  agreement/ work
arder/ engagement letter/
invoices.

' GEM should provide completion

certificate/ reference letter
email from client along with
the copy of purchase order/
contract  agreement/  work
arder/  engagement  letter/
invaices,

1G

.| The Bidder must have implemented! managed?

supplicd  EDRY XDR solution in BFSI/ PSU/
Government/ Private entities in India.

{mplementation/ Supply Experience

= For 3 clients of 5aa% EDR/ XDR each with
minimum 20,000 endpoints : b Ma_r‘kﬁ

» For 2 clients of SaaS or On Prem EDR/ XDR each
with minimum 15,000 endpoints | 4 Marks

»  For 2 clients of S5aa5 or On Premn EDRY XDR each
with minimum 10,000 endpoints : 3 Marks

= For i client of Saa5 or On Prem EDR/ XDR each
with minimum 5,000 endpoints : 2 Marks

L} t

EDR/ XDR solution in BFSI:‘ PsSU/ Government
cntitics in India.

Implementation Experience

s  For 2 clients each with minimum 100,000
endpaoints : 5 marks .

a  For 2 clients cath with minimum 40,000
endpoints : 4 marks

« For 2 cdients cach with minimum 25,000
endpoints ; 2 marks

The OEM must have imﬁierﬁentedf sizpplied Saas |

Bidder should  provide the
ccrm_p[etmn certificatef
reference letker email from
client aleng with copy of
purchase  arder/  contract
agreement/  work  order/
engagement letter/ invaoices,

Bidder should provide the
completion certificate/
reference letter email from
cient along with copy of
purchase  order/  contract
agreement/  work  order/

engagement letter! invoices.

The Bidder should have the exporience in

implementing or managing SIEM Soiution in

Organization(s) in India -

«  For 2 clients each with mintmum 1 lakh EPS or
4.7 TB/Day : 5 marks »

» For 2 clients each with minimum 75,000 EPS
or 3,6 TB/Day : 4 marks

& For 2 clients each with minimum 30,000 EPS
or 2.4 TB/Pay : 3 marks

Bidder should provide the
completion certificatef
reference letter emafl from
clw{'.t along with copy of
purchase  arder/  contract
agreement!  work  order/
:enga'gement letter! invoices.
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9. the Bidder should have implemented or managed | Bidder should provide the| 5
PIM/ PAM Solution in Qrganization(s) in India completion certificatef
reference letter cmail from
* Each with 400 privileged users or 4000 servers- | client along  with copy of
Mere than 7 clients : 5 Marks . purchase  order/  caontract
» Each with 400 privileged users or 4000.5ervers - | agreement!  work  order/
3 clients to 7 clients ¢ 4 Marks - engagement letter/ invoices.
» Each with 150 privileged users or 2000 servers -
2 clients :3 Marks
10} Presentation by the Bidder: . The Presentation is as per the | 25
The broader outline of the presentation | technical £t functional
mentioned below: requirement/ scope of work/
1. Overview of the proposed solution other terms as mentioned in
2. Design Principle RFP to the Bank.
1. Implementation and Migration Strategy
4. Implementation Plan
5. Resaurce Planning
6. S0OC Maturity Roadmap
7. Add-ons and Innovations
11] Resources: Undertaking on bidder letter 10
The hidder should have a minimum of 50 cyber head needs to be submitted. .
secyrity respurces, having graduation or higher on
their payroll, with certification in CISSPf GCFA/
GCIH/ GCFE/ CHFI/ ECSA/ CREST/ CIsm/ CISA/
QSCP/CCNP Security/ CEH.
{a) ==10G0 : 10 Marks
{b} ==75 and <100 : 7 Marks
{c) »=50 and <75: 4 Marks
Nate: For CEH rmaximum 5 number of certified
resources witl be considered
12| The bidder should have the following OEM | Bidder has to share the ]
certification to get 5 marks for the below | relevant certifications of the
mentioned proposed solutions resources
SIEM - 10 Proposed OEM certified resources
FIM - 5 Proposed OEM certified resources
SOAR - 5 Propased QEM certified resources
EDR - 5 Propased OEM certified resources
tote: All respective certified resources must be on
direct payroll of Bidder. L o
Total Marks o 100 |

Hote; The bidder should score minimum 70% marks (l.e., 70 Marks cut of 100 marks} total marks
for qualifying under Technical Evaluation. The bidders qualified under Technica!l Proposal
Evaluation will be eligible for cormmercial opening.

. Declaration: We hereby confirm that the information submitted above is true’th the best of our
knowledge. We understand that in case any discrepancy is found in the information
submitted by us, our response to this RFP is liable for rejection.

Bate; Slonature with seal
Flace: MHame:
Desipnation
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Annexure-17
Bill of Material
{Should be submitted on Company's lelter head with company seal and signature of the authorized persan)

SUB: Selection of System Integrator for End-to-End implemantation of Next Generation Security Operations Center (NGSQC) in Canara Bank.
Ref: GEM/2024/B/5406710 dated 17-09-2024,

Notes
1. These details should be on the letterhead of Bidder and each & every page should be signed by an Authorized Signatory with Name and Seal of the
Company.
2. Plzase be guided by RFP terms, subsequent amendments and replies to pre-bid queries {if any) while quoting.
. 3. Do not change the structure of the farmat nor add any extra items.
4, Na counter conditien/assumption in response to commercial bid will be accepted. Bank has a right to reject such bid.

.- ~e v pnees Tabled1) Cost of Hardware, Seftware other itemns for implementation of NGSQC and Solutigns
[Amount in Indian Rupees]
Slno Lolution 1' Requirement Details it Price - Qty | Total Cost with 3 Tax Column Total Cost [fncl of Tax} with 3
| with 2 years years ansite yedars cnsite warranty
] onsite [ warranty
i i “warranty fexcl. of Taxes) % Tax Tax Amt,
: ) A B I, C i D E F
1, SIEM Hardware/ Appliance for DC & GR

EP5 cast for DC & DR

SAM B MAS Cost for DC & DR

1 Software/ Other License Cost for DC & !

OR

2, FLAF Hardware! Appllance for DC & DR

EPS cost for DC & DR

SAN B MAS Cost for DC & DR

| Software/ Gther License Cost for DC &
DR

3. S0AR Hardware/ Appliance for DC & DR

Analyst/ Agent licenses "

Software/ Other License Cost for DC &

OR

Hardware/ Appliange for OC & DR

User Licenses |
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Entity Licenses

Software/ Other License Cost for DC &
DR

5 Threat

Intelligence

Management
Platform

Hardwars/ Appliance for DC & DR

User licenses

software/ Other License Cost for DC &
DR

R DAST

Hardware/ Appliance far DC & DR

Application/ User Licenses Caost

Software/ Other License Cost for DC &
DR

7. Pl

Hardware/ Appliance for DC & DR

User [icenses Cost

softwares OQther License Cost for DC &
DR,

8. EDR

Endraint Agent Licenses

Server Agent Licenses

Software/ Other License Cost for DC &
DR

Sandboxing Cost for warranty period

9. Anti- APT

Hardware/ Appllance for OC & DR -20
| Gig Capable appliance.

Software Throughput Licenses- 10 Gig
Capable

Sandboxing Hardware for DC B DR

| br

including or Cloud sandboxfng,
Software/ Other License Cost far DL & |

Total Cost of Hardware, Software other items for implementation of NGSOC and Solutions |

Canara Bank, CPEYM Wing, Corrizendum-4 to GEMS2024¢85406710
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Table 2} Frice for NGSOC Services

_ _ [Amount in Indian Rupees]
Cost for Service ;I‘:t::cio:;rng = Tax Cl::dﬁ-r'r:n‘Eh t Total Cost of Servicas
5 d rd h ax ax Amt, :
éé‘ Solution- Services ,f1 t an YE Y4“‘ YS‘ Years (exct of for 5 ?e_?;;"] (inel of
. | ear  Year ear ear ‘ ear | Taxes) }
T A 1B C D E | F=A+B+C+D+E G H=F x G [=F+H

1 Breach Attack Simulation

Threat Intel Services + Attack - . '

surface Monitoring (ASM)-

Monitaring of unlimited Domains
| and unlimited takedowns

PR erar——— —

4 Cybér Range- 10 user licenses
with unlimited platform access &
40 hours per year [ive team
exercise,

3

|-pDos Drill- Number of ! - | '
applications per year - 3
‘Mumber of test cases: 10 ’

Total Cost of Services

4

minimum
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Table 3} Price for NGSOC Tech Refresher

[Amount in Indian Rupees]

51 Solution Make Model Management| Reguirement Items Gty | Unit Price { Total Cast Tax Total Cast
nae. Required Details with 3 with 3 Column | with 3 years
years years warranty
warranty warranty and support
and and ° {lncl. of
support support % | Tax taxes)
1 (Excl. of  (Excl. of | T8X{Amt
l ! taxes) taxes)
A ! B C= AxB D/ E F= C+E
1. | Amti- Arbor AED 8100 Yes , Hardware/ Refer
DDoS* ; Appliance for DC | Annexure - ‘
| f DR including 3 17{C) for i
| years warranty + harﬂdware -
‘ 2 years AMC reguirement | W, =
Z. PLP | Farcepoint | Forcepoint  DLP Yes | Hardware/ Refer ) . f !
Endpoint with | Appliance for DC | Annexure - [
enhanced support i & DR 17{C) for :
{IP  Protection)- hardware ! —
i Includes Data requirgment : |
Finger  printing, i ey i
' Machine learning, License / 90000 I =
| Incident Risk Saftware Cost for | Endpeint
| Ranking, Drip DC & DR DLP licenses |
| ' DLP, 1700 I . .
’ predefined 9000
' templates  along Network !
| with DLP [icenses |
! a) Forcepoint I
'USB/  Removable .
media encryption | 10000 DLP
| b Print ' ' Discover
' Manitoring & | licenses :
| Block, |
c). Incident Risk
Ranking
Canara Bank, CPEVM Wing, Corrigendum-4 to GEMS2024/8/53426710 Fage 69 of 84




Farcepoint DLP
Network with
enhanced support
{IP  Protection):

for Web and Email |

netwark DLP
tncluding Data
Fingerprinting,
OCR,
Workflaw,
Machine learning,
Incident Risk

- ranking, Drip DLP,

170G predefined

templates,

{ncludes  content
gateway  [Praxy)
license for SSL
decryption

forcepoint  DLP
Discover with

| enhanced support

for agentless
discovery and
remediation-  in
File servers/
Storage,
Databases,
SharePoint,
Exchange OQnline
mailboxas

Email .

]

™

bol) ddo Canara Bank

A o —— —

MNBA

Cisco
Stealth
walkch

Yas

Hardware/ Refer

Appliance for BC | Annexure -

& DR 17(C) for
hardware
requirement

License/ 3,00,000 |

Canara Bank, CPEVM Wing, Corrigendumn-4 to GEM/Z0Z4/B/5406710
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DC & OR

Software Cost for | F
_ DC & DR
4, VA Tenable fasg Hardware{ Refer
- Appliance for DC | Annexure -

& DR 17IC) far
hardware
requirement

License/ 5000

Software Cost for | Licenses

Tatal Cost for Tech Refrasher Solutions

lote: Bidder has to provide the adequate quantity of items in Table 1,2 and 3 to cover the entire Scope of Work and Technical Requirements for the entire
ontract period as mentioned in the RFP docurnent. [n future if any additional Hardware's/ Software's are required for the requiremeants mentioned in RFP, the

ame has to be provided by the bidder at no extra cost to the Bank.

{idder has to provide the details of atl items quoted such as Hardware, Storage, Software, Middleware, Database, Operating System, Licenses, etc. along with

ts specification details in a separate sheet.

iidder to ensure the items mentioned here should match with the {tems mentfened in Annexure-17(C).

grynery

Costing for UAT setup also shall be included in cammercials wheraver applicable. UAT sizing shall be at an average of minimum 5% of production sizing of -3

espective solutions.
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Table 4) NGSQC Solutions One Time Implementation Charges

[Amount in Indian Rupees)

5L No S0C Solution Implementation Charges (Rs.) Tax Value (%) Tax Amogunt {Rs.) Total Cost (Rs.) {Incl. of Taxes)
(Excl. of taxes) {A) (B) {C)= {A) x {(B) [Dy= (A) + {C)
1, S1EM X
2. PCAP |
g SOAR | .
4. ' UEBA ' !
3. ECQR |
6. | PIM , | |
7. TP |
8. Anti ~ DDOS I
9. . MNBAD 1
10. FDLP i
11. | VA ; ,
12, | Anti - APT ! ]
13. DAST !
14, | BAS ]
13. | Threat Intel Services + ASM~ | !
16, | Cyber Range i
17,

| L0o5 Drill

1

Total Cost for NGSOC Selutions One Time Implementation

Canara Bank, CREVM Wing, Corrizendum-4 to GEM/ 2024/B7 5406710
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[Amount in Indian Rupees]

5l

Na.

Solution

Cescription

Post Warranty AMC/ ATS Char

es year wise

AMCS ATS Charges Year Wise
{excl. of Taxes)

MACS ATS Charges
for first 3 years

41]1.

Yaar

Elh

Yaar

Total AMCS ATS cost
{excl. of Tax)

Tax Column

Total AMC/ ATS
cast (Incl. of

% Tax

Tax Amt,

Tax)

A B c

D

E

F=D+E

G

H. l= F+H

SIEM

Hardwaref Appliance for
OC & DR & Software/
Other License Cost for DC
& DR

PCAP

Hardwara/ Appliance for
OC & DR & Software/
Other License Cost for DC
& DR

SCAR

Hardware/ Appliance for
BC & PR B Software/
{Jther License Cost for DC
& DR

Hardwaref Appliance for
OC & DR & Software/

" Other License Cost for DC

& DR

Threat
Intelligence
Management
Platform

Hardwaref Appliance for
DC & DR & Software/
Other License Cost for DC

& DR

DAST

Hardware/ Appliance far
GC & DR & Softwares
Other License Cost for DT
& DR

Pl

Hardwaref Appliance for
DC & DR & Software/
Other Licensa Cost for DC
& DR

I

AMC/ ATS Charges
are not applicable
for 1t, 2™ and 3"

year.
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8.

EDR

Softwara/ Other Licenso
Cost forOC & BR

9.

Anti-AFT

Hardware/ Appliance for

. DC & OR & SoftwareS
Other License Cost for DC
& DR

10,

ANt - DDoS

1

Hardware/ Appliance for
DL & DR & Software/
| Other License Cost for DC
| & DR

DLP

- Hardware/ Appliance for
DC & DR & Software/
Cther License Cost for DC
& DR

MBA

' Hardware/. Appliance for
+ DC & DR & Software/
Qther License Cost for DC
& DR

YA

Hardware/ Appliance far
OC & DR & Software/
Other License Cost for DC
B DR

Canara Bank

- mm o — oy

L
" Total Cost-for AMC/ ATS

—_— e ———
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Table &} Cost for Facility Management Services- Resources

[Amount in Indian Rupees]

51 | Type of Rescurce Charges per month | No. of | No. Of | Charges for *80 Tax Column for C Total Charges for
No. per raspurcae Resaurces* | months months 60 months
(Excl. of taxes) {(Excl. of taxes} % Tax Tax Amount | (Incl. of taxes)
A N B L= AxBxN D E F=C+E

1 | L1 Analyst 19 *60

2 | L2 Analyst 19 &l

3 113 Analyst 10 | *60

4 1L3 Analyst {QEM) 1 i *al

2 1 Project Manager I 1 60 I

Total Cost for Facllity Management Services- Resources

Note: The addition/ deletion of resources (optional will be availed by the Bank based on the requirement of resources during the contract period of five
years. The Bank shall intimate the same as and when the requirement arises. In case of any resource addition/ deletian between contract permds, the

pro- rated payments for such resources cost quoted above will be released on its acceptance sign- off, from the month of such-resource’s addition/ ]
deletion till the remaining pericd.

*Onsite resource cost will be paid as per the actual usage by the bank till the completion of contract period. - .
§ The number of resocurces mentioned as per clause no 5 of Annexure- 8 scope of work- Manpower Requirament, The Bank at Tts- decrﬂtmn may place *, _;.%
ordar on the selected Bidder at the rates mentioned above during the contract period as per actual requiremant. in i

The price quated by the bidder is fixed for the entire contract period.
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Table 7y Cost for any additicnal requirements fadditional customization/ enhancement

[Amount in Indian Rupees]

Charges Par Charges Per
Sl Description Man Day . Tax% M’:?je Man day Eﬁ’::a?sf Nu;j:;;;an {I:?::alt:?g'sa;]
No. ~ (Excl. of Tax) iIncl. of Tax) IR
A B C=AxB D={A+C) E F G=(DxExF})

1. Cost  for  any  additioral !
requirements/ additional 5 200
customization/ enhancement

# The price quoted by the bidder is fixed for entire contract period and number of man days mentioned above is indicative only. However, the
no. of man-days may vary from time te Hime in total. It will be utilized as and when required.

.- - - Table 8) NGSQC QEM Training Charges

iS50 No, | NGSOC Training »| Resources to be ===Price (Excl. of Taxes) Yotal Price - Tax Lolumn - 1otal Cost
| Modules trained per year | 1% Year | 2™ Year ' 3™ Year | 4™ Year | 5% Year (Excl of Taxes) % Tax Tax Amt. i {Incl of
| {during the . . ! , Taxes)
contract perfod) A B C D E F= A+B+C+D+E G H=FxG ! 12F+H
. | SIEM _ 5 | | ‘ * !
2| BCAP :. Z | ; | | =' | ' i
3. | SOAR 2 i
4. | UEBA 2
~ 5. TEDR 2 .
6. | PIM y, ; !
7. | TiE 2 ;
8. [ Anti - DDOS Z |
9. | NBAD Z
10, | DLP 2
11, | VA 2 )
14, | Anti - APT i i
13. | DAST 2
14. | BAS .
PN Total Cost for QEM Training
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Table 9) Total Cost for 5 years Contract Period

Amaount in Indian Rupees)

Si Meo. Detalls Total Cost (Incl. of Taxes)
1, Total Cost of Hardware, Software other items for implementation of NGS0C and Solutions as per Table 1
2.. Tatal Cost for NGSOC Services as per Table 2
3. Total Cost for Tech Refresher Selutions as per Table 3 -
| 4, | Tatal Cost for NGSOC Selutions One Time [mplementation as per Table 4
) 3. | Total Cost for AMC/ ATS as per Table 5
&, i Tatal Cost for Facility Management Services- Rasources as per Table 6
7. I Cast for any additional requirements/ additional customization/ enhancement as per Tahle 7
3. Total NG5OU OEM Training Charges as per Tabla 8
L Total Cost of Qwnership | -
- — =
i. Bill of material is submitted on the letter head and is signed by an Authorized Signatory with Name and Seal of the Company. .
il. We confirm that we have gone through RFP clauses, subsequent amendments and replies to pre-bid queries (if any) and abide by the same. -~

fii. We have not changed the structure of the format nor added any extra items. We note that any such alternation will lead to rEJectmn of Bid.
fv. We agree that no counter condition/assumption in response to commercial bid will be accepted by the Bank, Bank has a rlght tn reject such

bid.
Date: Signature with seal
Place: Mame:
Desighation
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Annexure-17(A)
Cptional Cost for the NGSOC Solutions f Services

[Amount in Indian Rupees]

Optional Cost far SIEM Solution
S|EM Solution Qther Charees Total Cost Exclusive of Taxes
_Additienal Cast of 5000 EPS bundle ! o o
“Additicnal OEM Training Cost ' . i
Dptignal Cost of 5TB Tier 1 Storage
Optignal Cost of 5 TB Archival Storage

Optienal Cost for PCAP Sglution

Additicnal Cost of Software licensas SGbps bundta

Dptional Cost for PIM Salution
Cost per Additicnal 100 IDs {in bundles) I !
Any Other license if required< »--s- > I )
Additicnal OEM Training Cost :

Bk e —— ——

- _Optional Cost for DLP solution . i

Additional Cost per 500 Endpoint DLP users
Additicnal Cost per 500 Network DLP users

Cptional Cost for NBA Solution
__Cost for Additional Flow rate licenses packet of 10k - |

|+ = . Cost for Additional Telemetry.broker licenses pack-af_100sb per day :

T Additional OEM Training Cost _ |

|
Optional Cost for Anti - DDDS Solution
Cost for Additional software thraughput licenses in bundle of 5 GBPS
" Additional OEM Training Cost

| Optlonal Cost for Anti - APT Solution
Cost for Additional software throughput licenses in bundle of 5 GBPS
{ost for Additional Stacking for concurrent sessions *
| Additional OEM Training Cost

Opticnal Cost for YA Solution

. Cost per Additionat 100 [ps
i Additianal OEM Training Cost

Optional Cost for SOAR Solution

Cost per Additional 2 user license
[ Additicnal OEM Training Cost
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Optional Cost for UEBA Sclution

Cost for Additional User Licensas

Cost for Additional Entity Licenses

Additional OEM Training Cost

Opticnal Cost for ECR Selution

Cost for Additional Endpoint Licenses

Cost for Additional Server Licenses

Additional OEM Training Cost

Dptianai Cost for TIP Solution

Cost for Additional User License

Additional OEM Training Cost

Optional Cost for DAST Solution

Cost for Additional Application Scanning licenses in bundle of 100 applications

Additional OEM Training Cost

Optional Cost for Breach Attack Simulation

Additional OEM Training Cost

Optional Cost for Threat Intel Services

f Cost for Additional Social Media manitoring of top-level executives in bundie of 10 |

Mote: Tha Additional Unit Price should match with the Bill of Material quoted price for the contract period

e

oot
[1rLL ]
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Annexure-17{B)
Sizing of Hardware including Softwaref 05 for DC & DRC

(Ta be submitted on the letter head of the company/§imm with authorized signatory seal and sign}

Quoted Hardware/Software/0S details for proposed NGSOC salutions in both DC & DRC:

1) The bidder shall be responsible for Supplying, Installing, Implementing, roll cut & Maintaining
the EMM solution, including the necessary Licenses, Hardware, Storage, Software, Middleware,
Database, Operating System, Warranty support, Warranty Support shall be avaitable for the perind
af 3 year.

2) The bidders are required to quole for the entire solution including any Licenses, Hardware,
Saltware, Middleware, Database, Operating System, Warranty support, etc, as may be required to
fulfil the entire scope and requirements of the GeM bid.

3) The details of all such Licenses, Hardware, ‘Software, Middleware, Database, Operating
Systemn, etc, as quoted by the b:dder should be provided in the below format along with the
Technical Bid.

L o e

S, 1 Components : Ot | Ite 4] M| Da Da doe Ende
o, {Hardware/ Software) y. |m3P | E |od|te te | Ental | d taf
{Specify the list of items) DetC M | elf| of of | d 1 of t
il | of | ve Re, | En| ofof Suof
A |th {rsi|le'" 1 d | Lifthp | ppthp,
¢ tic od
. pt e on | as of le e 5d| ore oy
1 io 1 Pro|HNa|e " |sa| (eofyc|t of
De t [F
n be cd } m | of le } Olfey | (Efe,
witdh e | e ) re oS re
thls t d ) d

1. |HardWﬂ.rEf appliance including 0S &

| other saftware for NGSOC Solutians for
4 DC [specify the list of items serial
wise) .
' 2. 1 Hardware/ Appliance including 05 &
other software far NGSOC Sclutions far
DR (specify the list of items serial
wise) o [
I 3. | Any other Software/ Licensas )

CC (Should be in High Availability) & DRC Site {High Availabtlity and in Sync DC Setup) - Bidder
should sugeest the architecture $n consultation with solution architect along with justifications and
should provide reasonable hardware components as per the requiremnents.

Hote: At any peint of time during the contract period, the resource utilization like CPY, Memory,

Database ete, should not exceed 70 % of the total capacity.

Date Signature with seal
MName:
Designation:
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Annexure-17{C)
Sizing of Hardware of Retained Solutions

Anti - BDOS :
Hardware for AED 8100 Units
Part No. Description o L Qty
E-021AX- Arbor Edpe Defense B100 HW COTS - Bx10GESR + 4x1GECYU- AC-Arbor Edge 2
HWBAA Defense AED Arbor Certified 8100 HW with dual AC Power supplics ZRU
appliance Includes 2 NICs with 4 x 10GE SR Fiber bypass ports 1 NIC with 4 x
1GE Copper bypass ports and 2 x 16E copper management ports.
AE-D8100- Arbor Edge Defense 8100 Certified 5W {SGbps)-Arbor Edee Defense {AED), 2
055WA Arbor Certified software license for 5 Gbps of ¢lean traffic for use with AED
8100 certified appliance hardware, ATLAS Intelligence Feed {AIF) Standard
or Advanced for AED Annual Service is purchased separately. If support for
this product is purchased, then support for the associated certified
appliance hardware is provided by NETSCOUT and will co-terminate with the
product regardless of when the certified appliance hardware is shipped,
Customer is responsible for software installation, or customer can direct
their hardware supplier to install the software. L
MNT-AE- AED Maintenance & Support (Certified SW + HW) - Tier 1-Arbor provides 6
0810G- direct 15t level support to end customer, includes technical support via
(5SWAT3-3YR | telephone and email response 24x7x365, privileged access to Customer
Support Center web site, certified SW maintenance updates and support for
' the certified appliance hardware
AIF-AE-0B100- | AED Advanced 5Subscription to ATLAS Intelhgence Feed-Arbor Edge Defense | &
0oSWAADY- {AED) annual advanced subscription to ATLAS Intelligence Fecd {AIF) with
3YR automatic coatent updales.
AED-CAM Arbar Edge Defense Cryptographic Acceleration Module {CAM)-Cryploaraphic 2
Acceleration Module [CAM) to assist decryption. Mot FIPS certified, For use
in Arbor Edge Defense 2x00 and 810G appliances, AlF does not apply.
MNT-AED-CAM- | Arbor provides direct 1st {evel suppoert to end customer, Includes technical b
T3-3YR support via telephone and cmail response 24x7x363, privileged access to
Customer Suppert Center web site, and software maintenance updates.
Additional BOG for Management and Adaptive DDOS
A-2ANVOD Arbor Enterprise Manager (AEM) Certified SW- Entry -Arbor Enterprise | 2 {1
Manager (AEM) Certified softwarc liconse for use with AEM 8000 certified | at DC
appliance hardware. Used for managing up to 5 Arbor Edge Defense (AED) | &1
and Arbor Availability Protection System (APS) devices and/or virtual at
AED/APS instance, !f support for this product is purchased, then support for | DR)
the associated certified appliance hardware is provided by NETSCOUT and
will co-terminate with the product regardless of when the certified
appliance hardware is shipped. Custemer is responsible for software
instaltation, or customer can direct their hardwar-:: supplier to install the
software. N
MNT-A- Arbor Enterpnse Manager Maintenance & Support - Tier 1- Arbor provides 3
2ANV00-T3- direct 1ist level support to end customer. Includes technical support via

Canara Bank, CP & YM Wing, RO - Corrigendum-4 to GEM/2024/BF5406710
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3YR telephone ang emall response 24x7x365, privileged access to Customer I
support Lenter web site, and software maintenance updates

AC-IMPXX- AED, APS Implementation Service for sreater than 2Gbps instances- 3

LGXXX Implementation and configuration for a single AED or HSS AED instance with
license entitiements greater than 2Gbps, or for a single AEM instance, Service
includes  system  configuration, traffic  profiling, protection group
configuration and tuning in addition to documentation and customer
handover. Services perfermed an-site (1.5-days) and remotely. o

AE-038100- Adaptive DDoS Protection Subscription for’ AED 8100 Certified SW {SGbps)- 12

035WA- Adaptive DDoS Protection subscription license for 5CGbps of clean traffic for

ADP3IYR use with Arbor Edge Defense 8100°Certified Software. AEM is required for
Adaptive DDoS Protection solution. Includes M&S.

HBAD (Metwork Behavicral Analysis Detection}

Details Part Number Cescription Quantity
| NBAD 360K flow rate | ST-FR-100-L1C Cisco Secure Network Analytics Flow Rate | 3000 |
 license ) L | License - 100 Pack

1 2 SMC2300 Manager 51-5MCZ2300-K9 Cisco Secure Wetwork Analytics Management 2

| {0C and DR) - Console 2300

1 CON-SHTP- SMTC-24X7%4 Cisco Secure Nw  Analytics

| . _|sTsmcae | Management:

2x ST-FC4300-K9 Cisco  Secure  MNetwork Analytics Flow 2

FC4300 Flow Collector | = | Collector 4300 .

{DC and DR) CON-SNTP- SNTC-24X7X4 Cisco Socure Hw Analytics Flow

. STFCa3ak | coudsoo I

v 1 x FS4300 Flow Sensor | ST-FS4300-K9 Cisco Secure Network Analytics Flow Sensor 2

j (0C and DR) ) 4300 . .
CON-SNTP- SNTC-24X7X4 Cisco Secure Nw Analytics Flow

' 5TF343K9 |Sens4300 .

i GLE-TE 1000BASE-T SFP transceiver module for A

‘ _ _. .  iCategoryScopperwire :

1 3 x DN6300 Data Store | ST-DN6300-K9 Cisco Secure Metwork Analytics Data Node l

' Hodes {1 cluster in BC . 16300 )

ft DR) CON-SNTP- SNFC-24X7X4 Clsco Secure Nw Analytics Data

: STON63K9 _ |stogi00 '

! SFP-10G-5R-5 1D0DBASE-T SFP transceiver module for 3

l _____|Category 5 copper wire
GLC-TE ~ | SNTC-24X7%4 Cisco Secure Nw Analytics Data 3

| 1. e . ] 210 6300

6200 G8/day Telemetry [ TB-ESS- 100GE Cisco Telemetry Broker Essential 100GE/Day 62

i Broker license N o | License Pack

» {Telemetry Broker 2 in | SYS-TB-SUP-E Enhanced: Support for Cisco Telemetry

 DC & 2 in DR) o Broker

I ST-TB2300-K5 Cisco Telemetry Broker 2300 4
CON-SNTP- SNTC-24X7X4 Cisco Telemetry Broker 2300

! 3 ST9TBZIK
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GLC-TE 1000BASE-T SFP transceiver module for B
Category 3 copper wire N )
ISE PIC software (VM R-1SE-PIC-VM-K9= ~*| ISE Passive~ identity Connectar Virtuat 1
based) Machine 3000 sessions _ B ]
CON-ECMUS- S0LN SUPP SWS5 Identity Services Engine
RISEPI¥M Fassive [dentity o
L-SE-PIC-UPG= ISE Passive identity Connector Upgrade -
300,000 session . B
CON-ECMUS- S50LN  SUPP SWSS ISE  Passive Identity
LISEPUPG Connector Uparade - I
Server to Host ISE PIC | WCSC-C240-M754 UCs C240M7 Rack w/olPU, mem, dry, 2
and other VMs {1 in DC 2Uw245FF HDD/SSD backplane
& 1in OR) CONCSHTP- SNTC-24%7%4 UCS C240M7 Rack w/oCPU,
F UCSCPC34 mem, dry, ZUw245 o o
SFP-10G-5R-5= 10GBASE-SR SFP Module, Enterprise-Class 16
Threat Intel License L-LC-TI-FCSK= Clsco secure Network Analytics Threat | 3
Intetligence FC3K Lic

L-LC-TI-FC5K-5Y Cisco Secure Network Analytics Threat
Intelligence 5¥ FCSK N
Mexus Data/ Packet MN9K-CO91BOVE-EXI | Nexus 9300 43p 1/10425G, #p 40/100G, 4

Broker{2inPC & 2in MACsec,SyncE o _ ]
DR} C1-N9K-NDB-XF-5Y | Cisco OMNE Mexus Data Broker License Term 1
L NOK XF, 5Y L L _
SFP-1DG-SR-5 10GBASE-5R SFP Moddule, Enterprise-Class 192

QSEP-40/100-SRBD | 100G and 40GBASE SR-BiDi QSFP Transceiver, | 24
LC, 100m OM4 MMF

CON-SNTP- SNTC-24%7%4 Nexus 9300 48p 1/10/25G, ép| 4
NOKCO3X3 40/100G, MAC o
QSFP 1o SFP CISCO-CYR-QSFP- | CISCO NOK-C9336-FX2 -2 QTY 4
CONVERTER SFP10G o i
CISCO-CVR-QSFP- | C15CO NOK-CO3108TC-FX-2 QTY
SEF10G

DLP {Data Loss Prevention):

Total Tetal Storage Total
Quantity | RAM |RAM | CPU cPu (T8) Storage
{GEB) {Cores) {TB)
Forcepoint Security Manager
Dual Quad Core 3,0Ghz processar or 141 (DC &
higher, 96 GB RAM or higher 2 DR} 96 192 8 16 2 4
10/100/1000 Mbps NIC, 27D usable
Hard disk space
Database Server {MS S0L) 2+2
bual Quad Core 3.0 Ghz processor or | {Local HA
higher, 128 GB RAM or higher 2|atbDcapr| 22| 2% | 8 16 4 8
10/100/1000 Mbps NIC, 4TB usable is
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Hard disk space SQL Server STD or
ENT (Applicable 5Gt. /7O5/DE licenses
to be factored]

required)

Endpoint Server

Dual Quad Core 3.0 Ghz processer or
higher, 32 GB RAM or higher 2
10/103/1000 Mbps NIC, 500GB usable
Hard disk space

10 (BC)
10 [DR)

2

320

an

0.5

GCR Server

Dual Goad Core 3.0 Ghz pracessor or
higher, 32 GB RAM ar higher 2
1010041000 Mbps HIC, S00GB usable
Hard cisk space

iz

06

4

0.5

1.5

Incident Risk Ranking Server

B core CPY, 2.5 Ghz cach, 720 GB
tAM, 130 GB Hard Disk, 1 HNIC
10/100/10C0 Mbps

On-premise

1. Virtuzl Machine Image- OVA file
{Wierare  ESXI 6.5 certified! 6.0
supparted]

2. RHEL 7.9 Machine
Application Based

Software

36

36

04

17.5

VA {Vulnerability Assessment)

Order Type | )

Product

136 |

Partcode | |

Crodit Tenable Secuﬁfj‘ten?er

Crodit

Crodit
Hew
Mevw

i MNow

Tenable Sccurity Center Agents - Gn Premise {For
Subscription SC/CV

“tandard Tenable Security Centor console
Tenable Secerity Center | F’lus Subscription
Tenable Security Conter Agents - On Premise {Fur
Subscription 5C/CV)

TSC _
AGT-OFS

| TSC-STNDC

| T8cCY

AGT-OPS

| Standard Tenab'le Secu rlt}.r Cenl‘.er Plus Console -

TSCCY-STNDC. |

MHote: The Bidder shall provide 5000 ficenses {2300 existing licenses and remaining additional
licenses) [rom incoption which will be upgraded in upcoming 5 years aleng with agset licenses with the
hardware changes, the bidder shall plan for 10% YoY growth and provision the sizing of the hardware
accordingly, Aong with that, the bidder shall provide unit price of assets licenses which can be
ieveraged by the Bank Lo procure additional license as and when required during the tenurc of the

contract.
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