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Pre bid queries replies for GeM bid ref.no.GEM/2024/8/4996850 dated 31/05/2024 for Engagement of Auditor for Conducting Comprehensive Cybersecurity Audit of CBS and other Critical Infrastructure
through a CERT -In Empaneled Auditor
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equest clarification wheth: f L
9.4.The selected Bicder should have pool of at least fgHmet cla B ation wie gr she PDDL of resources mentk:jned e
) . : on need-basis (as and when if required) or she bidder requires to
twenty (20 hos) professiorals, to deploy on site, In Rk : B
| eTioN B S e S R i<k factor the estimation for count of 20 professionals to be dedicated | [
] 12 i SECTION B - 4 scope of Wark case if required for conducting the assessment, wit for the projec Details of relevant qualifications are
1 INTRODUCTION : ) relevant gualifications and having a minimum-of & i mentioned in Annexure-10.
| ars of experience in conducting the similar kind of
| ye P 8 Alsoplease clarify the details of the relevant qualifications
assessment. ;
mentioned in the clause.
10.1.1.Far smooth completion of project, the . . . Bidder m ith the RFP
. . . = : p prej . Please clarffy whether the personnel is required to be present on E w,c.a ply Wit .t rep _terms
SECTION B - 10.Project Completion and |selected Bidder should identify one ar twa of its ; . " and Conditions. The selected bidder
2 12 : 5 site at the Banks premises or the professional can cperate
INTRODUCTION Managernent representatives at Bengalury as a single point of FenioLBl from any lacation within Bansalors or dtside should have the resources available
contact for the Bank. ¥ ¥ : ga i at hengaluru as SPOC for the bank.
1.2The entire assessments for Cyber Security Audit
of CB5 & Other Critical Infrastructure have to be
SECTION C - DELIVERABLE completed within 7 Months from the date of Please clarify regarding the contract period and timelines of the i :
5 o o i : . Bidder to comply with the RFP terms
3 14 AND SERVICE LEVEL 1. Broject Timelines acceptance af Purchase Crder or within 7 months project. As per GeM document the assignment is for a period of 08 & cantlit
= aF ¢ ™ 2 4 n el .
i AGREEMENTS ’ and 1 week from the date of issuance of Purchase months whereas here it is mentioned as 07 months. AR GRoRIans
| Order. Audit rmay be extended if any bank
dependency arises.
Phase 1 I
Revalidation Assessment: g e ;
SECTION € - DELIVERABLE ig ; i z s i ; = Request ¢larificartion:on the timeline for completion of closure of |, =
: = ol 3The timenes fer the Campletion of verification for Critical and Hign Risk : 4 iBidoer to comply: with the RFP terms
4 | 14 AND SERVICE LEVEL ) 3 ) = S observations. We understara that Bankshail undertake the -
| - profects wiil be as Under:  |observations.1 Month from date of compietion of b : : iand conditions,
| AGREEMENTS o 3 : i respansinility for closure of all observations.
! | ciosure of Observations of Initial Assessment of
| Phase-1.
| Phase 2
- , . Revalidation Assessment: —_— p |
SECTION € - DELIVERABLE . . i gy o . Request clarificartion on the timeline for completion of closure of |, -
B RERN Foer 1.5The timelines for the Completion of verification for Critical and High Risk ; - ‘Bicder to comply with the RFP terms
5 4 AND SERVICE LEVEL 2y } : % . : observations. We understand that Bank shall undertake the | :
Rt projects wiil be as under:  |observations.2 Menths from date of compietion of B ‘and canditions,
AGREEMENTS . responsibility for clesure of all observations.
closure of the Chservations of Inttizl Assessment of
Phase 2.
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1.91f the Bidder faiis to complete the assignment as
SECTION € - DELIVERABLE per ;hg tlm.e frame prescrf?ed _m the RFP, and the . . . . )
5 i o extensions if any allowed, it will be breach of We understand that the bidder shall not be held respansitile far Bidder to camply with the RFP terms
& 15 AND SERVICE LEVEL 1.Project Timelines Mk 3 i A - R
AGREEMENTS contract, The Bank reserves its right to cancel the  |any delay over which the bidder has no centrol or contribution. and conditians.
' order in the event of delay and invoke the Bank
Guarantee.
Wi t nsider th i i
SECTION C - DELIVERABLE 1.11Bank shall reserve the right to change the i Signitotidih) d;;z:’::’::faiﬂ f:f”i.e 1"].:15 ti":.e bine P i
i E i . T 1
7 15 AND SERVICE LEVEL 1.Project Timelines timelines in order to comply with regulatary may oo rmEiog o ErEagE: TOre TEn awirrre::ur::s whir:::: a\]ﬂd :;ngitc‘zr:sp Y e eams
= ; " i 1 ions.
AGREEMENTS guidelines without any additional cost. 3 ¥ a X g 9 B i
also conclude to adeitional cost.
The software which will be used for
SECTION C - DELIVERABLE 2.1.The selected Bidd ll ire the softwa i i
22 = r ] e 'SE."M B RICRET, W Iensure 4 30 e We understand that the bidder shall not deliver any software for perfarming the, asses:sment shoald. Be
8 15 AND SERVICE LEVEL Z.Security delivered is in conformity with security standards the Bark. Request to please ammend the-ciause. free from vulnerabilities and to
AGREEMENTS and Is without any security vulmerabitity. o e R h ) comply with the latest security
standards.
3.1.Nen-compliance of the Cyber Security Audit of
CBS & Dther Critical Infrastructure Assessment The bidder shall work at its best to meet the timline, considering
SECTION C - DELIVERABLE . - within the Phase wise timelines as per clause no.1.5 [that moest of the requirements of the RFP have been fulfilled and
3.Penalties & Liguicated ; b : 4 e . " i P
] 15 AND SERVICE LEVEL da:\:;e:es THHGaLe will result in impesing penaity of 0.50% on delay in - |timelines might be breached due to unforeseen circuymstances, ::Zdz:,;:i::;:fw Vyith tHie REP terms
AGREEMENTS the assessments per week or part thereofl by the we request to cap the liguidated damages penalty at 10% of the o
Bank on the total cost of audit for each phase total project cast.
mentioned in Annexure- 14,
5.1.All related d ts, ls, Standard > .
SECTION C - DELIVERABLE |5.Documents, Standard o ratf:e Procegifget:bsi’s?agis a::::: We understand that the hidder shall not be responsible for Bidder t i withh the RFS £
1 i N 3 il T tl ¥ E41
10 18 AND SERVICE LEVEL Operating Procedures and e s P preparation of any document or SOP. Please confirm and request 9 comply-wi € s

AGREEMENTS

Manuals

documents and information furnished by the Bidder
shall become the property of the Bank.

to ammend the clause.

and Condftions.
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SECTION C - DELIVERABLE
AND SERVICE LEVEL
AGREEMENTS

5.Documents; Standard
Operating Procedures and
Manuals

5.2.Provide comprehensive documentation of the
application including but net limited to, the
a2pplication architecture, description of the
jinterfaces, the data model, database table
structure, data flow diagrams, complete description
of the data elements {metadata), user manual for all
stakeholders (marketing team, operations teams)
with step-by-step process and workflow with
screenshats and any such requirements of the bank

We understand that the bidder shall not be responsible for
(preparation of any document related to application or database or
any matter menticned in the clause. Please confirm and request to
ammend the clause.

Bidder to comply with the RFP terms
and Conditions,

SECTION C - DELIVERABLE
AND SERVICE LEVEL
AGREEMENTS

7.Right to Audit

7.1.The selected Bidder (Service Provider) has to
get itself annually audited by internal/external
empaneled Auditors appointed by the
Bank/inspecting official from the Reserve Bank of
India or any regulatary authority, covering the risk
|parameters finalized by the Bank/such auditors in
the areas of products (IT hardware/software) and
services ete,, provided to the Bank and the Service
Provider is required to submit such certification by
such Auditors to the Bank, The Service Provider and
or his/their outsourced agents/subcontractors (if
allowed by the Bank) shall facilitate the same, The
Bank can make {ts expert assessment on the
efficiency ang effectiveness of the security, control,
risk management, governance system and process
created by the Service Provider. The Service
Provider shall, whenever required by the Auditors,
furnish-all relevant information, records/data to
|them. All costs for such audit shall be borne by the
Bank.

Corresponding clauses 7.2 and 7.3

The bidder shall already have an competant authaority in place for
the audit of its systems, The clause may pose as a restrictive
clause and request to omit the clause.

Bidder te comply with RFP terms and
conditions.
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24

SECTION D - BID PROCESS

7.5aftware Version

The Bidder should ensure usage of latest licensed
software with proper update/patches ang their
subcomponents as has been sought in the

techinical/ functional requirements. The Cffer may
nat be evaluated and / ar will be llable for rejection
in case of non-sutimission or partial submisston of
Software Version of the items offered. Please note
that substituting required information by just
software name is not encugh. Bitder should not
quate Software which is alreacy £nd of Sale. Bidder
also should not quote Seftware which are impending
End of Sale.

We understand that the bidder shall not be supplying any software
product as the assignment is for Cyber Security Assessment.
Reguest to consider and ammend the clause.

The saftware which will be used for
perfarming the assessment shoutd be
free from vulnerabilities and to
comply with the latest security
standards.

24

SECTICN D - BID PROCESS

8.Documentation

Technical information in the form of Brochures /
Manuals { CD etc. of the most current and updated
version available In English must te submitted in
support of the Technical Offer mage without any
additional charges to the bank. The Bank isat liberty
to repreduce all the decuments and printed
materiais furnished by the Bidder in relation to the
RFP for its own use.

We understand that the assignment / project is service based and
does not contain any product. Hence, the technical information in
the modes asked may not be submitted. Request to consider and
ammend the clause.

Bidder to comply with the RFP terms
and Canditions.

24

SECTION D - BID PROCESS

ti.Assumptions/Presumpti
ons/Modifications

The Bank would lixe to expressly state that any
assumption, presumptions, modifications, terms,
conditions, deviaticn etc., which the Bidder includes
inany part of the Bidder's response te this RFP, will
not be taken into account either for the purpose of
evaluation or at a later stage, unless such
assumptions, presumptions, modifications, terms,
conditions deviations etc., have been accepted by
the Bank and communicated to the Bidcer irt wirlting,
The Bidder at a later date cannot make any plea of
having specified any assumption, terms, conditions,
deviatfon etc., in the Bidder's response to this RFP
document, Nooffer can be moditied or withdrawn by
a Bidder after submission of Bid/s,

We understand there might be certain requirement fo which clarity
may be given on winning the opoortunity and the bidder may
proceed for the proposal with assumptions. Request to consider
such assumptions which does not alter the purpose and
requirement of the project,

Bidder to comply with the RFP terms
and conditions.

Tage gt 22
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12.1.The Bidder has to submit their response in
GeM portal befare the bid end date & time
mentioned in the RFP document. The physical Request to provide at least 05 days time period for submission of
16 FL] SECTION D - BID PROCESS |12.5ubmission of Bids documents (viz., EMD, Integrity Pact etc..) should be [hard copy considering the time taken for outstation parcel / :;Zd:;::iff:w WD e R TRinS
submitted to the below mentioned officials before  |caurier. ans:
the bid end date & time at the Venue specified in
the Bid Schedule.
4.1.Tre Bank may go through a process of technical
| evaluation and normalization of the bids tc the
extent possible and feasible to ensure that,
shortlisted Bidders are more or less on the same
technical ground, After the sormalization process, if |Considering the critlcality of the project, the technically qualified
" . fad h th P
17 27 | SECTION D - 8D PROCESS |4.Normalization of Bids the Bank feels that, any of the Bids needs to be bidders may be selected for next phase of evaluation. Request to gn‘: _:;::;{‘;:fw with the RFFterms
normalized and that such normatization has a remove the clause. '
bearing on the price bids; the Bank may at its
discretion request all the technically shortlisted
Bidders to re-submit the technical and Coemmercial
Bids once again for scrutiny.
This clause may pose as a restrictive point. The bidder shall do due
il . ing of 4 7
SECTION G - GENERAL  |4.Human Resource 4.6.5.Background Police Verification report - Duly diligence during the m.mam"‘! af-thespiegonnel tmicerhe payrodl Bidder to comply with the RFP terms
18 35 . . of the bidder. Declaration of the same may be provided by the F
CONDITIONS Requirement attested photocopy by candidate and bidder HR. J T and Conditions.
autharized signatory or HR. Request to remove / ammend the
clause,
y i Bidder to comply with the RFP terms
12.5.Successtul bidder shall hold technical
'f:'ow::dge tr:ns,e- mi:ﬁ; e dwgr‘med We understand that the pariod of three months mentianed is and Conditions, The bidder should be
; SECTION G - GENERAL  [12.Training and ety ity inclustve of the contract perfod. The bidder shall not be Liable for [able to pass on the technical
9 i9 jtechnical team of Business ana/er any replacement

CONDITIONS

J

1

Handholaing

IService Provider in 2t least last three (3) manths of
the project duration or as decided by Bank.

any celay in the appeintment of any party for knowledge transfer.
Please confirm.

knowiedge transfer session as
decidec by the bank ever and above
lt.‘ze assessment periog,
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14.1.The service provider/venaor/ Bidder shall
develop and establish a robust Business Continuity
and Management of Disaster Recovery Ptan if not
| 1 il *
aiready developed and established so s to ensure | o sercrand that developrient and tésting of Business
uninterrupted and continued services to the Bank |0ty plan should be the responsibitity of the Bank or an
SECTION G - GENERAL  |14.8usiness Cantinuity and to ensure the agreed upon service level, MY : : y : 4 Bidder to comply with the RFP terms
20 3% ) implementation agency appainted by the Hank, The hidder shall be
LONQITIONS i responsible for assessment and may assist in recommendations in and-enndftions:
14.2.The service providerfvendor/ Bidder shall e Al Y 5
periodically test the Business Cantinuity and SRS SeR oeLTEmALN,
Management of Disaster Recovery Plan. The Bank
may consider joint testing and recovery exercise
with the Service provider/vendor,
16.2.1n cese of any security incident including but We understand that the bidder shall not be heid liable for
~ { *, i 1 1 e iy inct s, ut . r
SECTION G - GENERAL 16.&6_. erence to Ba:-.g IS |nmat limited tnﬂdata_ breaches, denfal of service, reporting of |.nc dents. It shouid be the l1aoﬂ|r§r of Fhe vendor [ Bidder to comply with the RFP-terms
21 40 CONDITIONS Security/Cyber Security service unavailability, etc., the implementation agency appointed by the Bank. However, any Hd Condicl
: ’ Policies: Bidder/vendor/Service Provider shall immediately  [incident if abserved by the bidder shall be reported to the bank. 2 engisions.
report such incident to the Bank. Please confirm.
The bidder should submit signed Pre Contract
We understand 1 INR I
Annexure-2 Signing of Pre-Coritract integrity pact on Non Judicial Stamp Paper of b e.rs AL i 35D s.larnp Paper IS U '_or Bidder to comply with the RFP terms
2 53 s . ) declarations and pacts. We request Bank to reassess and consider
Pre-Qualification Criteria |Integrity Pact Rs.500/- or mare (as per respective state Stamp Act) and conditfans,
. the value of the stamp paper.
as per Appendix-F.
The Bidder should have minfmum average annual
turnover of Rs.1 crore from IT Security Audit Services
1 53 Annexure-2 Criteria for each year for the last three financial years (i.e.. |Considering the criticality of the project, we reguest to consider |Bidder to comply with the RFP terms

Pre-Qualification Criteria

2020-21, 202%-22 & 2022-23), This must be the
individual company turnover and not of any group of
companies,

at least 50 crores turnover for potentials bidder,

and conditions.
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The firm should have a pool of at least 20 We request to ammend the clause as:
professionals with active international accreditation |["The firm should have a pool of at least 20 professionals with valid
Annexure-2 - \fke CISA (Certified Information Systems Auditar), certification like CISA (Certified Information Systems Auditor) .
24 54 Criterfa % & Bidds fi Tt -1
Pre-Qualification Criterfa CISSP (Certified Information Systems Security or CISM (Certified Information Systems Manager) or CISSP Hdels Lo kelerComigenglny
|Professipnal), CEH trained lead auditors employed {Certified Information Systems Security Professional) or CEH or
with them, 150 27001 LA trained lead auditars employed with them."
1, Authotizatian ’ . We request to ammend the clause as:
Bidder ¢ a f the Paw f idde
| Annexure-2 Certificate - Whether the dder;to suaitt & cany o t,e awer.9 Attprney OF lgidder to submit a copy of the Power of Attorney or the Board Bicder w. c]:)mply With the RER. tems
3 35 i i the Board Resolution ard KYC documents evidencing " s o and conditions.
Pre-Qualification Criterta |Bic s authenticated by : ) . Resolution evidencing the authority delegated to the
the authority delegated to the authorized signatory. .
2uthorized persen. authorized signatory”
Annexure-7 Name, Designation, . o . )
. " . Due to NDA signed and confidentiality clause, the bidder may not  |Bidder to comply with the RFP terms
List of Major Customers of |Telephone, Fax, Telex Nos., ; K
26 61 B . be able to share the clfent details, Reguest 1o consider and remave|and conditions,
the Bidder fn Last 3 Years |e-mail address of the the elfent details section
and References contact person (customer) ) '
a)wel application (both thick client and thin
|ctient);
bimabile apps; P A :
R t he details and A :  APls, 3 1
Annexuresd C)APls (including AP whitelisting); equest te share the details and count of Applications, APls Bidders to refe C..amgendum. 1. The
27 63 Scope of Work 1.Comprehensive audit d)databases: Databases, Infrastructure, etc. under the scope for better indicative count is available in
S > lestimation of i ject. -
efhosting infrastiuctive and-obsolescente; estimation of resources 1o be aligned to the project Annexure-14 Bill of Materfal
ficloud hosting platform and network
infrastructure; and
; Reguest to share the details and count of Applications; APls; o
Annexyre:9 1.2:The scape of the camprehensive qudit Should Da?:’:ases Infrastructure etzn u"d::‘ t'::: s:i‘:x: :f!re\'riew asnd Siquae o rerer domngeatipne1 The
28 | 63, 84 : ) * Lomprehensive audit inciude, inter alia, the foliowing: 45 B lindicative count is available in

Scope of Work

a), b, €, d), e}, 1), 8).

|assessment for Detter estimation of resources to be aligned to the
project.

Annexure-14 Bill of Material
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1.2.The scope of the comprehensive audit Should
R include, inter alia, the following: Reguest to share the detalis and count of the compenents present |Bidders to refer Corrigendum-1. The
29 G4 Scone 6l ‘Wa ” 1.Comprehensive audit k)security operaticns and menitoring review under the Security aperations center, We understand that the indicative count is available in
e {including maintenance of security logs, correlation |bidder shall only review the operations and grovide ohservations,  [Annexure-14 Bill of Material
and analysis);
150G.3.1
1. Check for the information security and privacy ) . . -
A = . . Request to share the detalls of the tio r ban i5es )
30| 65 Boringe A Deliverables and Report:  |certification of the audit entity / auditee st e::, Et the lacations or bank premises  Jgangalore and Mumbai
pe crganisation. Check valid 15027001 certification at DRE QN EIERIRIAE,
|deplayment lacation
A2
3 # Annexure-9 Delfverables and Rasart: 2. Verify that the S5AST toaols are configurec to check [Regquest to share the details of the tools utilized by Bank for SAST |The details will be shared with the
' Scope of Work parti for compliance with coding standards and security  |activity. seiected bidder
policies.
Reguest to share the list of devices / equipments / assets / Sidders to refer Corrigendum-1. The
32 E General query linfrastructure under the scepe of the bidder for assessment under |indicative count s available in
the project. Annexure-14 Bill of Material
Aniexire:n «PDF Excel, as well as two hard copies of reports, We request to consider that the biddershall provide all reports in
i3 g7 e ):; Vioik iiverabrles of Reports: should be provided to the Bank after completion PDF format and through email only to maintain the integrity of the |Bidder to comply with RFP terms
Hpe.eroe audit. information shared, |
i
|
The Bidder shoulg have conducted IT/ Information  |We request to ammend the clause as: |
Security Risk Assessments, CBS assessment, 13 and  |"The Bidder should have conducted IT/ Infermation Security Risk
Annexure-10 M3 assessment, ATM Switch assessment, PCI-DSS A s/ CBS 1t / 1B and MB assessment / ATM
14 8 Technical Evaivation Criteria assessment, Swift Assessment during the (ast five |Switch f PCI-DSS 1 Swift A 1t Bidders to refer Corrigendum-1

Criteria

years {.e.01/04/2019 to 31/03/2024 in BFS! sector
organization/ Scheduled Commercial Banks/

during the last five years {.e. 01/04/2019 to 31/03/2024 in BFSi
sector organization/ Scheduled Commercial Banks/ Government

Government Departments/ PSU organization in Indfa. |Departments/ PSU organization in India.”
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. . We t te ammend th :
The firm should have a pool of professionals with femitsL:a % Claure 5s:
. [ The firm should have a pool of professionals with valid
Annexure-10 valid international accreditation like CISA (Certified ) i )
] y . ) . |certification like CISA (Certified Information Systems Auditor)
35 98 Technical Evaluation Criteria Information Systems Auditar), CISM, CISSP (Certified : Bidders to refer Corrigendurm-1
% ; or CISM (Certified Infarmation Systems Manager) or CISSP
Criterfa Infermatfon Systems Security Professional), CEH and g s
IS0 27001 trained lead auditars employed with them (Certified Information Systems Security Professional) or CEH or
) “|1S0 27001 LA trained lead auditors employed with them.”
Copy of the certificates mentioned and letter from
Annexure- 10 HR that stating they are on payroll of the bidder
[ as 98 . hﬁ‘ical. Evel;atian Criteria along with Date ¢f joining. Regquest to consider and remove; "Ngter Only those experiences Bidder to comply with the RFP terms
! e Criteria will be counted which have duration of at least 1 year" and conditions,
Note: Only those experiences will be counted which
have duration of at least 1 year
§ he inter 4
Considering the internal ap_prwai, review nrocgss and online Bidder to'comply with the REP terms
+ 37 General query payments, request to provide at least 15 working days for
3 ang conditians,
submission of proposal.
:; The Bidder should have provided same Category of
B Annexure' 2 Pres Assessment(s) in the last three Financial years before|How many such references are required?
e 38 54 Qualitication Criteria 8 the bid apening cate to any Central / State Gowt Whether the assessment relevant contracts / orders are required  |Bidders to refer Corrigendum-1
Organization / PSU / Public Listed Company/BFSI for each financial year?
sector.
e The Bidder shauld have conducted IT/ Information
Security Risk Assessments, CBS assessment, IBand |We assume that the order copy along with work
Arnerure10 Taeheal MB assessment, ATM Switch assessment, PCI-DSS completion/undertaken proof or inveice can be submitted for any
39 9B alustion Critaria a) assessment, Swift Assessment during the last five  ane of the activities - [T/ Infarmation Seclirity Risk Assessments or [Bidders to refer Corrigendlm-1
[ETRE - years Le. 01/04/2019 to 31/03/2024 In BFSi sector  |CBS assessment or /8 and M3 assessment or ATM Switch assessment
1 grganization/ Scheduled Commercial Sarks/ or PCI-25% assessment or Swift Assessment., Kindly confirm, |
1 Government Departments/ PSU organization in India.
|
| l Source Code Assessment (SAST) = }
| 48 | 8 nnexire-9 A Source coce assessment sheuld be performed for all [Should tne bidder perform the Source Code Assessment for all the (Yes, bidder to camply with RFP
Seope of Work fn-scope applications (including web applications and|in-scope applications/APis? terms
mobiie applications) and APl's

P Hocessing =
a Section =
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JOUrCR Code ALsesttient (HAST) What {5 the tolai count of applications (including web applications |Bidders to refer Corrigendum-1. The
Annexure-9 Source code assessment should be perfarmed for all : f 2 7 ) - =
4% &8 A 5 S 4 oot and mobile applications}, API's inicuding the CBS & Other Critical. (indicative count is available in
Scope of Wark in-scope applications (including web applications and infralApps? Annexure 14 Bill of Material
mobile applications) and API's
Sulse Gode Amessiment tSA\ST] . |How are the APIs nasted? Are you using any APl Gateway? If yes, YO R
W i8 Annexure-9 A Source code a_sses_smen.k shou_ld oe pe.'formed.fur all whether the configuration reviewiof the APl Gateway 15 also part The details }mll be shared with the
Scope of Work in-scope applications (including web applications ang of the seope? selected bidder
mobile applications) and API's 2
Perform automated source code scan Using a reliable
lopen-source or preprietary scanning tool such as
|Fertify, SonarQube, Checkmarx etc, and assess for
vulnerabilities (in accordance with OWASP Testing
Guide and CERT-In's Guidelines for Secure . .
o] e ne o, oo imamenaon s oy, [t o ottt s e 0t 0 i e
Scope of Work Perform manual code review to identily the e o ' Pl
following vulnerabilities in the source code: sensitive oolye RNzt sEans. A (equlres
information disclosure (including hard-coding of Pi|
data, Pll toens, authentication Lokens, security
keys, encryption keys, passwords / user credentials,
efc.)
Perform automated source code scan using a reliable
open-source or proprietary scanning tool such as
Fertify, SonarQube, Checkmarx ete. and assess for
vuinerabilities (in accordance with OWASP Testing
Guide and CERT-In's Guidelines for Secure Will the toals required for the scans/testing be proviced by the
a4 7 Annexure-9 A Application, Design, Implementation and Analysis),  [Bank? Bidder has to use their own tools for
Scope of Work Perfarm manual coce review to identify the What are the tools currently used by the bank for SAST, performing the scans

following vulnerabilities in the source code- sensitive
[information disclosure {incluging hard:-coding of Pi|
data, Pll tokens, adthentication tokens, security
keys, encryption keys, passwords / user credentials,
etc.)

Penetration Tesiing, sourze code review, Configuration review ete?

Jpge LS 22
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Scope of Work

infralApps) for Peretration Testing?
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45 70 Annextre-9 A22 Check for DevaecOps (CI/CD pipeline based Security |Please provide the details of your DevsecOps (CIVED pipeline) Details will be shared with the
Scope of Wark 2 operations) processes environment. selected bidder
The selected hidder shall provide a contingent of
Il trained nnel and extend g . o
4 _Human Resource Section G o ra_ TR o : e. 8 nECEEsany We assume that all the activities inclucing the VAPT activities are |Bidder to comply with the BFP terms
“h 34 mentoring and operational suppaort te the z
Requirement 4 i x : to be performed onsite from Canara Bank HO. Please confirm and conditions.
intermediary network of agents, etc. as part of the
sclution/service.
The seiected bidder shall provide a contingent of
. |l trainea persannel and ext h a : " =
4.Human Resgurce Section' G s m =i R Is there any experience critera for the resources deployed in the |Bidder to comply with the RFP terms
47 34 ! mentering and operaticnal suppert o the 5 f
Reguirement 4 : project? and conditions,
intermediary netwerk cf agents, etc, as part of the
solution/service.
The selected Bidder should have pool of at least
twenty (20 Nos) professionals, to deploy on site, in
case if reguired for conducting the assessment, with |We assume that the bidder can depley any number of resources to |
48 12 9. { Work 9.4 . Ay i 2 2 Bidder to co f
3cope-of Worl relevant qualifications and having a minimum of 5 camplete the activities as per the given timetines. Kindly confirm. ity withy REP ety
years of experience in conducting the similar kind of
|assessment.
1. Check the CSP hosting envirenment SOC2 Type?
report for detailed security controls and their
40 a7 Annexure-9 Fa1 effectiveness status, Enguire with auditee Who is the Cloud Service Provider (C52)2 How mary Web/Mobile | The details will be shared with the
Scope of Work e rmanagement on controls that are ineffective or apglications are hosted in Cloud? selected bidder
qualified ny C5Ps auditors in the S0C2 Type report
and assess the compensating controls.
: Bidders to refer Corrigendum-1. The |
Annexure- - How many Networ in tot. ther jeak i ;
50 79 nnesre 9 £ Network Vulnerabiniity Assessment Qwimay, Newwork, cevices are.in otel scope. (855 Other Gritiea indicative count is available in

Anrexure-14 Bill of Material




Sl.  |Page Section / Annexure / ) . ) . i
RFP Clause Sub-Clause/ Technical Specification . Bank's Respense
No. [no. Appendix il P Bidder's Query P
. . . id fer C dum:1. Th
Annexure:9 - . Haw many Network and Security devices are in total scope for ?1 deﬂ. 10 refer Clurrigen et e
51 82 P—— E Network and Device Configuration Review Configuration review? indicative count is available in
Re:el f Annexure-14 Bill of Material
w is th f ficati fncludin Lication i f rigendum-1. T
Bl Application Security Assessment (both Black Box and hat is ; e totat cognt u. appiications ( nc.u ing web applications (Bidders to refer Corrigendum he
52 72 Seone of Work B Grey Box) and mobile applications) in CBS & Other Critical Infra/Apps for indicative count is available in
e 514 Security Assessment? Annexure-14 Bill of Material
53 72 Annexure-9 8 'Application Security Assessment (both Black Box and |Do you have any separate test environment/apps to cenduct the  |The details will be shared with the
Scope of Work |Grey Box) VAPT Testing? Iseiected bidder
Annexure-9 Application Security Assessment (poth Biack Box and : The detatls will be shared with the
72 B ) 3 How many rounds of revalidation is in the scope? .
e Scope of Work Grey Box) oW many rounes of revaiicat Hinseope selected bidder
Annexure-9 ldentity and Access Management (|AM) Controls ; The details will be shared with the
91 : ) What is the | olution & PAM sotution used 2rk?
55 Scape of Work Heview at s the IAM solu sotution used by Ba selecred bidder
_ Annexudre-9 2 |s:the Bank using any DAM (Datapese Access Monitaring) toel far Trie details will pe shared with the
2 G4 tab. Activity Monitorin
% g Scope of Waork L S Database Monitoring? selected bidder
The limits specified in above clauses shall not apply
to claims made by the Bank/third parties fn case of
infringement of Intellectual praperty rights or loss
3 L hof ¢ igati - i
i d:LIE‘ garead 3_ ctx)ﬁdennal ol ‘gﬂl bl Client is requested to delete exceptions to the limitation of - ) . /
f . ‘applicabie data protectior laws or commission of any| " = . _ ) Bigder to comply with RFP terms and
57 41 incemnity 19.6 | ) ) liabliity, Tre exceptions render the limitation of liability :
|fraud by the blader or fts empioyees or agents or for G i F conditions.
: ineffective and make the liability unlimited.
]claims retating to the (oss or damage to real
property and tangible personal property and for
bodily injury or-death and in these cases the lability
will be untimited.




Sl. |Page ‘[Section / Annexure / N
RFP Clause Sub-Clause/ Technical Specification - Bank's Response
No. |no. Appendix P Bidder's Query

To uphold the principles of natural justice and to bring parity in
the contract, we request client to give us the right to terminate
58 NA  |Termination NA We o not have any right to terminate the contract in case client breaches any of its material obligations
under the contract, provided a notice for sich breach is given to
client along with a rectification period of 30 days.

Bidder to comply with RFP terms and
conditions.

Llient is requested to inc.uce to clause 1o state that we will not be
Habie for any indirect and conseguential lusses or damages. This is
ias per GFR and MeitY guinelines and also the industry stancard.
Even the Contract Act, stipulates and remote and consequentfal
l.:'a'nages are not payable. Client is requested to include the below

Bidder to comply with RFP terms and

| Indirect ancd conseguential losses are not exgwded
L i i N, . . i 3 3
59 Ni mitation of Liability A from Liability Tiause, conditions.
Purchose/ Client agrees that Consultant will not be liable for (1)
dnhr loss or corruption of data from your systems, (ii) loss of profit,
goodwill, business opportunity, anticipated savings or benefits or
{iii) indirect or consequential loss.”
" . : We request client to reduce the survival perfod of confidentiality  |Bidder to comply with RFP-terms and
% 126 fGonfidentiality Cotigations 1 CDUALIONS W0 3evive 8 perienis) obligaticns to one year post expiry or termination conditions.
8 We request client to allow us to retain our working papers and a
Pt € Rl A Obligation to retum all confidential information /  |copy of confidential information for our fecords and any future  [Bidder to comply with RFP terms and
e - ofidentatty SevgRTon destroy all confidential and no right to retain a copy |reference or audit requitements, subject to confidentiality conditions.
] l iobligations under this Agreement.
. 1
| |' 1 i _
! | |Please appreciate thal tnis is @ prestigious project for us and we ]
| | | | iA-"v p-_!:l{r.'-ty by !r?e selected bm.dle.f in \.N.‘“c"f the Iwwlc ke to showca;e this n'n'jeFt fn our futt:'fe propf:sans. WE eBiader 1o comply with RFP terms
| 62 36 iP.xb'.ici:y 8 |name cf the Bank f5 to be used wiil be done ooly reguest client to allow us to refer to you and the services we have bind eontittions
| ‘ ‘ with the expiicit written permission of the Bans !peﬂormed for yau for citation / reference purposes, as long as we e
; | I lgo not disclose your confidential information.
~. M I 1 | |
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No,

Page
no.

Section / Annexure /
Appendix

RFP Clause

Sub-Clause/ Technical Specification

Bidder's Query

Bank's Response

63

37

INTELLECTUAL PROPERTY
RIGHTS:

3.3

Indemnities for IPR infringement claims without

exceptions

\

We reguest client to inciude the following exceptions and
procedure as these are industry standards and reasonable. They
are also mentioned in the MeitY guidelines.

1. Notwithstanding anything ¢ d in this agr . if the

Indemnified Party promptly notifies indemnifying Party in writing
of a third party claim against Indemnified Party that any Service
pravided by the Indemnifying Party infringes a capyright, trade

secret or patents incorporated in India-of any third party,

Indemnifying Party will defend such claim at its expense anid will

pay any costs ar damages, that may be finally awarded against
Indemnified Party.

2. Indemnifying Party will not indemnify the indemnified Party,
however, if the claim of infringement is caused by: a)
Indemnified Party's misuse or modification of the Service, b)
Indemnified Farty's failure to use corrections or ephancements
macde available by the | ifying Party; ¢} | ified Farty's
use of the Service in combination with any product or information
nst owned or developed by Indemnifying Porty; However, if any
service, informatian, direction, specification or materiats
provided by Indemnified Party or any third party contracted to it,

canditions.

fs or (ikely to be held to be infringing, Indemnifying Porty shalt at |7

its expense and option either: i. Procure the right for
Indemmfred Party to continue using it; if. Replace it with @ non-
infringing equivalent; ifi. Modify it to make It non-infringing.
3. The foregaing remedies constitute Indemnified Party's sole and
exclusive remedies and Indemnifying Party's entire liability with
respect to infringement.”

31

Incemnity

12

Indemnity for breach of contract obligations

There are several remedies available uncer law angd cangract ¢

you for such breach of obligations. For eg., there are penalties and
LDs that may be imposed for some of these breaches, Seeking
indemnities for such breaches frustrates the entire purpose of such
rermecies available to you. We understand that remedies other
than indemnity will be sufficient forsuch dréaches. We reguest
you ta kinaly delete this section,

fyou still insist on retaining this section, then we reguest you to
make it subject te final determination of court/erbitrator,

Sidder to comply with RFP termis and

rcoﬂc-.' tions.

Siader to comply with RFP terms and




5l.  |Page Section / Annexure /

RFP Clause -Clause/ Ty i i Bank's Response
- ——— P Sub-Clause/ Technical Specification Bidder's Query po
In the G5T regime, this elause may not be feasible. We request you
to kindly delete this clause.
¥ with RFP
65 | NA ity NA Indemnities for tax non payment Alternatively, Kindly limit liability under this clause to reimburse 5;“;?;;;‘““"" il
you any penalty / fine that may be imposed an you solely due to :
breach of GST laws on cur part, subject to overall cap of one time
the fees payable to us under this agreement.

| Request client to kindly delete these, Alternatively, kindly cap
| 66 NA indemnity NA Indemnities for death and bodily injury these indemnities to limitation of iability cap or one time the fees
payable to us under this Agreement,

Bidder to comply with RFP terms and
conditions.

We agree to (ndemnify Lo the extent the damages/losses are
finally determined by a cempetent court or arbitration. Please
make Indemnities subject 1o final determination by
court/arbitrator. This fs-2lso the industry standard and prescribed
by Meity in its guidelines.

Indemnities not subject to final determination by
court/arbitrator

Bidder to comply with RFP terms and

67 31 |Indemnity 12 conditions.

N

The indemnities set aut in this agreement shall be subject to the

= following conditions: (i) the Indemnified Party as promptly as

< practicable Informs the Indemnifying Party in writing of the claim

& or proceedings and provides all relevant evidence, documentary or

o otherwise; (it) the Indemnified Party shall, at the cost of the
Indemnifying Party, give the Indemnifying Party all reasonable

| assfstance in the Defense of such claim including reasenable access

! to all relevant informatien, documentation and personnei provided

| that the Indemnifiec Party may, a1 its sole cost and expense,
l reasanably pacticipate, through its attorneys or otherwise, in such
|

| Defense; (iff) if the Indemnifying Party does not assume full controt
| over the Defense of a ¢laim as provided in this clause, the
indemnified Party may participate ir such defense at its sole cost

| | and expense, and the Indemnified Party will have the right to
| defend the claim in such manner as it may deem appropriate, and
| | the cost and-expense cf the Indemnified Party will be included in
‘ | losses; {fv) the Indemnified Party shall not prejudice, pay or
|

accept any proceedings of clalm, or compromise any proceedings
| | | or claim, without she written consens of the Indemnifying Party;

“gge 150732




Si.  |Page Section / Arnexure /
Nao. |neo. Appendix

RFP Clause

Sub-Clause/ Technical Specification

Bidder's Query

68 £ Indemnity

No process for indemnity

Bank's Response

Tv] ail settiements of claims subject to ngemmnification unger this |
Clause will: a) be entered inta only with the consent of the
Indemnified Party, which cansent will not be unreasonably

withheld and include an unconditional release to the Indemnified

Party from the claimant or piaintiff for all liability in respect of
such claim; and b include any appropriate confidentiality
agreement prohibiting disclosure of the terms of such settlement;

(vi) the Indemnified Party shall account to the Indemnifying Party

far all awards, settlements, damages and costs (if any) finally
awarded in favour of the Indemnified Party which are to be paid to
it in connectien with any such ciaim dr proceedings; (vii) the

Indemnified Party shall take steps that the Indemnifying Party may

reasonably require to mitigate or reduce its loss as a result of such

a claim er proceedings; (viff) in the event that the Indemnifying
Party is obligated to indemnify an Indemnified Party pursuant te
this clause, the Indemnifying Party will, upon payrment of such
indemnity fn full, be subrogated to all rights and defenses of the
Indemnified Party with resgect to the claims to which such
indemnification retates; and (ix) if a Party makes a claim urider the
indemnity set out under Clause above in respect of any particular
loss o losses, then that Party shall nat be entitled to make any
further claim in respect of that loss or losses (including any claim
tar damages),

Bidver to comply with RFP terms and
conditions.

69 3 Cancellation

Canceliation / Recission of Contract

|

Cancellation / Rescission means voiding the contract and making
the contract ineffective from its inception, thereby restoring the
parties to the pesitions they would have occupied If no contract
had ever been formed. In this scenaric, bidder may be deprived of
any payment and refund of all payments made already may be
sought, Reglest deletion of this clause

Sidder to comply with RFP terms and
canditions,

1

0 15 Penaities/Liguirated Damae

3.2

|The total Peralty/LD to be recovered under clause
3.1 shall be restricied 10 10% of the totai cost of

awnersnip

We request client to cap the liguidated damages/penalties
|cumulativeiy 1o 5% of the total contract value.

Hidcer to comply with RFP terms and

Fi NA Liguidated camages

A

Mot seie ang exclusive remedy

i

We understand that as per Contract Act, where LDs are stipulated,
generally any other camages cannol be claimed. Therefore we
reguest you Lo kindly make fmpesition of liguidated damages as
sole and exclusive remedy for corresponding breaches.

Bicder to comply with RFP terms and
|conditions.

Tender




Sl.  |Page Section / Annexure /

No. |no. Appendix Bank's Response

RFP Cl - 3
ause Sub-Clause/ Technical Specification Bidder's Query

We understand that we would be liable to pay liquidated damages
7 NA  |Liguidated damages NA Net limited to solely our fault to the extent corresponding breach Is solely attributable to us.
Kindly confirm.

Bidder to comply with RFP terms and
conditions,

There are innumerable IPRs that exist with us which we would like
to use to your benefit while delivering our services to you, These
are gur pre-existing 1PRs and we use it for all clients. We will not
be abie o give ownership in such IPRs to you just because we are
using them for providing services to you, like we use these fer
other clients. We request that we are allowed to retain ownership
of our pre-existing IPRs, else we might be not be able to use these
in providing services to you in-order to protect cur awnership in
them. We request you to kindly include the below clause, This is
also the standard mentioned by Meit in its guidelines.

Sidder to comply with RFP terms and
"Notwithstanding anything to the contrary in this agreement, conditions.

Consultant will retain the ownership of its pre-existing
intellectual property rights (including any enhahcement or
modification thereto) even if such IPRs are used for creating
deliverables, are incorporated in the deliverables, ete. To the
extent such pre-existing IPRs are included/incorporated in the
deliverables, upon receipt of oll due and payable payment in full,
the Consultant shall grant a non-exclusive, perpetual and fully
paid up license to the Purchaser/Client to use such pre-existing
" IPRs for use of deliverables for the purpose for which such
deliverables are meant for client’s internal business operations.”

b 73 NA PR NA No protection to our pre-existing IPRs

recards retention policies, Upen reassnable notice, we will ailow

Cliem to fnspect our invoicing records under this engagement, such

inspectton shall be dgne fn & pre-agreed manner and durfng normat |Bidder to comply with RFP terms and
| business hours. For avoidance of doubt, such inspection should net |conditions:

| caise us to be in breach of our arganizational cenfidentiality
| reguirements, Please acknowledge that our sudit related

| Liigations will ne subject to foregoing statement. ‘

| | i
] We wisn to clarify that we will retain our recorss as per our ‘
|

L

|

!

I | |
74 ‘ 128 |Rignt to Augit | 1

|

wn
Vot

Wigey worced audtt rights

Jzge L}t 3D




Section / Annexure /
Appendix

RFP Clause

Sub-Clause/ Technical Specification

Bidder's Query

l

Bank's Response

i

Indernnity

Obligations to survive for mare than a year post
expiry or termination of contract

We reguest that any obiigation-arising under the agreement snall
survive for 2 period of 12 months,; post termination/expiry of the
Contract

Bidder to comply with RFP terms and
[canditions,

76

NA

No third party disclaimer

Na third party disclaimers.

There 1s no restriction on the Lsage of deliverabile.

We will be providing services and deliverables to you under the
contract. We accept no liability to anyone, other than you, in
cortnection with our services, uniess otherwise agreed by us in
writing, You agree te reimburse us for any lability (Including legal
costs) that we fncur In connection with any ciaim by anyone oise in
relation to the services. Please confirm our understanding is
cerrect.

Bidder to comply with RFP terms and
conditions.

T

NA

Acceptance

NA

No acceptance criteria

If the project is to be completed on time, it would require binding
both parties with timelines to fulfil their respective part of
cbligations. We request you that you incorporate a deliveracie
lacceptance precedure, perhaps the one provided by MeitY in their
|guidelines, or the one suggested below, to ensure that acceptance
of deliverables is nat denied or delayed and comments, if any, are
received by us well in time. You may consider including the below
simple clause:

Within 10 days (or any cther ogreed peritd) from Ciient's receipt
of adraft deliverable, Client will notify Consultant if ir is
aeeepted. If it is not accepted, Client will tet Consultant know
the reasonable grounds for siich non acceptance, and Consultant
will toke reasonable remedial measures so that the draft
deliverable materially meets the gyreed specifications. If Client
does not notify Consultant within the agreed time period or if
Client uses the draft deliverable, it will be deemed to be
accepted.”

Bidder to comply with RFP terms and
[cenditions,
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Page

Section / Annexure /

- RFP Clause b-Clause/ Technical Specification Bank's Response
No. [no. Appendix Sub:Clause/ T, P Bidder's Query B
Duity of care is very high » | We need-to maintain We request client to kindly confirm that we will be abliged to
78 126 CONFIDENTIALITY AND NON| 121 mr;:rt dactiatic us:: ng hes; f;tﬁctes' Fb;st eﬁ.o s protect Confidential informaticn using the same degree of care as |Bidder to comply with RFP terms and
DISCLOSURE: 3 : ¥ 8 g = we use to protect our confidential information of similar nature,  |conditions.
standards;fndemnity for Breach :
and in any event, by using at least reasonable degree of care.
Reguest client to limit gur liability under this clause to 10% of the
Order value of corresponding goods/setvices not delivered by us. Please |
s P " idder to comply with RFP terms and
73 32 Canceliation/Termination 12.3,12.4 Risk purchase also confirm that client will use government procurement norms E;thi:ms Pl W bz a
of Contract {including price discovery) for procurement of such services from ’
third parties.
1.1.Comprehensive audit
o s i Bidders to refer Corrigendum-1. The
r the entir W slication h thick client and thin
80 63 Scope of Work SHodioevery ? anre :a) e appicaion (eomt Vitivodensand o There is ne any cumulative count please provide the same lindicative count is available in
application, inciuding the |[client); ¥
2 Annexure-14 Bill of Material
fallowing:
1.Total No. | Approximate) of Input Screens
1.1.C h - 2.Tatal No. of input field: .
preherTsive aludft GLal-No put-fields Bidders to refer Corrigendum-1, The
|should cover the entire R 3.Number of Web Services, if any ) 5 F
81 63 Scope of Work (b} Mobile apps; . indfcative count is avaftable in
apptication, Including the 4 Number of methods in all web services i .
> X i ¥ Annexure- 14 Bill of Material
following: S.Whether audit can be remotely
1.Number of Endpoints hitting by AP
J.Compr 4 idit 2.No. of API(s) per Endpoint
1:3-Comprehensive aud {2} per Eneipoint : Bidders to refer Corrigendum-1. The
should cover the entire ._ s 3.No. of Methoos/Function calls per AP . . -
82 63 Scope of Work e . (€)ARIs (including AP! whitelisting); ¥ indicative count is available in
application, tncluding the 4."Average number of input or parameters per Methed/Function
; 4 Annexure-14 Bill of Material
fotlowing: call per AP|
[ |
1.2. The scope of the
| 2 s&ope:of - |1.Total no. ( Approximate) of Input Farms Bidders to refer Corrigendum: 1. The
: comprenensive audit Stould " . 2 X
83 &3 Scope of Wark (2) Source code assessment 2. No. of Lines of Code indicative count is available in

inciuge, inter alia, the
fallowing:

1

Annexure- 14 Bill of Material

2age 15




Page

Section / Annexure /

| .

RFP Clause Sub-Cl i i !
No.- |no. | Appendix ub-Clause/ Technical Specification ‘Bidder's Query Bank's Response
|
a) network vulnerability assessment  (including Please provide counts:- ‘
regarding whether an inventary exists of computers, |, =/ P’{u 'Df Node; :
netwaork and software components and URLs, aleng L ! —_— " " :
2.No. ef Servers with detaiis (Windows, Linux, 5 te]
. with detalls of authorized asset user and IR AMC, (3.7 o VT Y e (Wingcss, Linus, Sun Soiars iy
“')r;mrehe"‘m-é it SHoutd patch management, antivirus, software lgense, 4' No. of Raut:: ARG iBmaers to refer Corrigendum-1, The
8 | 63 [Scopeaf Work include, Inter alia, tne [T version and corresponding end of We/Support|y’ - e oo 03 | 2 v detatls) [IACHEALIVE Lo oS avatabie
bl particulars; whether centralized platform exists forl " ™ ; ! |Annexure-14 Bill of Material
following: g 6.No, and make of firewalls/ UTM devices
pushing paich updates anc amiivitus and there 15-'? No. of 10S/175
centraiized visthility of assets; and whether per'.qc:qa"Nc' of Wireless Aczess points
review has been undertaken to remove/replace| : P
obsolete assets and remove unused URLS);
The bidder has t¢ conduct the audit
89 |12 9 15 f Work
e Kindly contirm if client is looking for 2 chetklist audit against the |as per the Scape of Wark '
icontrois mentipned in the RFP or SISA should help in compliance
i l
o, of Web Applications in Scope for PT activit .
b mall Size n:if&m than 40 minm} App ¥ Bidders 't refer Corrigendum-1, The
86 |14 Section C Scope of Work 1.4 fgeatds : indfcative count is available in
Medium Sfze App(Betweer 40 - BO menus) AnReRraTA Bl ot Aiaveral
[“‘Large Size App(Above BS menus) . B :
|
| ‘ I.'Ns, of Mabile Applications in Scope (Android - 308) for App PT ]
| ] factivity Bidders to refer Corrigendum-1. The
| BT 134 Section € Scope of Work |14 1*small Stze App(Less than 4 menis) indicative count ‘s.avallanle in
["Ml:*dium Size AppiBetween 40 - 80 menus) ‘Annexure-t4 Bill of Material
I"'Large Size ApplAbove B0 menus)
| 1 Bidders to refer Corrigendum-1. The
88 |63 Anrexure 9 [Sccse of Waork 1 [ indicative count {5 available in
! |Ng. of Internal IPs in scope for internal VAPT activity Annexure-14 Bill of Material
| |: Bidders 1o refer Corrigendum-1, The
89 |63 Annexure § ]Scupe of Work | indicative count fs available in
| | l-‘io. of External [Ps in-scope for External VAPT activity Annexure. 14 Bill of Material
J | | Bidders to refer Corrigendum-1. The
90 |63 Annexure 9 Scope of Work 1 |No. af API Calls for API Security Testing indicative count s avatiable in

{please share thie count of AP calis for Each APl domiain/Service
|(Excluging internal AP| calis made by apps in scope above)

Annexure- 14 BiL of Material
i




el gy

No. of Servers

SI. |Page Section / Annexure / )
FP-Cl - i 1 i f
ja. i Appendix R ause Sub-Clause/ Technical Specification Bidders Qusry Bank's Response
|Please highlight the requirement for Secure Code review activity.
If yes, please confirm an the total count of Web apps along with
:u:rnl cgum of courtt of LOCs far each app[ica{imspsipaml:ky. |3{ddeﬂ teufelee Loagandums1,.The
91 |63 Annexure 9 Scope of Work 1 i indicative count is avatlable in
Small Size app{Less than 100K LOCs) Annexre-14 Bill of Material
**Medium Size app(Between 100K - 200K LOCs) : S
**Large Stze app(Above 200K LOCs)
No. of Assets for Configuration Review Bidders to refer Corrigendum-1. The
| 82 |64 Annexure § Scope of Work 1 No. of Netwark Devices indicative count is available in

Annexure-14 Bill of Material

Fage 2%

Please specify the objective of the Audit?

As per the Scope of Work of RFP

Please highlight the count of Applications in scope and also brief
about the applications

Bidders to refer Corrigendum-1. The
indicative count is available in
Annexure-14 Bill of Material

Please highlight the count of Netwark Devices in scope

|Bidders to refer Corrigendum-1. The
indizative count is available in
Annexure-14 Bill of Material

Please highlight the count of Servers in scope

Bidders to refer Corrigendum-1, The
indicative count {s available in
Annexure-14 Bill of Material

Please highlight the number of departments in scope

The details will be shared with
selected bidder

2.ease highiight the number of people in scope

The details will be shared with
selected oidder

(4]
]




|

I

Si. |Page  [Section / Annexure / . ’ | ;
RFP Clause Sub- se/ Tech (8 i : . Bank's Response
Ne. [no. Appendix | i Ub-Clause niial Spexitication |Bidder's Query I 3
f |
F iPlease Highlight the count of locations in scope(Ex: Corporate
|93 63 Annexure 9 Scape of Work 9 Office, Data Centers, DR Sites etc),

Bangalore and Mumbai

Please tignlight the Hosting of IT infrastructure

i.e., *In house Data Centerf/*Third Party Data Center
Hosted(Physical Hosting Orly/*Cloue Hosted )/ *Third Party Data
Center hosted & Managed.

{The detalls will be shared with
seiected bidder

Plezse highlight the delivery mede of the project (remote or

Onsite
|onsite).

Please specify, whether policy & procedure support” is required
{"sharing the templates and assisting the customer in filling up of
the policy B procedure)

Bidder has to conduct audit as per
the Scope of Work mentioned in the
RFP

The details will be shared with

T Y f the Preject?
Please mention the start date of the Preject lsetected bidder

{Please mention the expected enc date of the project(Deacline)r |1 cetails will be shared with
{selected bidder

Please confirm, how many Sub entities that has to undergo

ML
AUATHUA audit?

Date: 21/06/2024

Place: Bengaluru

=

Deputy G€&neral Manager

D= 206 I




