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Bid Number/gyel waies (Rs geam):
GEM/2024/B/4786223
Dated/fzeiar : 15-03-2024

Bid Document/ fas g&mast

Bid Details/[9g faewor

Bid End Date/Time/RE s aa f al@/aag

06-04-2024 15:00:00

Bid Opening Date/Time/fas gead &I
ad@/aaa

06-04-2024 15:30:00

Bid Offer Validity (From End Date)/Q3 Q2reer
duar (9 A A ad@ A)

180 (Days)

Ministry/State Name/Fara /I & I

Ministry Of Finance

Department Name/[A#9r & =re1

Department Of Financial Services

Organisation Name/@316d & =1

Canara Bank

Office Name/&atera & aTH

Department Of Information Technology

Item Category/aic HeIly

Custom Bid for Services - BREACH AND ATTACK SIMULATION
SERVICES

Contract Period/37Jd9 3@afd 1 Year(s)
MSE Exemption for Years Of

Experience/3id & auf & vATHES Pe/ and Yes
Turnover/e3aR & foT TATHS B T WIT &

Startup Exemption for Years Of

Experience/3iJHa & auf ¥ FIE30 e/ and Yes

Turnover/ TINR & fAUT TIE3T & Fe wF &

Document required from seller/fghdar & &
AT SEAASSA

Experience Criteria,Bidder Turnover,Certificate (Requested
in ATC),0OEM Authorization Certificate,Additional Doc 1
(Requested in ATC),Additional Doc 2 (Requested in
ATC),Additional Doc 3 (Requested in ATC),Additional Doc 4
(Requested in ATC)

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

Bid to RA enabled/fs & Ra¥ Nl aftsar frar

No

Type of Bid/S3 & uaR

Two Packet Bid

Time allowed for Technical Clarifications

during technical evaluation/d&eld HeAihed &
aNra cepelidh! TUEIIOT ¥ A WA

3 Days

Evaluation Method/feida ugfa

Total value wise evaluation
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Bid Details/f5 faaor

Financial Document Indicating Price
Breakup Required/fcd a2l arel O &S | ves

SP3T 3TAIS T

EMD Detail/3uaE faaror

Advisory Bank/tsardsiir HDFC Bank

EMD Amount/3u#sr T 350000

ePBG Detail/&idisit faaror

Advisory Bank/wgargsi{l && ICICI

ePBG Percentage(%)/sdesht ufaerd (%) 5.00

Duration of ePBG required (Months)/$dids &Y

14
AT AR (F7ER).

(a). EMD EXEMPTION: The bidder seeking EMD exemption, must submit the valid supporting document for the
relevant category as per GeM GTC with the bid. Under MSE category, only manufacturers for goods and Service
Providers for Services are eligible for exemption from EMD. Traders are excluded from the purview of this
Policy./a1# @ erdf & AT STAEN TFe & FTd [T P FATAT Heary & fow g F wry 3o Fafia grardst uvga & &
%m*m;amaﬁsﬁa?ﬁvﬁmmauTW3ﬁ$mwuamé@?ﬂ#qcﬂsma%l TRt a3 Afa &
arl e W 91T ¢

(b). EMD & Performance security should be in favour of Beneficiary, wherever it is applicable./$Test 3R Hurga
STATAd TR, ST I AL Bt &, rf & st gl wfeu)

Beneficiary/arandf :

Deputy General Manager
Canara Bank, CP & VM Vertical, IT Wing, Head Office (Annexe) No. 14 M G Road Naveen Complex Bangalore-
560001

(Premaranjan Nanda)
Splitting/fasrser
Bid splitting not applied./arel faTSTer omay A& fohar arm

MIl Compliance/THSTS drel

MIl Compliance/TH3TS3TS 3ureie Yes

1. If the bidder is a Micro or Small Enterprise as per latest definitions under MSME rules, the bidder shall be
exempted from the requirement of "Bidder Turnover" criteria and "Experience Criteria" subject to meeting of
quality and technical specifications. If the bidder is OEM of the offered products, it would be exempted from the
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"OEM Average Turnover" criteria also subject to meeting of quality and technical specifications. In case any
bidder is seeking exemption from Turnover / Experience Criteria, the supporting documents to prove his eligibility
for exemption must be uploaded for evaluation by the buyer.

2. If the bidder is a Startup, the bidder shall be exempted from the requirement of "Bidder Turnover" criteria and
"Experience Criteria" subject to their meeting of quality and technical specifications. If the bidder is OEM of the
offered products, it would be exempted from the "OEM Average Turnover" criteria also subject to meeting of
quality and technical specifications. In case any bidder is seeking exemption from Turnover / Experience Criteria,
the supporting documents to prove his eligibility for exemption must be uploaded for evaluation by the buyer.

3. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

Additional Qualification/Data Required/31faR® Jeadr /3mavas 3T

Scope of Work:1710503625.pdf

Service Level Agreement (SLA):1710503634.pdf

Payment Terms:1710503642.pdf

GEM Availability Report ( GAR):1710503652.pdf

This Bid is based on Quality & Cost Based Selelction (QCBS) . The technical qualification parameters
are :-

Parameter Name Max Marks Cutoff Marks Qualification Methodology
Document
As per Annexure 10 100 70 View File

Total Minimum Qualifying Marks for Technical Score: 70
QCBS Weightage(Technical:Financial):30:70

Presentation Venue:Details will be communicated with the bidders through Email

Pre Bid Detail(s)

Pre-Bid Date and Time Pre-Bid Venue

1. Pre-bid meeting will be held on 25h March 2024, Monday at 03:00 PM.
Venue: Pre-bid meeting will be held Online and participants are requested to
attend the meeting Online.

Those who are interested in participating the pre-bid meeting should share
the participant details to dittenders@canarabank.com.

Upon perusal of the same, the link / meeting id will be shared to the
25-03-2024 15:00:00 participant to participate in the virtual meeting.

2. Pre bid queries should be submitted as per format available in clause 1.1
of Section D.

3. Pre-bid Queries should be sent to E-mail dittenders@canarabank.com and
must reach us on or before 22/03/2024, Friday at 5.00 PM. Subject of the
email should be given as “Pre Bid Queries for GEM/2024/B/4786223 dated
15/03/2024". Queries reaching afterwards will not be entertained.

Custom Bid For Services - BREACH AND ATTACK SIMULATION SERVICES (1)

Technical Specifications/da=lid RAfRAPAr
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https://bidplus.gem.gov.in/resources/upload_nas/MarQ124/bidding/biddoc/bid-6228435/1710503625.pdf
https://bidplus.gem.gov.in/resources/upload_nas/MarQ124/bidding/biddoc/bid-6228435/1710503634.pdf
https://bidplus.gem.gov.in/resources/upload_nas/MarQ124/bidding/biddoc/bid-6228435/1710503642.pdf
https://bidplus.gem.gov.in/resources/upload_nas/MarQ124/bidding/biddoc/bid-6228435/1710503652.pdf
https://bidplus.gem.gov.in/bidding/bid/downloadBuyerDoc/6228435/17105022744049.pdf

Specification Values
Core
Description /Nomenclature of Service Proposed for procurement using BREACH AND ATTACK SIMULATION
custom bid functionality SERVICES
Regulatory/ Statutory Compliance of Service YES
Compliance of Service to SOW, STC, SLA etc YES

Addon(s)/us3iia

Additional Specification Documents/3ifaR® AR crarRs

Consignees/Reporting Officer/mRcd/Raiféar 3fQesrd

The quantity
Consignee of
rocurement .
S.No./@. || Reporting/Officer/ batnhalios Additional
4 AR/ AT Address/adr Project Requi ;?an{::;%{-ﬂﬁﬁ?ﬁ
AE based or
Lumpsum
based hiring.
560001,Canara Bank DIT Wing
1 Epu Chaitanya Head Office (Annexe) No. 14 M 1 N/A
Kumar G Road Naveen Complex
Bangalore-560001

1. Forms of EMD and PBG

2. Forms of EMD and PBG

Procurement Group DIT Wing
payable at
Bangalore

Procurement Group DIT Wing
Account No.
0792201002351
IFSC Code
CNRB0000792

Buyer Added Bid Specific Terms and Conditions/sar g s o Rs & Ry ot

Bidders can also submit the EMD with Account Payee Demand Draft in favour of

Bidder has to upload scanned copy / proof of the DD along with bid and has to ensure delivery of hardcopy
to the Buyer within 5 days of Bid End date / Bid Opening date.

Bidders can also submit the EMD with Payment online through RTGS / internet banking in Beneficiary
name
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10.

Bank Name
Canara Bank
Branch address
Trinity Circle

Bidder to indicate bid number and name of bidding entity in the transaction details field at the time of on-
line transfer. Bidder has to upload scanned copy / proof of the Online Payment Transfer along with bid.

Generic

Bidder financial standing: The bidder should not be under liquidation, court receivership or similar
proceedings, should not be bankrupt. Bidder to upload undertaking to this effect with bid.

Certificates

Bidder's offer is liable to be rejected if they don't upload any of the certificates / documents sought in the
Bid document, ATC and Corrigendum if any.

Generic

Buyer Organization specific Integrity Pact shall have to be complied by all bidders. Bidders shall have to
upload scanned copy of signed integrity pact as per Buyer organizations policy along with bid. Click here
to view the file

Buyer Added Bid Specific ATC

Buyer uploaded ATC document Click here to view the file.

Service & Support

Escalation Matrix For Service Support : Bidder/OEM must provide Escalation Matrix of Telephone Numbers
for Service Support.

Generic

Malicious Code Certificate:

The seller should upload following certificate in the bid:-
(a) This is to certify that the Hardware and the Software being offered, as part of the contract, does not
contain Embedded Malicious code that would activate procedures to :-

(i) Inhibit the desires and designed function of the equipment.

(ii) Cause physical damage to the user or equipment during the exploitation.

(iii) Tap information resident or transient in the equipment/network.
(b) The firm will be considered to be in breach of the procurement contract, in case physical damage, loss
of information or infringements related to copyright and Intellectual Property Right (IPRs) are caused due
to activation of any such malicious code in embedded software.

Generic

Manufacturer Authorization:Wherever Authorised Distributors/service providers are submitting the
bid, Authorisation Form /Certificate with OEM/Original Service Provider details such as name, designation,
address, e-mail Id and Phone No. required to be furnished along with the bid

Generic

1. The Seller shall not assign the Contract in whole or part without obtaining the prior written consent of
buyer.

2. The Seller shall not sub-contract the Contract in whole or part to any entity without obtaining the prior
written consent of buyer.

3. The Seller shall, notwithstanding the consent and assignment/sub-contract, remain jointly and severally
liable and responsible to buyer together with the assignee/ sub-contractor, for and in respect of the due
performance of the Contract and the Sellers obligations there under.
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https://fulfilment.gem.gov.in/contract/slafds?fileDownloadPath=SLA_UPLOAD_PATH/2024/Mar/GEM_2024_B_4786223/CL10360/IP_eb05912f-d5aa-4673-a3031710505201621_buycon29.cb.ka.pdf
https://fulfilment.gem.gov.in/contract/slafds?fileDownloadPath=SLA_UPLOAD_PATH/2024/Mar/GEM_2024_B_4786223/CLM0010/ATCBAS_bb5a7982-0436-453a-9e691710505260509_buycon29.cb.ka.docx

Disclaimer/s=fa=or

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. Any clause(s) incorporated by the Buyer regarding following shall be treated as
null and void and would not be considered as part of bid:-

1. Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process.

Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

10. Seeking experience from specific organization / department / institute only or from foreign / export
experience.

11. Creating bid for items from irrelevant categories.
12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.
13. Reference of conditions published on any external site or reference to external documents/clauses.

14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

© ® N Uk

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

This Bid is governed by the General Terms and Conditions/ara=a_faga 3R o1, conditons stipulated in Bid and
Service Level Agreement specific to this Service as provided in the Marketplace. However in case if any condition
specified in General Terms and Conditions/@Tar=g @3 3R 2 is contradicted by the conditions stipulated in
Service Level Agreement, then it will over ride the conditions in the General Terms and Conditions.

In terms of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which
shares a land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to
undertake compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action

in accordance with the laws, /S T TTAT=T AT & WS 26 & TeH I T & WY A T AW R aret ST & =R T @l
W gidayg & §I9 H AT & AT A o AT A arel T & s o =X 38 Afder # s ¢ & fow it oy gon
9 a8 % & aren weH wREd F wra toligd @1fds & M9 od AT AT B sqA Iuela FN eem HR B o
Teld ©OT fFT ST & SHH AUl J el W Y Bl ceeblel HHH B HR He &b HJHR 30 T Prefell Hriars
& 3TAIT BT |

---Thank You/4=arg---
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https://admin.gem.gov.in/apis/v1/gtc/pdfByDate/?date=20240315
https://bidplus.gem.gov.in/bidding/bid/bidsla/38793402549225
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