Pre bid replies for RFP. Ref. No. : RFP-01/2020-DBS-257/IBPGS-25/Cl/2020 dated 20™ February 2020 - for
RFP - Renewal of Crime insurance Policy under Non-Traditional Insurance Policies
from 1% April 2020 to 31°*March 2021

QUERY REMARKS

INSURANCE PROGRAM

1. ; Claim Details Experienced in the last 2 years (2018-19 and 2018-19 and 2019-20

2019-20) — CANARA BANK

Nature of claims: The claims pertain to unauthorized fraudulent transactions

No. of claims reported:

Nature of Claim: ) - - = pertaining to Internet Banking, Mobile Banking, UPl and ATM liability shift |

Date of Discovery: transactions.

Location: Date of Discovery: various dates during the policy period.

Amount of Loss: Location: various locations pan India.

Claim Amount Paid:

2018 - 19 Policy (Policy No. 120400/36/18/17/00000002)
Shift Liabili : Internet & Mobile
Descifption Claim n< UPI Fraud Claims Banking Total

Count | Amount | Count | Amount Count Amount Count | Amount

1 | Rejected 1 0 0 0 0 0 1 0
2 | Settled 0 0 0 0 0 0 0 0
3 | Under Process 0 0 0 0 2 5505096 2 | 5905096
4 | Qutstanding 0 0 2| 2328215 1 900000 3| 3228215
Total Reported 1 0 2| 2328215 3 6805096 6 | 9133311
INCURRED CLAIMS 0 0 2 | 2328215 3 6805096 6| 9133311
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2018 - 19 Policy

Mobile Banking / UPI Internet Banking Total
Description
Count Amount Count Amount Count Amount
Under Process 2 5,00,000 1 2,20,000 7,20,000
Settled 0 0 0 0 0
Rejected 0 0 0 0 0
Outstanding = o 0 \ 0 0 0 0
Total Reported 2 5,00,000 1 2,20,000 7,20,000
2019- 20 Policy
Mobile Banking / UPI Internet Banking Total

Description

Count Amount Count Amount Count Amount
Under Process 0 1] 1 14,07,000 1 14,07,000
Settled 0 0 0 0 0 0
Rejected 0 0 0 0 0 0
Outstanding 0 0 0 0 0 0
Total Reported 0 0 1 14,07,000 1 14,07,000

Brief Description on EMV Liability Shift Claims

The liability arising due to fraudulent transaction done using other Bank

card used at non EMV Canara Bank ATM’s where skimming has occurred.

Whether expiring policy coverages are same as mentioned in RFQ

Yes
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| 5. Total No. of mEm_o<mmm for the year 2019-20 and 2020-21 2019-20
Domestic employees: * Domestic: 58822
e Qverseas:57
Overseas Employees:
e Contract Employee : 7804
On contractual basis:
The details of 2020-21 cannot be arrived at this point of time.
6. Exposures related to electronic banking transactions of Syndicate | Yes, please refer to the gazette notification CG-DL-E-04032020-216535
Bank will be covered or not? published on 04-03-2020 at www.egazette.nic.in
7 Do you provide any outsourced services to other companies or No
organizations? Provide details
8. Existing user IDs of both banks will be operated by which entity The amalgamation of the Internet Banking platform is dependent on
and will new user IDs be issued? merger on Core Banking System. The process flow for user registration and
access shall be chalked out after CBS migration.
9. Will both banks use a uniform/ common IT infrastructure? Canara Bank and Syndicate Bank use i-flex CBS platform.
SECURITY MEASURES
1 List of preventive measures installed by Canara Bank e FAQs & Phishing alerts are furnished as a part of customer

education/awareness in the Canara Bank website Net Banking Log in
Page.

e EFRM solution is integrated with alternate channels like IB, MB, UPI.
Velocity check and monitoring of suspicious transactions is
implemented for UPI, MB and Internet Banking transactions. The
solution is having capabilities of adaptive authentication.

e Captcha has been enabled in Net Banking as an additional security
measure.

e Temporary On / Off for Cards in Mobile Bank / M Serve applications /
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4, Physical security available at all premises at all times & during Physical security is available at most of the branches of Canara Bank.

transit
ELECTRONIC & DATA SECURITY

1. Total Number of Data Processing Centres 2

2. Physical security features at data processing centres There are multi-level access card required to enter the premises.
There are multiple level of certificates namely:
Quality management: ISO/IEC 9001:2015
Service management: ISO/IEC 20000-1:2011
ISMS - 1SO/IEC 27001:2013

3. Are there any positive entry control procedures used to restrict Yes

the entry of non-authorized personnel

4, Are passwords used to afford varying levels of entry to the Yes

computer system depending on the need and authorization of the

user
5, Does the system enforce regular password change Yes
6. Is the use of terminals restricted only to authorized personnel Yes
7. Are employees allowed to access computer systems from home No
terminals?
8. How does the bank prevent unauthorized access to Systems are protected by multiple levels of firewalls, WAF and SIEM.

client’s/investor’s main processing systems?

Date: 05-03-2020 i\\.\\\\\\\
% L]

Place: Bangalore Deputy General Manager
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AVV SATYANARAYAN

DEPUTY GENERAL )

B.37.4. /S. P. No. 28999




